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chage(1) User Commands chage(1)

HA3BAHUE
chage — usmensier nHGOpMaLMIO 006 yCTapeBaHUH TIAPOJIst TIO/Tb30BATeJIs

CHUHTAKCHC

chage [options] LOGIN

OIIMCAHUE
IMporpamma chage u3MeHsieT KOMYECTBO [JHEel MeX/y JaToi CMeHbI MapoJis U JaTou moc/iefHel
CMeHbI TTapoJsist. OTa MH(OPMALWS UCTIONb3YeTC sl CUCTEMOH /1S OTIpe/ie/ieH|st MOMEHTa, KOrJa
TI0/Tb30BaTe b 0/DKeH CMEHHUTh CBOM TapoJib.

ITAPAMETPHI
IMapameTpsl KomaH/ibI Chage:

—d, ——lastday LAST_DAY
Set the number of days since January 1st, 1970 when the password was last changed. The date
may also be expressed in the format YYYY-MM-DD (or the format more commonly used in
your area). If the LAST_DAY is set to 0 the user is forced to change his password on the next log
on.

—E, ——expiredate EXPIRE_DATE
YCTaHOBUTE JaTy yCTapeBaHUs YUETHOMW 3ar¥CH T0JIb30BaTe/Ist, KOTopast 3a/jaéTCst YUC/IOM JHek
npomemux ¢ 1 suBapst 1970 roga. [lata MoxeT ObITh Takxke 3ajaHa B Buie [ TTT-MM-T (uiu
B opMe COIIaCHO PeTHOHAILHBIM HacTpoiikam). [Tosib30BaTeb, Ubs YUETHasE 3aMich Obina
3ab/10KMPOBaHa, J0/KeH 00paTUTHCS K CHCTEMHOMY aIMUHHCTPATOPY, €CJTH X0UeT B Ja/TbHeNIeM
paboTarh C CUCTEMOM.

For example the following can be used to set an account to expire in 180 days:

chage —E $(date —d +180days +%Y -%m-%d)

3nauenne —1 B mapametpe JATA_ YCTAPEBAHUS otmeHsieT ycTapeBaHWe YUETHOM 3aITUCH.
—-h, ——help

[Toka3aTb KpaTKylo CIpaBKy ¥ 3aKOHUUTH PaboTy.
—i, ——is08601
When printing dates, use YYYY-MM-DD format.
-1, ——inactive INACTIVE
YCTaHOBUTH KOJTMYECTBO JIHEW HeaKTUBHOCTH I10C/Ie yCTapeBaHus 11apoJis Iiepes TeM Kak y4eTHast
3anuchk Oyzet 3abokupoBaHa. B mapamerpe JTHEW 3a1aéTcst KOTMUECTBO JHEH HEAKTUBHOCTH.

[Monp30BaTeb, Ubst YUETHAsSE 3aMUCh Obla 3a0/I0KMPOBaHa, JOJDKeH 00pPaTUThCS K CUCTEMHOMY
aJ/IMUHHCTPATOPY, C/TU X0UeT B Jja/ibHelIeM paboTaTb C CUCTEMOA.

3nauenve —1 B napametpe JTHEM oTMeHsieT HeaKTMBHOCTb YUSTHOM 3arMCH.

=1, ——list
IMoka3zats uHbopMaIKio 00 yCTapeBaHUM YUETHOM 3aMUCH.

—-m, ——mindays MIN_DAYS
Ba/Z[aTb MUWHHUMAJIbBHOE KO/IMYeCTBO AHEI’I MeXJy CMeHaMH IapoJisd. HyneBoe 3HaUeHMe 3TOro 1011
YKa3bIBaeT Ha TO, UTO IO/Ib30BaTe/Ib MOXKET MEHSATb CBOU T1apoJ/ib KOraa 3axX0o4yeT.

-M, ——maxdays MAX_DAYS
YCTaHOBUTE MaKCHUMa/TbHOE KOJTMYeCTBO AHel paboTocrnioco6HocTy maposs. Ec cymma
snauennit MAKC_JTHEW u TIOCJI_JEHD paHblile TeKyIero [Hs, TO M0/Ib30BaTe/Io TIPUASTCS
M3MEHHUTh CBOM NapoJib Tiepe/] UCI0/b30BaHNeM YUETHOU 3armucu. [ist Toro, yTo6sl 3T0 He OBbIIO
HEOKH/IaHHOCTBIO0 MO’KHO BOCTIO/Ib30BaThCsl apamerpoM —W, KOTOpBIi akTUBUPYeT Bbliauy
TIpeAyTIpesXieHNsI O CMeHe T1aposisi TI0/Ib30BaTesIs 3apaHee.
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chage(1)

User Commands chage(1)

3nauenve —1 B mapamerpe MAKC_JTHEI oTMeHsieT IpoBepKy Hapois.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

—P, ——prefix PREFIX_DIR
Apply changes to configuration files under the root filesystem found under the directory
PREFIX_DIR. This option does not chroot and is intended for preparing a cross—compilation
target. Some limitations: NIS and LDAP users/groups are not verified. PAM authentication is
using the host files. No SELINUX support.

-W, ——warndays WARN_DAYS
YCTaHOBUTE KOMUUECTBO JHel BbIAUH NpeyTpeskeHus, nepes TeM Kak rotpe0yeTcsi cMeHa
naporns. ITapamerp ITPEAYII_THEW cuuraeTcs B AHAX, B TeUeHHH KOTOPBIX T10/1b30BaTe/b OyeT
MOMyYaTh TpeAynpexaeHre 06 ycTapeBaHUH Mapois, TIepe] TeM Kak 3TO CJTYUHUTCS.

Ec/u Hu ofivH TIapaMeTp He ykasaH, To Chage rmepexoauT B MHTEPAKTUBHBIA PEXXUM, TTpe/iarast
3aIyCTUBLIEMY T10/Ib30BATe/TI0 M3MEHUTh 3HAUEHHsI BCEX TI0JIel CBOel yuéTHO# 3amvicu. Beogumoe
3HAUEHKE 3aMEHSIET TEKYIIiee 3HaUeHe I0JIsl; eC/Td BBeeHa MyCTasti CTPOKA, TO TEKYIIee 3HaueHne
0CTaéTcsi HeM3MeHHbIM. Tekyiljee 3HaueHHe MOKa3aHo B CKoOkax [ ].

3AMEUYAHUE

HACTP

Iporpamma chage TpebyeT Hanuuus (paiiia TeHEBBIX MapoJsiel.

The chage program will report only the information from the shadow password file. This implies that
configuration from other sources (e.g. LDAP or empty password hash field from the passwd file) that
affect the user's login will not be shown in the chage output.

The chage program will also not report any inconsistency between the shadow and passwd files (e.g.
missing X in the passwd file). The pwck can be used to check for this kind of inconsistencies.

Iporpamma chage paboTaet TOIBKO OT CYIIE€PIIO/Ib30BaTe/IsA, 32 UCK/TIOUEHUEM BbI30Ba C ITAPAMETPOM
—|, KOTOpBII MOXKET KCITO/IH30BAThHCS HEITPUBUIETMPOBAHHBIM T10JIb30BATE/IEM JIJIs OTIPeIe/IeHHUS AATh
yCTapeBaHust CBOEr0 MapoJist.

OUKA

Ha paboTy 3TOro MHCTpyMeHTa BAMSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DAWJIBI

/etc/passwd
COZeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIxX

BO3BPAIITAEMBIE 3HAYEHUA

The chage command exits with the following values:

0

success
1

permission denied
2

invalid command syntax

15
can't find the shadow password file

CMOTPUTE TAKXE

passwd(5), shadow(5).
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chfn(1) User Commands chfn(1)

HA3BAHUE

chfn — usmensieT ungopmaiuio o mosb3oBarese

CHHTAKCHC

chfn [options] [LOGIN]

OIMNCAHUE
The chfn command changes user fullname, office room number, office phone number, and home phone
number information for a user's account. This information is typically printed by finger (1) and similar
programs. A normal user may only change the fields for her own account, subject to the restrictions in
/etc/login.defs. (The default configuration is to prevent users from changing their fullname.) The
superuser may change any field for any account. Additionally, only the superuser may use the —o option
to change the undefined portions of the GECOS field.

Yactu niosist GECOS He 10/DKHBI COflepKaTh ABOETOUMH. 3a UCK/TFOUeHWeM YacTy Apyras, B HUX He
[IO/DKHO CO/IEPKaThCs 3alSThIX M 3HAKOB PaBHO. TakKe peKOMeH/lyeTcs n3beratb CUMBOJIOB He B
kogrpoBke US—ASCII, Ho 3T0 KacaeTcst TOMbKO HOMePOB TenieoHOB. YacThb Apyrasi UCTIONb3yeTC s AJIs
xpaHeHust uH(opmaru 06 yuéTHOM 3arucu, KOTOPast UCIOb3yeTCsl APYTUMU TTPUTOKEHUSIMU.

ITAPAMETPHI
IMapameTps! koman/ie! chfn:

—f, ——full-name FULL_NAME
N3mensetr @O mnonb30Barens.

—-h, =—home-phone HOME_PHONE
V3meHsieT HOMep ioMalitHero TesedoHa MoJb30BaTelIs.

-0, ——other OTHER
N3zmensiet apyryto uadopmarmiro GECOS o nomnb3oBaresne. 3Ta yacTb UCTIONB3YETCS IS
XpaHeHust UHGOpMaLUK 00 YUETHOH 3amKCH, UCTIOb3yeMOU IPYTHMY TIPU/IOKEHUSIMU, U MOXKET
M3MEHSITBCS TOJILKO CYTIepIIO/Ib30BaTeNIeM.

-r, ——room ROOM_NUMBER
N3menser HOMEp KOMHATHI I10/1Ib30BaTe/Id.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

-u, ——help
IMoka3zaTh KpaTKyto CIPaBKy U 3aKOHUUTHL paboTy.

-w, ——work—-phone WORK_PHONE
W3mensieT Homep pabouero TenedoHa MoJb30BaTes.

Ec/u vy ofuH niapameTp He ykasaH, To Chfn mepexogut B MHTEPAKTUBHBIN PEXXUM, TIPe/Iarast
3aIyCTUBLIEMY T10/Ib30BaTe0 U3MEHUTD [aHHbIE CBOEH YUETHOM 3anucu. BBogumoe 3HaueHve
3aMeHsIeT TeKyIllee 3HaueHVe 3aIkCH; eC/Td BBEAEHA MyCTast CTPOKA, TO TEKyIllee 3HaYeHHe 0CTaéTCst
Heu3MeHHbIM. TeKylljee 3HaUeHUe TOKa3aHo B ckobkax [ ]. ITpu Bei3oBe Oe3 rmapamMeTpoB MporpaMma
chfn u3mensieT yuéTHy0 3anuch 3ayCTUBILETO TI0/Ib30BATE s,

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DAJIBI
/etc/login.defs
COZAIeP>KUT KOH(PUTYPALUIO TIOACUCTEMBI TEHEBBIX MapoJieit

/etc/passwd
COZAeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

CMOTPUTE TAKXE
chsh(1), login.defs(5), passwd(5).
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chsh(1) User Commands chsh(1)

HA3BAHUE

chsh — usmensiet perucTpaloHHy0 000/I0UKY T10/Th30BaTe s

CHHTAKCHC

chsh [options] [LOGIN]
OIMNCAHUE

IMporpamma chsh u3ameHsieT perucTpaloHHy 0 000/10UKy T0/1b30BaTe/ss. OHa ompe/esnsieT Kakas
KOMaHzia Oy/eT 3aryIieHa rocjie perucTpaLyy roib30Baresis B cucteme. OObIUHbBIN T10/1b30BaTeNb
MOXXET U3MEHSITh PErUCTPALMOHHYIO 000JI0UKY TOJIBKO /ISt CBOeH YUETHOM 3arncy;
CyTIepII0/IB30BATeb MOXKET U3MEHSITh PErMCTPALIMOHHYI0 000/10uKy JiF000# YUETHOM 3arumcy.

ITAPAMETPHI
IMapameTpsl komaHzbI chsh:

—-h, ——help

I[Toka3aTb KpaTKylo CIpaBKy ¥ 3aKOHUUTH PaboTy.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

-s, —shell SHELL
Vimst HOBOW perucTpaluoHHOM 060/10UKU MojTb30BaTess. Eciu 3a1aTh mycToe 3HaUeHue, To Oyer
WCII0/Ib30BaHa PErUCTPALMOHHAsE 000/I0UKA TI0 YMOTYAaHHIO.

Ecu napametp —S He 3ajaH, To Chsh mepexoguT B MHTePaKTUBHBIN PEXKUM, TIPEIarasi MojIb30BaTesIto
W3MEHUTh CBOIO PErMCTPALIMOHHYIO0 0060/10uKy. BBOAMMOE 3HAaUeHMe 3aMeHsIeT TEKYIIee 3HAYUeHHe
TI0JIsT; eC/TH BBEJ€HA ITyCTast CTPOKA, TO TeKyIIee 3HaueHne 0CTaéTCs HeM3MeHHbIM. Tekyliee 3HaueHne
PerucTpalroHHON 000/I0UKK YKa3aHo B cKobOkax [ ].

3AMEUYAHUE
Bce momnycTrMbie MMeHa PeruCTpaliioHHbIX 000/10U€eK /I0/DKHBI ObITh yKa3aHbl B (atinie /etc/shells. Ha
CYTIepIIOIB30BaTeISI 3TO OrpaHUYeHHe He JAeHCTByeT U O3TOMY eMy pa3pelleHO yKa3biBaTh Moboe
3HaueHue. [I/st yUETHOM 3aMUCH C OrpaHUYEHHOMN PerrCTpaljOHHON 0060J10UKO MM0JTh30BaTeslb He
MOXXET U3MEHUTH CBOIO PETUCTPALIMOHHYI0 000/10uKy. [Toatomy /bin/rsh B datine /etc/shells nyuie He
yKa3bIBaTh, TaK KaK, eCJIU MOIb30BaTe/b C/Iy4aiiHO M3MEHHUT CBOKO PETUCTPALIMOHHYHO 000/I0UKY Ha 3Ty
OrpaHUUYeHHYI0 000JIOUKY, TO He CMOXKET BOCCTAaHOBHUTE e€ MepBOHauaIbHOe 3HaueHwe.

For this reason, placing /bin/rsh in /etc/shells is discouraged since accidentally changing to a restricted
shell would prevent the user from ever changing her login shell back to its original value.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAMSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/passwd
COZeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

[etc/shells
COJIEPKUT CITUCOK Pa3pPeIéHHbIX PErUCTPAIIMOHHBIX 000/104eK

/etc/login.defs
COZAIeP>KUT KOH(PUTYPALUIO TIOACUCTEMBI TEHEBBIX MapoJieit

CMOTPUTE TAKXE
chfn(1), login.defs(5), passwd(5).
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expiry(1) User Commands expiry(1)

HA3BAHUE

expiry — mpoBepsieT ¥ U3MeHsIeT apo/ib COIIACHO MOMUTHKE YCTapeBaHUs

CHHTAKCHC

expiry option

OIMNCAHUE
IMporpamma expiry ripoBepsieT (mapameTp —C) CKOJIBKO eIijé BpeMeHu OyzieT paboTocrocobeH TeKyIuii
MapoJib ¥ BhIHYXX/1aeT u3MeHUTh ero (mapametp —f), ecsiu 310 Tpebyetcs. OHa MOXKET 3aryCKaThCs
OOBIYHBIM IT0/Tb30BATEJIEM.

ITAPAMETPHI
IMapameTpbl KOMaH/IbI EXPIry:

—c, ——check
ITpoBepsieT u U3MeHsIeT CPOK [IeMCTBHS TIApPOJIs y TEKYI[ero T0Ib30BaTe/Isl.
—f, ——force
[IpuHy#WTEIEHO MEHSIET TIapO/ib, €C/TA €T0 CPOK /IeHACTBUS UCTEK.
—-h, ——help
[Moka3zaTh KpaTKyto CIPaBKy U 3aKOHUUThL paboTy.
DANIIBI
/etc/passwd
COZeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX
/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIX
CMOTPUTE TAKXE

passwd(5), shadow(5).
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gpasswd (1) User Commands gpasswd (1)

HA3BAHUE
gpasswd — administer /etc/group and /etc/gshadow

CHHTAKCHC

gpasswd [option] group

OIINCAHUE

The gpasswd command is used to administer /etc/group, and /etc/gshadow. Every group can have
administrators, members and a password.

CucreMHble aJMUHHCTPATOPHI MOTYT UCIIO/Ib30BaTh MapaMmeTp —A, 4To0bI Ha3HAUUTE PYIIITe
agMuHKCTpartopa(oB) U napaMeTp —M 17151 oripezie/ieHusl CITHCKa YIeHOB, a TaK)Ke UMEIOT BCe MpaBa
a/IMUHHCTPATOPOB Y U/IEHOB TPYTIIIHL.

gpasswd called by a group administrator with a group name only prompts for the new password of the
group.
If a password is set the members can still use newgrp(1) without a password, and non—members must
supply the password.

3ameyaHus O MapOJIsIX TPy
[Mapo/u rpymI UMEeIOT BPOXK/AEHHYO TpobsieMy ¢ 6@30MacHOCThIO, TaK KaK Maposib 3HaeT 6osiee 0JJHOTO
yesioBeka. OJJHAKO, TPYIITbI SIB/ISIFOTCS M0JIe3HBIM HHCTPYMEHTOM COBMECTHOM PaboThl pa3TuuHbIX
TI0JTh30BaTeJIeH.

ITAPAMETPBI
3a uckmoyeHreM apameTpoB —A 1 —M, mapaMeTpr! Hemb3st UCII0b30BaTh BMECTe.

IMapameTpsl KoMaH bl gpasswd:

—a, ——add user
To6aBuTh M0O/Ib30BaTeIsI B YKa3aHHYO TPYIIITY.

—d, ——delete user
YnanuTh 1Mosib30BaTesist U3 YKa3aHHOW TPYIITIHL.

—-h, ——help
[Moka3zaTh KPaTKyt0 CIPaBKY U 3aKOHUUThL paboTy.

-Q, ——root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

-r, ——remove—password
Yhanuth naposib yKa3aHHOH rpyrrbl. [Taposb rpymnrbl OyeT mycThiM. TOMBKO UieHbI TPYIIIbI
CMOT'YT UCII0JIb30BaTh NEWJIP /i BX0ZAA B YKa3aHHYHO CPYIIILy.

-R, ——restrict
OrpaHuumThb AOCTYII K YKa3aHHOU rpytre. [1aposb rpymisl CTaHOBUTCS PaBHBIM «!». TombKo
4JIeHbl FPYIIIEI UMEHOLI[He [1apo/Ib CMOTI'YT UCIIO/Ib30BaTh NEWJIP /i BXOZA B YKa3aHHYO IPYIILY.

—-A, ——administrators user,...
3ajaTh CMMCOK aJIMUHHACTPATOPOB TPYIIIIbI.

—-M, ——members user,...
3aJaTh CIKMCOK YI€HOB PYIIIbL

MMPEJOCTEPEXXEHUSA

This tool only operates on the /etc/group and /etc/gshadow files. Thus you cannot change any NIS or

LDAP group. This must be performed on the corresponding server.
HACTPOWKA

Ha paboTy 3TOro MHCTpyMeHTa BAMSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:
DAL

/etc/group
COAep>KUT MH(OPMALIUIO O TPYIIaxX

/etc/gshadow
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gpasswd (1) User Commands gpasswd (1)

COZIEP)KUT 3alyijaeMyt0 HH(OPMALHIO O TPYyTIIax

CMOTPUTE TAKXE
newgrp(1), groupadd(8), groupdel(8), groupmod(8), grpck(8), group(5), gshadow(5).
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groups(1) User Commands groups(1)

HA3BAHUE

groups — rokasblBaeT UMeHa IPyIIN 3alyCTHBILIETO POrpaMMy T0/Tb30BaTeIst

CHHTAKCHC

groups [user]
OIMNCAHUE
The groups command displays the current group names or ID values. If the value does not have a

corresponding entry in /etc/group, the value will be displayed as the numerical group value. The
optional user parameter will display the groups for the named user.

3AMEUAHUE
Systems which do not support supplementary groups (see initgroups(3)) will have the information from
/etc/group reported. The user must use newgrp or sg to change his current real and effective group ID.

DANJIBI
/etc/group
COAep>KUT MHGOPMALIUIO O TPYIIaxX

CMOTPUTE TAKXE
newgrp(l), getgid(2), getgroups(2), getuid(2), initgroups(3).
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login(1) User Commands login(1)

HA3BAHUE

login — HauMHaeT ceaHC B cCUCTEMe

CHHTAKCHC

login [-p] [-h host] [username] [ENV=VAR...]
login [-p] [-h host] —f username
login [-p] —r host

OIMNCAHUE

Iporpamma login ucrone3yeTcst AJist 3armycka HOBOTO ceadca B cucteme. Kak mpaBuio, 3Ta nporpamma
BBI3BIBAETCSI ABTOMATHYECKHU U BRIBOAUT Npuraiienue 10gin: Ha Tepmunant moss3oBaresisi. [Iporpamma
login MoxxeT BOCIpUHUMATBCS 000/I0UKOY KOMaH/[HOM CTPOKU He Kak MpOCTast TporpaMma u
BBI3BIBATHCS HE Kak mozrporecc. [Ipu BeizoBe u3 obosmouku 10gin go/mKHa 3amycKarbCst OCPEACTBOM
BbI30Ba eXec l0gin, uto mpuUBOAUT K 3aBepilieHHI0 paboTh M0/IK30BaTe/s B TeKyIel obosouke (U,
TakuM 06pa3oM, BHOBb BXOSIIKI B CUCTEMY T10/1b30BaTeb He TIONaJET B CEAHC BBI3BABLLIETO).
[MombiTKa 3anycTuTh 10gin 13 10604 060/10UKH, OTIMUHOMN OT PErUCTPALMOHHOM, IPUBOJUT K
coobi1eHno 06 oImoKe.

B Kakoii—To MOMEHT TOJIb30BaTeJIst OTIPOCST BBECTH CBOH Maposib. YTOOBI He ZOMyCTUTh PaCKpBITHS,
CHMBOJIBI TTPY BBO/IE TapoJisi He 0ToOpaykaroTcsi. Pa3pelieHO oueHb MajieHbKOe KOJTMYeCTBO TIOTIBITOK
BBOJIa HEMPaBWJIBHOTO TIApoJis, epes TeM Kak 10gin 3akoHUUT paboTy ¥ MpepBET MOAK/IOUEHHE.

If password aging has been enabled for your account, you may be prompted for a new password before
proceeding. You will be forced to provide your old password and the new password before continuing.
Please refer to passwd(1) for more information.

ITocJie yCIemHoro BXoga B CUCTeMy, OyayT TOKa3aHbl COOBIIEHHsT OT CUCTEMbI ¥ O HA/IMYNK TTOUTHL.
MO’KHO OTKJTFOUMTE BBIBOZ, (hakisia CUCTEMHBIX CO00IeHuH 13 datina /etc/motd, co3nas B goMaiiiHeM
Katasiore aiin HyseBoi ayuHel ¢ umeneMm .hushlogin. CoobiiieHue 0 HaMUUK TIOUTHI MOXKET OBITh
OIHUM M3: Y Bac eCThb HOBasl [I0UTA.», <Y BAC €CTh MOUTA.» WK «Y BaC HET MOYTHL», B 3aBUCUMOCTH
OT HarloJIHEHHOCTH [TOYTOBOTO SILIIMKA.

3HaueHue uieHTU(hUKATOpa YUETHOW 3aMMCH U Pyl OyeT B3saTo U3 Qatina /etc/passwd. 3HaueHvs
nepemenHbix SHOME, $SHELL, $PATH, SLOGNAME u SMAIL ycraHaB/1MBarOTCS COT/IACHO
COOTBETCTBYIOLMM ITOJISIM YUETHOM 3allvCH M0Jb30Baresist. Takyke MOTryT ObITh yCTAHOB/IEHBI 3HAYEHNST
ulimit, umask u nice u3 monst GECOS.

B HeKoTOpBIX crcTeMax riepemenHol okpyxenust $TERM GyzeT nprcBoeH Tvm TepMHUHaa JUHKUH tty,
COI/IaCHO JJaHHBIM U3 datina /etc/ttytype.

Takxe MO>KeT OBbITh BBITIOJIHEH CLIEHAPHI MHULIMA/IM3aLMH [10/1b30BaTe/IbCKOr0 HHTEPIIPeTaTopa
komaHz,. TTogpo6Heti 06 3ToM (yHKLIMH CMOTPUTE COOTBETCTBYIOIIYIO CITPABOUHYIO CTPAHUILY.

CyOcrcTeMHBIH BXOZ B CUCTEMY MOXKHO PacIio3HaTh M0 HAJIMUKIO CHMBOJIA «*» B Hauaje
PerucTpaloHHON 0060/10UKU. 3a/JaHHbBIN [JOMAIIIHUE KaTajior 6y/eT UCMo/b30BaH Kak KOPeHb HOBOM
(haitioBoll cUCTEMBI, B KOTOPO# PETUCTPUPYETCS TI0/Ib30BaTeb.

The login program is NOT responsible for removing users from the utmp file. It is the responsibility of
getty(8) and init(8) to clean up apparent ownership of a terminal session. If you use login from the
shell prompt without exec, the user you use will continue to appear to be logged in even after you log
out of the "subsession".

ITAPAMETPBI
-f
He BbINOMHATE ayTeHTU(UKALIMIO, TI0/Tb30BaTe b yyKe TIPOLIET IIPOBEPKY.

3amMeuaHue. B 3TOM C/Iydae UMs_I10/1b30BaTesIsd obs13aTenLHO.

-h

Vmst yoanéHHOro y371a, Ha KOTOPBIN HY>KHO BOUTH.
-p

CoxpaHUTb OKpYKEHHe.
-r
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BeimoauTs nipotokos autologin ans rlogin.
IMapametpsl —F, —h u —f ucnone3yroTcst TosibKo eciu 10gin 3amyckaeTcst Cyneprosib30BaTesieM.

MMPEJOCTEPEXXEHUSA
HanHast Bepcust login MoxxeT ObITH cOOpaHa C pa3HbIMU TTAPAMETPAaMU U TOJIbKO HEKOTOPbBIE U3 HUX
CMOTYT OBITh UCMOJIb30BaHbI Ha /OO0 MallHe.

Pacriosioxkenvie (aiisioB MOKET OT/IMUATHCS Ha Pa3HBIX CHCTEMax.

The login program is NOT responsible for removing users from the utmp file. It is the responsibility of
getty(8) and init(8) to clean up apparent ownership of a terminal session. If you use login from the
shell prompt without exec, the user you use will continue to appear to be logged in even after you log
out of the "subsession".

Kak u a/1s1 r060% nporpammbl, 3amyck 10gin Moxket ObITh nofesian. Eciy HeyronHOMOUeHHbIe
T0JTb30BaTe/I UMEIOT (PU3UUECKHIT JOCTYIT K MALIKMHE, TO aTaKyOL[|i MOXKeT UCII0/Ib30BaTh 3TO [JIst
TO/TyU€eHUs TIAPOJIsi CIEYIOILEro UeioBeKa, KOTOpkIi Oyzet paborats 3a MainuHoM. [Tog Linux
T0JIb30BaTe/IA MOTYT KCIT0/Ib30BaTh Mexanusm SAK 1/ist yCcTaHOB/IeHUs [OCTOBEPHOTO My TH W TaKUM
06pa3oMm MpeOTBPALLEHUsT aTaKH.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

OAVIIBI
/var/run/utmp
COJIEPKUT CITUCOK PabOTAOIUX CEAHCOB B CUCTEME

Ivar/log/wtmp
COJIEPKUT CITUCOK 3aBEPIIEHHBIX CEAHCOB PabOThI C CUCTEMOI

/etc/passwd
COZAeP>KUT MH(OPMALIUO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIxX

/etc/motd
COJIEP)KUT CUCTEMHBIE COODILeHNSs 3a [IeHb

/etc/nologin
TIpY CyL|eCTBOBaHUH (atisia 6I0KMPYeTCs JOCTYI B CUCTEMY OOBIUHBIM M0JThb30BaATEJISIM

[etc/ttytype

COZEeP>XXUT CIIHMCOK TUIIOB TEPMUHAJIOB

$HOME/.hushlogin
TIpY CyL[eCTBOBAaHUH (haiisia CUCTEMHbIE COOODIIeHMUs TIPU BXO/I€ B CUCTEMY He BBIBOASATCS

/etc/login.defs
COZIeP>KUT KOH(PUTYPALUIO TIOACUCTEMBI TEHEBBIX MapoJieit

CMOTPUTE TAKXE
mail(1), passwd(1), sh(1), su(1), login.defs(5), nologin(5), passwd(5), securetty(5), getty(8).
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HA3BAHUE

NEewQrp — BBITIOJIHSIET PETUCTPALHIO M0/Tb30BaTe sl B HOBOM IpyTIIe

CHHTAKCHC

newgrp [-] [group]

OIIMCAHUE
IMporpamma Newgrp ucnoss3yeTcs A/ usmenenus 1D Tekyieli rpymnmnel B paboTatoriiem ceance. Eciu
yKasaH Heo0s13aTe/TbHBIN [apaMeTp —, TO OKPY>KeHHe TI0/Ib30BaTess OyZeT HHALUATH3UPOBaHO
TIOBTOPHO, KaK eC/v OBl 10/1b30BaTe b 3aHOBO BOLIEN B CUCTEMY, MHaUe UMeFoLeecs: OKpY>KeHHe,
BKJTFOUast TEKYL[UI pabounii Katasior, U3MeHeHo He Oy/ieT.

ITporpamma Newgrp u3MeHsieT WAEHTHU(PUKATOP TeKYIel peasbHOM TPYIIIBI Ha 3aflaHHBINA WK Ha
TPYIIIY TI0 yMOTYaHUIO, yKa3aHHYIO B datisie /etc/passwd, B ciyuae ecy UMsi TPYMITBI He yKa3aHo.
ITporpaMma NEWJIP Takke MbITAETCs JOOABUTE IPYIIIY B CIIMCOK IPYII ToJb3oBarens. Ecmm
TI0/Tb30BaTe/Ib He SIBJISIETCS CYTepIio/b30BaTesieM, TO ero TOTNPOCST BBECTH MapoJib, JaXKe eCJId OH ero
He umeeT (B datine /etc/shadow, eciu ayist 3TOro MOJ/IB30BaTe st UMEETCS 3aMKCh B (haiiie TEHeBbIX
napoJieli, “Haue UCrob3yeTcs daiin /etc/passwd), a rpyrmma ¥Meet, UK ec/iv Mojb30BaTe b He
SIBJISIETCS YJIeHOM TPYIIIBI, a TPYyIINa UMeeT maposib. EC/M mosb30BaTesis He SBISeTCs YWIEHOM TPYIITbI,
a y TPYMIIbI MyCTOM Maposib, TO MOIb30BaTesTi0 Oy/eT 0TKa3aHO B JOCTYTIe.

Ecnu ecTb 3amumch [1jist 3Tod rpymnisl B (aite /etc/gshadow, To crivcok uieHOB U Maposib 3TOM TPk
OymyT B3sITHI U3 9TOrO (haiiyia, MHaue UCIOJh3YyeTCs 3aruch U3 (atiia /etc/group.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/passwd
COZAeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KHUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIxX

/etc/group
COAep>KUAT MH(GOPMALIUIO O TPYIIaxX

/etc/gshadow
COZIEP>KUT 3allUIIaeMyt0 WH(POPMALUIO O TPYIIIax

CMOTPUTE TAKXE
id(1), login(1), su(1), sg(1), gpasswd(1), group(5), gshadow(5).
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HA3BAHUE

passwd — u3MeHsieT apoJib MOTb30BaTesIst

CHHTAKCHC

passwd [options] [LOGIN]
OIMNCAHUE

IMporpamma passwd r3MeHsieT Mapoy M0Mb30BaTe/IbCKUX YUETHBIX 3arvcei. OObIYHBIN MOTB30BaTe b
MO>KET M3MEeHHTh [apoJib TOMBKO CBOEM YUETHOH 3alKCH, CYTepIioib30BaTe/lb MOKET H3MEHHUTH 11apoJib
nroboii yuétHol 3armcu. TTporpamma passwd takke nsmensieT uH(opMaiui 06 YUETHOM 3arucy Win
CPOK [IefiCTBUS TIapOJIS.

W3menenuve naposis
CHauaJia ToJ/Tb30BaTeJIs TIOTPOCST BBECTH CTAPbIi MapoJib, /U OH ObUI. DTOT Maposb
3aIM(POBHIBAETCS M CPABHUBAETCS C UMEFOLIUMCSL. Y TI0/Ib30BaTeIst eCTh TOIBKO OfiHA MOTIBITKA
BBECTH MPaBU/IbHBIN Tapo/ib. [IJisi CyTeprionb30Baresist 3TOT LIar MPOIyCKaeTcs, /il TOTO YTOObI
MOXXHO ObLIO U3MEHUTH 3a0bIThIN MApPOJIb.

IMocrie BBOZA maposisi poBepsieTcsi iHGopMaLisi 00 ycTapeBaHUM T1apoJist, YTOOBI yOeAUTHCS, UTO
TIO/Tb30BaTesTF0 Pa3pelleHo U3MeHsTh 1apo/ib B HacTosIIMi MoMeHT. Ecii HeT, To passwd He
TIPOM3BOJUT M3MeHeHHe TIapoJis U 3aBepiiaeT pabory.

3areM T0/T30BaTEJTI0 TIPE/IJIOXKAT JBAKBI BBECTU HOBLIM 1aposib. 3HaUeHHe BTOPOTO BBOAA
CPaBHUBAETCS C TIEPBBIM U [I/1l U3MEHEHUsI Tapo/ii U3 00erX MOMbITOK /I0/DKHBI COBMACTb.

Then, the password is tested for complexity. passwd will reject any password which is not suitably
complex. Care must be taken not to include the system default erase or kill characters.

Bri6op naposs
Be30macHOCTb Maposist 3aBUCUT OT CTOMKOCTHU aJropuTMa IrdpoBaHys U pa3Mepa POCTPAHCTBa
kmoua. B crapeix cucremax UNIX metop mmdpoBanust ocHoBbIBasics Ha anroputme NBS DES.
Ceiiuac pekomeHzyt0T 60osiee HoBble MeTobI (cMoTpuTe ENCRYPT_METHOD). Pa3zmep
MPOCTPAHCTBA KJTF0Ua 3aBUCHT OT CTeTIeHH TIPOM3BOJIBHOCTH BRIOPaHHOTO TapoJIs.

Ipu obecnieueHry 6€30MAaCHOCTH MAPOJIs BEIOUPAIOT HEUTO CPEJHee MEXKY C/IOKHBIM MapoyieM U
CJIOKHOCTBIO paboThi ¢ HuM. [10 3TOM NpuUKMHe, BbI HE JOJDKHBI UCIIOIB30BATh [1ap0Jib, KOTOPBIH
SIBJISIETCST CJIOBOM M3 CJIOBapsi UM KOTOPBIN MTPUAETCS 3alMCaTh U3—3a ero CJI0KHOCTH. Takxke, maposib
He [JO/DKeH ObITh Ha3BaHMeM uero—anbo, HOMepOM Balllell JTULIeH3UH, AHEM POXKIEHUS U JOMALIHAM
agpecom. O60 BCEM TOM JIETKO AOTafiaThCsl, UTO TIPUBEAET K HAPYIIEHHIO Ge30MacHOCTH CUCTEMBI.

As a general guideline, passwords should be long and random. It's fine to use simple character sets,
such as passwords consisting only of lowercase letters, if that helps memorizing longer passwords. For
a password consisting only of lowercase English letters randomly chosen, and a length of 32, there are
26732 (approximately 2°150) different possible combinations. Being an exponential equation, it's
apparent that the exponent (the length) is more important than the base (the size of the character set).

You can find advice on how to choose a strong password on
http://en.wikipedia.org/wiki/Password_strength

ITAPAMETPBI
IMapameTpsl KoMaH b1 Passwd:
-a, ——all
OTOT MapaMeTp MOXKHO HCIIO/Ib30BaTh TOJIBKO BMeCTe C —S /ISl BBIBOZIA CTaTyca BCeX
TI0JTb30BaTesIeH.

-d, ——delete
Yhanuth napoJib Mojib30Batesis (Cie/ath ero MmycTbiM). OTO OLICTPBIN Cr10cob 3a6/10KMPOBaTh
MapoJ/ib YUETHOM 3arMch. JTO CAeIAeT YKa3aHHYI0 YUETHYO 3arTiCh OeCraposbHOM.

—e, ——expire
HemeyieHHO C/ie1aTh Mapo/ib yCTapeBIiuyM. B pesy/brare 3TO 3aCTAaBUT T10/1b30BATeIIs NU3MEHUTD
apoJib MPH CJIEAYIOIIEM BXOJE B CUCTEMY.

—-h, ——help

I[Toka3aTb KpaTKylo CIpaBKy ¥ 3aKOHUUTH PaboTy.
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—i, ——inactive INACTIVE
ITOT mapaMeTp UCTOJIL3YeTCs /i/ist G/IOKUPOBKU YUETHOM 3aIkCH I10 TIPOIIECTBUM 33/IaHHOTO
YKC/Ia IHel Toc/ie ycrapeBaHus mapoyisi. To ecTh, eCiv maposib ycTapest v mpolio 6osee
YKa3aHHBIX ,E[HEI7I, TO T0JTb30BaTe b 00JIbIIIe HE CMOXKET UCIIO/Ib30BaTh AAHHYIO YUETHYHO 3allkCh.

-k, ——keep-tokens
YKEIBI:IBEIGT, UYTO M3MEHEeHHe I1apoJid HY>KHO BBITIOJIHUTE TOJIBKO JJIsd YCTapeBIIUX K/Trouei
ayreHTrdukaluu (mapovieii). [Tonb30BaTeM XOTIT OCTABUThL CBOU HEMTPOCPOUEHHBIE K/THOUN
HETPOHYTBIMU.

-l, ——lock
3ab6/10KMpOBaTh Mapo/ib YKa3aHHON yUETHOM 3amvcu. DTOT nmapameTp OJIOKUPYeT MapoJib, U3MeHsIst
€ro 3HaueHWe Ha BADUAHT, KOTOPhIH He MOXKeT ObITh M(POBaHHBIM TTaposieM (f0baBnsieTcst
cuMBOJ «!» B Hauasio maposs).

3ameTuM, UTO 3TO He O/IOKUPYeT YUETHYIO 3anuch. [1o/b30BaTe b BCE elé MOXKET BOMTH B
CUCTEMY C MOMOIIBIO ZPyroro crocoba ayreHTudUKalyu (Harmpumep, C MOMOIIbI0 Kiioua SSH).
YT00bI 3a07I0KMPOBATh YUETHYIO 3aIKCh, aMUHUCTPATOP [JODKEH UCIO0/IB30BaTh KOMaHY
usermod ——expiredate 1 (3T0 ycTaHOBUT /1aTy yCTapeBaHUsl yUETHOM 3aMUCh PaBHOM 2 sHBaps
1970 ropa).

[Mocetutesns ¢ 3a0/I0KMPOBAHHBIM NapOIeM He MOXKeT U3MEHUTh CBOM T1apoJib.

—-n, ——mindays MIN_DAYS
Ba/Z[aTb MUWHHUMAJIbBHOE KO/IMYeCTBO AHEI’I MeXJy CMeHaMH IapoJisd. HyneBoe 3HaUeHMe 3TOro 1011
YKa3bIBaeT Ha TO, UTO IO/Ib30BaTe/Ib MOXKET MEHSATb CBOU T1apoJ/ib KOraa 3axX0o4yeT.

—(, ——quiet
He BoIBOUTE COOOIIIEHUI TIPU paboTe.

-r, ——repository REPOSITORY
N3menuts napons B PEITIO3UTOPUN.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

—P, ——prefix PREFIX_DIR
Apply changes to configuration files under the root filesystem found under the directory
PREFIX_DIR. This option does not chroot and is intended for preparing a cross—compilation
target. Some limitations: NIS and LDAP users/groups are not verified. PAM authentication is
using the host files. No SELINUX support.

-5, ——status
IMToka3ark cocTosiHMEe YUéTHOM 3arucy. MHopMaryst 0 COCTOsTHAYM cofiepKuT 7 tosieid. IlepBoe
TI0JTe COZIEPXKUT UMs1 YUETHOM 3amucy. Bropoe mose yka3biBaeT, 3a010KUPOBaH JIv MapoJib
yuéTHoti 3anucu (L), ona 6e3 naponst (NP) unu y Heé ecth pabounii naposs (P). TpeThe mose
XPaHUT JaTy MMOC/eAHEero U3MeHeHHsI Maposisl. B cieayroIyxX YeThIPEX T0JISIX XPaHATCS
MHHUMAJTBHBIA CPOK, MaKCUMAJIbHBIM CPOK, TIEPUOZ, BbIIAUM TIPEAYTIPEXAEHHS U TIEPUOT,
HEeaKTHBHOCTH MAapoJisi. OTH CPOKH U3MEPSIFOTCS B JHSIX.

-u, ——unlock
Pa36/10KMpOBATh MApoJib YKA3aHHOHM YUETHOM 3armucy. ITOT rapameTp pasbyioKUpyeT rnapoJib,
BO3Bpalljas ero npe>kHee 3HaueHue (KOTopoe ObUIO Tiepe]] UCTo/b30BaHueM napametpa —l).

—-w, ——warndays WARN_DAYS
YCTaHOBUTE UMCIIO HEH BbIJauu MpeynpeskeHus, epes] TeM Kak otpebyeTcsi cMeHa napoJisi. B
napametpe ITPE/]_THEW yxa3biBaeTcsi UkC/I0 [Hel repe/; TeM Kak Mapo/ib yCTapeeT, B TedeHUn
KOTOPBIX TOJIb30BaTesTo OyAyT HAalIOMUHATh, UTO MAPOJIb CKOPO yCTapeerT.

—X, ——maxdays MAX_DAYS
YCTaHOBUTE MaKCUMaTbHOE KOJTMYECTBO JAHeH, B TeUeHHH KOTOPBIX MapoJib OCTAETCsT pabourM.
[Mocne MAKC_THEV niapo/ib HY>KHO U3MEeHUTb.

3nauenve —1 B mapamerpe MAKC_JTHEW oTMeHsieT IpoBepKy Hapois.
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-s, ——stdin
This option is used to indicate that passwd should read the new password from standard input,
which can be a pipe.

MMPEJOCTEPEXXEHUSA
C/IO)KHOCTB TIapOJIs IPOBEPSIETCST HA PAa3HBIX MaIlMHAX 110 Pa3HOMYy. [10/1b30BaTesTr0 HACTOSITE/TLHO
PEKOMEH/IyeTCs1 BLIOUPATh 1apoJib TAKOM CI0KHOCTH, YTOOBI eMy HOPMa/IbHO paboTanoch.

[Monb30BaTeM He MOTYT U3MEHSITh CBOM TIapO/IU B CHCTeMe, ecd BKIrOUéH NIS 1 oHM He BoLLM Ha
cepeep NIS.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/passwd
COZIeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIX

/etc/login.defs
COZIeP>KUT KOH(PUTYPALUIO TIOACUCTEMBI TEHEBBIX MapoJieit

BO3BPALIAEMBIE 3HAYEHUA
The passwd command exits with the following values:

0
success
1
permission denied
2
invalid combination of options
3
unexpected failure, nothing done
4
unexpected failure, passwd file missing
5
passwd file busy, try again
6

invalid argument to option

CMOTPUTE TAKXE
chpasswd(8), makepasswd (1), passwd(5), shadow(5), login.defs(5), usermod(8).

The following web page comically (yet correctly) compares the strength of two different methods for
choosing a password: "https://xkcd.com/936/"
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HA3BAHUE

SQ — BBITIOJTHSIET KOMaH/y C IpaBaMH ApYToy rPyTIbl

CHHTAKCHC

sg [-] [group [-c ] command]

OIMNCAHUE
Komarza sg paboraer nogo6Ho KomasHge NEWJrp, HO B KAUeCTBe MapaMeTpa OKUJAeT KOMaHLYy.
KomaHza Gyzet BeinonHeHa obosoukoti /bin/sh. B 6obirHCTBe 060/10U€K, OTKY/A MOXKET 3aryCKaThCst
Sg, KOMaHZy U3 HECKOJIbKHMX CJIOB HY)KHO 3aK/TIOUaTh B KaBbIUKK. [IpyruM OTJIMUHEM MEXAy NeEWgrp u
SQ SIB/ISIETCSI TO, UTO HEKOTOPbIe 000/I0UKY BOCIIPUHUMAIOT NEWQIP 0cobeHHbIM 00pa3oM, 3aMeHsist
ce0st HOBBIM K3EMILIIPOM 000/I0UYKH, KOTOPYIO CO34aET NEWQrp. DTOro He TIPOUCXOAUT C KOMaH oM
Sg, M03TOMY TIOC/Ie 3aBepIieHust paboThI SY BbI BO3BPAIAETECH B TIPeAbIAYILYIO IPYIIIY.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAMSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/passwd
COZAeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIxX

/etc/group
COAep>KUT MHGOPMALIUIO O TPYIIaxX

/etc/gshadow
COZIEP>KUT 3allUIIaeMyt0 WH(POPMALUIO O TPYIIIax

CMOTPUTE TAKXE
id(1), login(1), newgrp(1), su(1), gpasswd(1), group(5), gshadow(5).
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HA3BAHUE

su — usmensert |D monb3oBaTens uium AejiaeT ero Cyrepriojib30oBarejiemM

CHHTAKCHC

su [options] [—] [username [ args ]]

OIMNCAHUE
The su command is used to become another user during a login session. Invoked without a username,
su defaults to becoming the superuser. The — option may be used to provide an environment similar to
what the user would expect had the user logged in directly. The —c option may be used to treat the next
argument as a command by most shells.

Options are recognized everywhere in the argument list. You can use the —— argument to stop option
parsing. The — option is special: it is also recognized after ——, but has to be placed before username.

TTosb30BaTe/Ito MpeJIoKaT BBECTH MapoJib, €C/IU OH 3afaH. [Ipy HEBepHOM Maposie BO3HUKAET
coobienvie 06 ormbke. Bee MOMBITKY, yAaYHbIe M HEYAAYHbIe, IPOTOKOIMPYIOTCS CUCTEMOH C LE/IbIO
o6Hapy>KeHus 3/10ynoTpebieHn .

Tekylijee OKpyKeHue repefaéTcss HoBoi obomouke. 3uauervie $PATH cOpackiBaeTcs B 3HaUeHIe
/bin:/usr/bin anst 06bIuHBIX MoB30BaTesiedt wiu B /sbin:/bin:/usr/sbin:/usr/bin s cynepnions3oBaress.
OTH 3HaUeHUsI MOXKHO 3MeHUTH B epeMeHHBIX ENV_PATH u ENV_SUPATH B ¢atine
/etc/login.defs.

CyOcrcTeMHBIH BXOZ B CUCTEMY MOXKHO PacIio3HaTh M0 HAJIMUMIO CHMBOJIA «*» B Hauaje
PerucTpaloHHON 0060/10UKU. 3a/JaHHbBIN [JOMAIIIHUE KaTajior OyeT UCMo/b30BaH Kak KOPeHb HOBOM
(haitioBol CUCTEMEBI, B KOTOPOI PETUCTPUPYETCS TI0/Ib30BaTeb.

ITAPAMETPBI
ITapameTpbl KOMaH/BI SU:

—c, ——command COMMAND
Yka3arth KOMaHZly, KoTopas OyzeT 3amyiiieHa 000/10UKOM B BU/ie apameTpa Jijist —C.

The executed command will have no controlling terminal. This option cannot be used to execute
interactive programs which need a controlling TTY.

-, —I, —=login
[MpefocTaB/isieT OKPY>KeHUe, Kak ec/iv Obl M0/Ib30BaTe b HEMOCPeICTBEHHO PErMCTPUPOBA/ICS B
cucreMme.

When - is used, it must be specified before any username. For portability it is recommended to
use it as last option, before any username. The other forms (-1 and ——login) do not have this
restriction.

—shell SHELL
O6osouka, KoTopas OyzieT 3amyliieHa.

|
w
|

The invoked shell is chosen from (highest priority first):
The shell specified with ——shell.

If ——preserve—environment is used, the shell specified by the $SHELL environment
variable.

The shell indicated in the /etc/passwd entry for the target user.

/bin/sh if a shell could not be found by any above method.

Ecnu 3a1aHHbII TI0/1b30BaTe/ b UMEET OrpaHUUYeHHYI0 000/10uKy (TO ecTh 000JI0UKa B M0JIe
T0/1b30BaTe/IhCKOM 3anucu B datine /etc/passwd orcytcrByet B datine /etc/shells), To mapametp
——shell wim epemennast okpyxennst SSHELL He GyayT yureHsl, ecsii SU He Obla 3aryirieHa
CyTIepIIO/Ib30BATEeIIEM.

—-m, —p, ——preserve—environment
Preserve the current environment, except for:
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$PATH
reset according to the /etc/login.defs options ENV_PATH or ENV_SUPATH (see below);

$IFS
reset to «<space><tab><newline>», if it was set.

Ecsi 3aaHHbBIH T10/1630BaTe/ b UMEET OrPAHMUYEHHYI0 000/I0UKY, TO 3TOT rapameTp He cpaboTaer
(ecnu SU He 3amycKaeTcst CyTneprioib30BaTesiem).

Note that the default behavior for the environment is the following:

The $HOME, $SHELL, $USER, $SLOGNAME, $PATH, and $IFS environment variables
are reset.

If ——login is not used, the environment is copied, except for the variables above.

If ——login is used, the $STERM, $COLORTERM, $DISPLAY, and $XAUTHORITY
environment variables are copied if they were set.

If ——login is used, the $TZ, $HZ, and $MAIL environment variables are set according to the
[etc/login.defs options ENV_TZ, ENV_HZ, MAIL_DIR, and MAIL_FILE (see below).

If ——login is used, other environment variables might be set by the ENVIRON_FILE file
(see below).

MMPEJOCTEPEXXEHUSA
[anHast BepCust POrpamMMbl SU MOXKeT ObITh COOpaHa C pa3HbIMU [TAPAMETPAaMU U TOJIBKO HEKOTOPBIE K3
HUX CMOTYT ObITh UCIOJIH30BaHbI Ha JF000M MallivHe.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/passwd
COZAeP>KUT MH(OPMALIUO O TT0JTh30BaTesIsIX

/etc/shadow

COZIEP)KUT 3alyIjaeMyt0 HH(OPMALHIO O TI0/Ib30BaTessIx

/etc/login.defs
COZAIeP>KUT KOH(PUTYPALUIO TIOACUCTEMBI TEHEBBIX TapoJieit

BO3BPAIITAEMBIE 3HAYEHUA

HPI/I YCIIeIHOM BBINOJ/JIHEHUU SU BO3BpallldeT KO, BbIXO/la KOMaH/bI, KOTOpas Obl/Ia BBITIOTHEHA.

Ecnu BeinoHeHHe KOMaH/bI 3aBePILH/I0CH 10 CMI'Ha/ly, TO SU BO3BpalllaeT HOMEp 3TOr0 CMrHaJjia IitoC
128.

Eciu su 3aBepiuusia KoMaHZy (Tak Kak ObLT 3aMpocC cieiaTh 3TO ¥ KOMaHZa He 3aBepILiIach B
TMOJIOKEHHOE BpeMst), TO SU 3aBepIIiaeTcs ¢ KofoM 255.

Some exit values from su are independent from the executed command:

0
success (——help only)

System or authentication failure

126
The requested command was not found

127
The requested command could not be executed

CMOTPUTE TAKXE
login(1), login.defs(5), sg(1), sh(1).
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HA3BAHUE
shadow, getspnam — mipouieypsl /st paboTs ¢ (aiiniom mdpoBaHHBIX TTAPOIei

CHUHTAKCHC
#include <shadow.h>

struct spwd *getspent();

struct spwd *getspnam(char *name);
void setspent();

void endspent();

struct spwd *fgetspent(FILE *fp);
struct spwd *sgetspent(char *cp);

int putspent(struct spwd *p, FILE *fp);
int Ickpwdf();

int ulckpwdf();

OIMNCAHUE
shadow ympaeisieT conep>KuMbIM (aiisia TeHeBbIX Taposiei, /etc/shadow. CtpykTypa B daiine #include:

struct spwd {

char *sp_namp; /* user login name */

char *sp_pwdp; /* encrypted password */

long int sp_lstchg; /* last password change */

long int sp_min; /* days until change allowed. */
long int sp_max; /* days before change required */
long int sp_warn; /* days warning for expiration */
long int sp_inact; /* days before account inactive */
long int sp_expire; /* date when account expires */

unsigned long int sp_flag; /* reserved for future use */

3HaueHHe Ka)K/I0T0 T10JIst:

* Sp_namp - ykKasarelb Ha CTPOKy C HMMeHeM IIO/b30BaTesis], 3aBepIIAloIlyloCs HyJ/eBbIM
CUMBOJIOM

* sp_pwdp — yka3aTesb Ha CTPOKY C TIapoJieM, 3aBepLIaioIyOCs HY/IeBBIM CUMBOIOM

* sp_lstchg — konuuecTBo Hel, Koraa ObLT U3MEHEH AP0k TIOCEAHUN pa3, HauuHas ¢ 1 sHBapst
1970 roga

* SpP_Min — KoJIM4YeCTBO JHeH, KOTia MOXKHO He MeHSITh T1apoJib
* SpP_Max — KOJMYeCTBO Hel, KOTOpoe ZO/DKHO MPOHTH, UTOOBI HY)KHO OBbIJIO MOMEHSITE [apoJib

e Sp_warn — KO/JMUeCTBO [Hel, Korjga OyJeT BbIIaBaThCs TMPEAYNPEX/eHUe O CKOPOM
yCTapeBaHWU MapoJis Tiepe/i TeM Kak TapoJib yCTapeeT

e Sp_inact — KomMuyecTBO JHEH, KOTOpbIe JOJDKHBI MPOWTU TOC/e YCTapeBaHWs Tapojis, Koraa
HauyWHATb CYMTATh, YTO YUETHAS 3alMCh HeaKTHBHA U 3a0JI0KUPOBaHa

e Sp_expire — AHeH, mocse KOTOPbIX yuéTHast 3aruch OyeT 3ab/10KUpoBaHa, HaurHasi ¢ 1 sHBapst
1970 roga

» sp_flag — 3ape3epBupoBano

OIIMCAHUE
dyukuuu getspent, getspname, fgetspent u sgetspent Bo3BpairaloT ykasaTenb Ha CTPYKTypy Struct
spwd. getspent BosBpaiaet cienyoilyi 3anvch u3 (aiina, a fgetspent BosBpailjaer ceayroLyi0
3aMuch W3 3aJaHHOTO KaHasa, TMpefrosiaras, uto 370 ¢ain mpaBwibHOTO opmara.sgetspent
BO3BpalllaeT ykasarejb Ha Struct Spwd, MCrosnb3ysi TpeoCTaBlIeHHYI0 CTPOKY B KaueCTBe BXOZSIIUX
JaHHBIX. getspnam uijeT HauWHasi C TeKyILel MO3UINU B (aiiie 3arvch Mo UMeHu Name.
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Oynkuuu Setspent u endspent MO>KHO HCIOMB30BaTh A/ MEPeMellieHrs] B Hauano W KoHer| (aiiia
TeHEeBbIX Maposiell COOTBETCTBEHHO.

Oyukuuu Ickpwdf u ulckpwdf ucnonb3yrorest At monyueHHss MOHOIOMBHOTO JOCTyMa K aiiny
/etc/shadow. Ickpwdf mbiTaeTcst BeIMOHUTE GI0KMPOBKY € romoribio pwW_lock B Teuennu 15 cekyH[,
[anee BBIMOSHSAETCS TOMBITKA TOMYYUTH BTOPYHO OJIOKMPOBKY C TOMOLIbI0 SPW_lock B TeueHum
BpPeMEHH OCTaBILLIErocss OT TMepBOHauyajbHBIX 15 cekyHz. Ilpu Heyznade B 000l M3 OOKMPOBOK B
Teuenun 15 cekynp, ¢yskuus Ickpwdf Bo3ppamjaer —1. Eciu obe 6GIOKMPOBKU TIPOILIA YCIIEIIHO
Bo3Bparaercs 0.

OVNATHOCTUKA
@yukupu Bo3epamator NULL, eciu Bce 3amucy KOHUWIMCH WM TPOM30ILIA OIIMOKA BO BpeMsi
pabotel. PyHKUMM, Bo3Bpaljatomye int, Bo3epamaoT O TIpyU yCHeIHOM BBHITIONHEHWH U —1 B ciiydae
Heyzauu.

ITPEOOCTEPEXXEHUA
[anHble (YHKOUM MOTYT HCIIOb30BaThCs TOBKO CYTIEePIIOb30BaTesieM, TaK Kak JOCTyn K (aiimy
TeHEeBbIX MapoJeii orpaHuyeH.

DANIIBI
/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIxX

CMOTPUTE TAKXE
getpwent(3), shadow(5).
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HA3BAHUE

faillog — caiin mpoToko/a HeyauHbBIX TIOTILITOK BX0/A B CUCTEMY

OIINCAHUE

B oaiine /var/log/faillog copeprkarcst CUETUMKY HeyIaUHbIX MOMBITOK BXO/a M OTPAaHUYEHUSI /1St
KaKZIOM YUETHOM 3ammcu.

ITOT (aiis1 COCTOUT U3 3am¥celd TIOCTOSTHHOM [I/TMHBI, YIIOPSAOUEHHBIX TI0 YUCIOBOMY WAEHTH(DHKATOPY
yuéTHOM 3arucu. Kaxkzjast 3armich COAepKUT KOJTMUeCTBO HeyauHbIX TIOTIBLITOK BX0OJa C MOMEHTa
TOC/IeJHETO YCIeITHOTO BX0/a B CUCTEMY, MAaKCHMaJIbHOe KOJTMYeCTBO HeYZauHbIX MOTBITOK Tiepef TeM
Kak yuéTHasl 3aruch OyzeT 3ab/I0KUpOBaHa, TEPMHHAJI, C KOTOPOTO OCYILECTB/IS/IACh TTOCTeIHSIS
HeyzlayHasi TIOTIbITKa BXO/1a, IaTy 3TOro COOBITHS M MHTepBasI (B CeKYH/ax) Ha CKOJIbKO YUETHasI 3alich
OyzmeT 3ab/10KMpOBaHa B C/Iyyae HeyJauHOW MOTbITKH.

CrpykTypa daiina:

struct  faillog {
short fail_cnt;
short fail_max;
char fail_line[12];
time_t fail_time;
long fail_locktime;
3
DAL
/var/log/faillog
JKypHaJ/T HeYAaBIIMXCA TIOTIBITOK BXOJa B CUCTEMY

CMOTPUTE TAKXE
faillog(8)
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HA3BAHUE
gshadow — daiin ¢ 3ammiraemoli uHGopMaLyeit o rpymnmnax

OIMNCAHUE
datin /etc/gshadow copepskuT 3atuiiaeMyro UH(OPMAIUIO O TpyIIax.

1ot daiin fo/mKkeH O6bITh HENOCTYIIEH 0OBIYHOMY M0/Tb30BATEIIO, EC/TH HY)KHO 06eCIeunTh
6€e30MacHOCTb MApoJIei.

Kaxxpas crpoka (aitia cogepskKut nossi, OTAeNéHHBIMA IPYT OT ApyTra ABOeTOUHeM:

group name
[Jo/mKHO copiepyKaTh MpaBU/IbHOE UMsI TPYIIIbI, KOTOpasi CyIleCTByeT B CHCTEME.

encrypted password
Refer to crypt(3) for details on how this string is interpreted.

If the password field contains some string that is not a valid result of crypt(3), for instance ! or *,
users will not be able to use a unix password to access the group (but group members do not need
the password).

The password is used when a user who is not a member of the group wants to gain the permissions
of this group (see newgrp(1)).

T0 mosie MOXKeT OBITh IMyCTHIM; B 3TOM CJ/Iy4ae TOJIBKO YIeHBI IPYIIITbl MOTYT TIO/Ib30BaThCS
TpaBaMy TPYTIIIBL

A password field which starts with an exclamation mark means that the password is locked. The
remaining characters on the line represent the password field before the password was locked.

[TaHHbBIN MapoJib 3aMeHsieT /000 Maposib, yKa3aHHbIH B (aiie /etc/group.

administrators
CrivcoK UMEH T0JThb30BaTe iel, Tiepeunc/ieHHBIX Yepe3 3arsTy.

AZMUHHICTpPATOPBI MOT'YT MEHSTH 11apoJib WK UI€HCTBO B TPYyTIIe.

AJIMIHUCTpaTOPBI TAKXKe UMEIOT Te >Ke TIpaBa, UTO U U/ieHbI TPYTINkI (CMOTpHTE Jaree).

members
CrivcoK UMEH T0/Thb30BaTe Iel, Tiepeunc/ieHHBIX Yepe3 3arsTy.

Y1eHbI MOTYT UMETh ZOCTYTI K Tpyrrie 6e3 BBOJA MapoJis.

BrI [0/DKHBI MCTTOB30BaTh TOT JKe CIMCOK TI0/Ib30Bartesiei uto v B /etc/group.

DANJIBI
/etc/group
COAep>KUT MHGOPMALIUIO O TPYIIaxX

/etc/gshadow
COZIEP>KUT 3allUIIaeMyt0 WH(POPMALUIO O TPYIIIax

CMOTPUTE TAKXE
gpasswd(5), group(5), grpck(8), grpconv(8), newgrp(1).
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HA3BAHUE
limits — ¢aiin koHTpO/ISE pecypcoB

OIMNCAHUE
B ¢aiine limits (mo ymomuanwto /etc/limits unu onpenensiercs 3Hauenuem LIMITS_FILE B datine
config.h) onuckiBatoTCs OrpaHrUUeHs, KOTOPbIE MO>KHO U3MEHSITh. DTOT (DAl Jo/HDKeH MPUHA/IIeXKATh
CyTIepII0/IB30BATEITI0 ¥ TIPABO HA UTEHUE AO/DKHO OBITh TOJBKO y CYIepIIob30BaTelIs.

ITo yMo/TuaHuiO yUETHAst 3aMKMCh «f00t» HUUueM He orpaHnueHa. PaKTUUeCKU, HUKAK HeJTb3st
YCTaHOBUTBH OTPAHMYEHHS C TIOMOILL[bIO 3TOU MPOLIeAYPhI Ha YUETHBIE 3AMTKCH, UMEFOLIe TIPaBa
cyneprnosib3oBaresisi (yuétHbie 3amucu ¢ UID paBubiM 0).

Kam,qaﬂ CTPOKa OITMChIBAET OrpaHHUYeHMe [IjIsd OAHOI'0 I10/1b30BaTe/Isi UMeeT BU/I:
user LIMITS_STRING

WA B BU/JIE:

@group LIMITS_STRING

CTPOKA_OT'PAHMYEHMI — 5T0 cTpOKa, B KOTOPOii yKa3aHk! CPa3y HECKO/ILKO OrPaHUUYeHHil.
Kaxzioe orpaH4yeHre COCTOUT U3 OYKBEHHOTO UAEHTU(UKATOPa U UKCIOBOTO 3HAYeHMUSI.

HoryctumMblie HIeHTUOUKATOPBI:
e A: MakcuMasbHOe azipecHoe ripoctpaHcTBo (KB)
¢ C: MakcumasbHbIi pasmep ¢aiina core (KB)

* D: makcumasbHbIH pa3mep faHHbix (KB)

F: maximum file size (KB)

« K: file creation mask, set by umask(2).

* |: makcumasnbHOe 3Hauenue ycrymuuoctH (hice) (0..39, npeobpasyembie B 20..—19)
¢ L: MakcuMasbHOe YKC/I0 BO3MOKHBIX PETUCTPALIMI B CUCTEME TOTO MOJIb30BaTe/Ist
e M: MakcuMasbHOe CHHXPOHH3UpyeMoe afipecHoe NpocTpaHCTBo mamstH (KB)

¢ N: MakcrManabHOE UMCII0 OTKPBITHIX (haiiioB

¢ O: MakCMMasbHBIN TIPUOPUTET PeaTbHOTO BpeMeHH!

» P: process priority, set by setpriority(2).

¢ R: MakcumasbHbIl pa3mep pesuzsenTHoro cermenTa (KB)

e S: MakcuManbHbIA pa3mep creka (KB)

e T: MakcUMasibHOe BpeMsl MCTI0/Ib30BaHMs poLieccopa (MHHYT)

* U: MakcrMasbHOe YKCI0 TIPOLeCCOB

Hanpumep, 3Hauenume L2D2048N5 ponyctumo ans CTPOKM_OI'PAHUYEHMM. [Ona ymo6cTea
YTeHUs], CJIeAYIOLIYe 3aiCh SKBUBAIeHTHBI

username L2D2048N5
username L2 D2048 N5

Be aware that after username the rest of the line is considered a limit string, thus comments are not
allowed. An invalid limits string will be rejected (not considered) by the login program.

3amuch 10 YMOUaHWIO BBIIIAWAT Kak username "*". Ecim y Bac eCTh HECKOJIBKO 3amuceii o
ymosuanuio B patinie LIMITS_FILE, To 6yzeT ncrnonb30BaThCsi MOCAEHSS.

OrpaHuueHysi, 3a7iaBaeMble B Buzie «@group», MpUMEHsIIOTCS K UieHaM yKa3aHHOM TpyTrbI group.
If more than one line with limits for a user exist, only the first line for this user will be considered.

If no lines are specified for a user, the last @group line matching a group whose the user is a member
of will be considered, or the last line with default limits if no groups contain the user.

YT0OBI OTHOCTELIO CHATE OrpaHUYeHus C I10J/Ib30BaTe/Isd, UCIOJ/Ib3YeTCd OAMHOYHOE THPE «—»,
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YroOBI CHATDH OrpaHryeHure C TI10/1b30Bare/id, BMECTO YMC/JIOBOIO 3HAY€HHA OrpaHUYEHHA MOXKHO
HCI10/1Ib30BaTh OAMHOYHOE TUPE «—>».

Takxe 3aMeTbTe, UTO BCe HACTPOIKM orpaHmueHuii fenarorcs [JI1 KOHKPETHOM YUYETHOU
3ATIVCH. Onu He SBSIOTCS T100a/bHBIMU U He MOCTOSIHHBI. BO3MOXKHO 17100a/IbHbIE OrPAHUYEHUs U
TIOSIBATCSI, HO TIOKA 3TO TOMBKO B TJIAHAX ;)

DAWJIBI
letc/limits

CMOTPUTE TAKXE
login(1), setpriority(2), setrlimit(2).
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HA3BAHUE

login.defs — copepxut KOoHGUTYpaLMIO MOJICUCTEMbI TEHEBBIX MApOJIei

OIIMCAHUE
datin /etc/login.defs comepxut HacTpoliKK MofcUcTeMbI TeHeBbIx naposedi (Shadow password suite).
3JT0T (aiin aBnseTcs 0bsi3aTesbHBIM. OTCYTCTBHE AaHHOTO (haiisia He TOB/IUseT Ha paboTy CUCTEMBI,
HO, BEPOSITHO, TIPUBEAET K BHIMOTHEHHIO He)KeaeMbIX OTepaLui.

datiin npeacTasiseT OO0 0ObIYHBIN TEKCTOBBIN (aii/T; KaK/as CTPOKA OMMCHIBAET OJJUH MapaMeTp
HacTpoiku. CTPOKU COCTOSIT M3 Ha3BaHMs MapaMeTpa v ero 3HadeHHs, KOTOpbIe Pa3fesisioTCs
npoOenbHBIM CUMBOJIOM. [IyCThIe CTPOKM Y KOMMEHTapuH UTHOPUPYIOTCs. KOMMeHTapry HaulHAIOTCs
€O 3HaKa QyHTa «#», KOTOPBIN [JO/DKeH OBbITh TIePBLIM HeTPoOeTbHBIM CHUMBOJIOM B CTPOKe.

3HaueHus1 TapaMeTPOB MOTYT OBITh UETHIPEX TUIIOB: CTPOKH, JIOTUUECKHe 3HaueHHsl, YMC/Ia U JJTHHHbBIe
yprcsia. CTPOKH COCTOSIT U3 TFOOBIX MeYaTHBIX CUMBOJIOB. 110/ TOrMUeCKUMY 3HaUeHUSIMU
ToJjpa3yMeBaroTcs Yes wiv N0. HeorpezenéHHbIN JT0rvde KU TapaMeTp WK UMEIOIINNA 3HaueHue,
OT/IMYHOE OT YKa3aHHBIX BhILIE, CYUTAETCS KaK UMEFOLUi 3HaueHue NO. Yrcia (0ObIYHbIe U [THHHBIE)
MO>KHO 3a/IaBaTh B [JeCATHYHON, BOCBMePUUHOM (Tiepe]; 3HaueHneM cTaBUTCs «0») wmm
IeCTHaaTepUuUHOM (Tiepes; 3HaueHreM cTaBUTCs «0X») crcTeMax CuvcieHusi. MakcuManbsHble
3HayeHHUs1 apaMeTpa 0ObIYHOTO U JJIMHHOTO UKC/IA 3aBUCST OT apXUTEKTYPhl KOMITBIOTEpa.

Bo3MoskHBI CrieiytoLHie TTapaMeTpbl HACTPOHKY:

IMapametper PASS_MAX_DAYS, PASS_MIN_DAYS u PASS_WARN_AGE ncnonb3yroTcst TOMbKO
TIPY CO3/IaHUM YUETHOU 3anucy. JItoOble U3MEHEeHUs STUX MTAapaMeTPOB He BJIUSIOT Ha yKe
CYILIECTBYIOIIME YUETHBIE 3AMUCH.

[NEPEKPECTHBIE CCBHIJIKA
Crienytoriue mepekpECTHbIE CChUTKH OTPAXKAIOT CBSI3b MEXKY MPOrpaMMaMi U MX TTapaMeTpaMm U3
Habopa ziy1s1 paboThI C TEHEBBIMU TIAPOJISIMH.

chfn
CHFN_AUTH CHFN_RESTRICT LOGIN_STRING

chgpasswd
ENCRYPT_METHOD MAX_MEMBERS_PER_GROUP MD5_CRYPT_ENAB
SHA_CRYPT_MAX_ROUNDS SHA_CRYPT_MIN_ROUNDS

chpasswd
ENCRYPT_METHOD MD5_CRYPT_ENAB SHA_CRYPT_MAX_ROUNDS
SHA_CRYPT_MIN_ROUNDS

chsh
CHSH_AUTH LOGIN_STRING

gpasswd
ENCRYPT_METHOD MAX_MEMBERS_PER_GROUP MD5_CRYPT_ENAB
SHA_CRYPT_MAX_ROUNDS SHA_CRYPT_MIN_ROUNDS

groupadd
GID_MAX GID_MIN MAX_MEMBERS_PER_GROUP SYS_GID_MAX SYS_GID_MIN

groupdel
MAX_MEMBERS_PER_GROUP

groupmems
MAX_MEMBERS_PER_GROUP

groupmod
MAX_MEMBERS_PER_GROUP

grpck
MAX_MEMBERS_PER_GROUP

grpconv
MAX_MEMBERS_PER_GROUP

grpunconv
MAX_MEMBERS_PER_GROUP
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lastlog
LASTLOG_UID_MAX

login
CONSOLE CONSOLE_GROUPS DEFAULT_HOME ENV_HZ ENV_PATH ENV_SUPATH
ENV_TZ ENVIRON_FILE ERASECHAR FAIL_DELAY FAILLOG_ENAB FAKE_SHELL
FTMP_FILE HUSHLOGIN_FILE ISSUE_FILE KILLCHAR LASTLOG_ENAB
LASTLOG_UID_MAX LOGIN_RETRIES LOGIN_STRING LOGIN_TIMEOUT
LOG_OK_LOGINS LOG_UNKFAIL_ENAB MAIL_CHECK_ENAB MAIL_DIR MAIL_FILE
MOTD_FILE NOLOGINS_FILE PORTTIME_CHECKS_ENAB QUOTAS_ENAB TTYGROUP
TTYPERM TTYTYPE_FILE ULIMIT UMASK USERGROUPS_ENAB

newgrp / sg
SYSLOG_SG_ENAB

newusers
ENCRYPT_METHOD GID_MAX GID_MIN MAX_MEMBERS_PER_GROUP
MD5_CRYPT_ENAB HOME_MODE PASS_MAX_DAYS PASS_MIN_DAYS
PASS_WARN_AGE SHA_CRYPT_MAX_ROUNDS SHA_CRYPT_MIN_ROUNDS
SUB_GID_COUNT SUB_GID_MAX SUB_GID_MIN SUB_UID_COUNT SUB_UID_MAX
SUB_UID_MIN SYS_GID_MAX SYS_GID_MIN SYS_UID_MAX SYS_UID_MIN UID_MAX
UID_MIN UMASK

passwd
ENCRYPT_METHOD MD5_CRYPT_ENAB OBSCURE_CHECKS_ENAB
PASS_ALWAYS_WARN PASS_CHANGE_TRIES PASS_MAX_LEN PASS_MIN_LEN
SHA_CRYPT_MAX_ROUNDS SHA_CRYPT_MIN_ROUNDS

pwck
PASS_MAX_DAYS PASS_MIN_DAYS PASS_WARN_AGE

pwconv
PASS_MAX_DAYS PASS_MIN_DAYS PASS_WARN_AGE

Su
CONSOLE CONSOLE_GROUPS DEFAULT_HOME ENV_HZ ENVIRON_FILE ENV_PATH
ENV_SUPATH ENV_TZ LOGIN_STRING MAIL_CHECK_ENAB MAIL_DIR MAIL_FILE
QUOTAS_ENAB SULOG_FILE SU_NAME SU_WHEEL_ONLY SYSLOG_SU_ENAB
USERGROUPS_ENAB

sulogin
ENV_HZ ENV_TZ

useradd
CREATE_HOME GID_MAX GID_MIN HOME_MODE LASTLOG_UID_MAX MAIL_DIR
MAX_MEMBERS PER_GROUP PASS MAX_DAYS PASS_MIN_DAYS PASS WARN_AGE
SUB_GID _COUNT SUB_GID_MAX SUB_GID_MIN SUB_UID_COUNT SUB_UID_MAX
SUB_UID_MIN SYS _GID_MAX SYS _GID _MIN SYS UID_MAX SYS _UID_MIN UID_MAX
UID_MIN UMASK

userdel
MAIL_DIR MAIL_FILE MAX_MEMBERS PER_GROUP USERDEL_CMD
USERGROUPS_ENAB

usermod
LASTLOG UID_MAX MAIL _DIR MAIL_FILE MAX_MEMBERS PER_GROUP

CMOTPUTE TAKXE
login(1), passwd(1), su(1), passwd(5), shadow(5), pam(8).
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login.access(5) File Formats and Configuration login.access(5)

HA3BAHUE
login.access — ¢atin KOHTPOJISt [OCTYTIA B CUCTEMY

OIMNCAHUE
B ¢aiine login.access omnpeesnsoTcs KoMOUHalmu (M01b30BaTe b, y3e) u/unu (Moib30BaTe/b,
TEPMUHAT), KOTOPBIM Gy/IeT pa3peréH Wiv 3arperiéH BXOf B CHCTEMY.

Korza KTO—TO TIbITaeTCst BOMTH B CUCTEMY BBITIO/THSIETCSI CKAaHUPOBaHHe ¢aiina login.access B movckax
MepBoY COBMazarolel 3anmucy (Mo/b30BaTe b, y3€e1), WK B C/lyuae He CeTeBOr0 BX0/a, MepPBOi
COBIa/jatoLIel 3anuck (MoJb30BaTe b, TepMUHa). V3 Hali/leHHO! 3arucy BhIOWPAeTCs TIoJie rpas
JOCTYyTIa, TI0 KOTOPOMY OTIpeziesisieTCsT pa3peLlaTh /i JaHHOW YUETHOM 3aricy BXOJ, B CUCTEMY WJTH HeT.

Kaskzasi cTpoKa Tab/MLBl KOHTPOJIS ZOCTYTIA B CUCTEMY COCTOUT U3 TPEX IOJIeH pa3zie/iéHHbIX
CHMBOJIOM <«:» 1 BBIIVIIANT Tak:

IpaBa_/A0CTyIa:110/1b30BaTe/In . UCTOYHUKH

The first field should be a "+" (access granted) or "—" (access denied) character. The second field
should be a list of one or more login names, group names, or ALL (always matches). The third field
should be a list of one or more tty names (for non—networked logins), host names, domain names

(begin with "."), host addresses, internet network numbers (end with "."), ALL (always matches) or

LOCAL (matches any string that does not contain a "." character). If you run NIS you can use
@netgroupname in host or user patterns.

Omneparop EXCEPT moMoraeT B HanmicaHUM KOMITAKTHBIX TIPaBUII.

[Mowck B ¢aiisie rpymI MPOXW3BOAUTCS TOMBKO KOI7ja NMsI HE COBITIAZIaeT C PervCTPUPYIOLUMCS
To/Tb30BaresieM. PaccMaTprBaroTCst TPYIITBI TO/IBKO C SIBHO ITPONMCAHHBIMH B HUX T10/1b30BaTe/ISIMU:
rporpamma He IPUHMMaeT BO BHUMaHKe 3HaueHVe TIePBUYHON TPYTIIThI TI0/Ib30BaTerIsl.

DANJIBI
/etc/login.defs
COZIeP>KUT KOH(PUTYPALUIO TIOACUCTEMBI TEHEBBIX MapoJieit

CMOTPUTE TAKXE
login(1).
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passwd(5) File Formats and Configuration passwd (5)

HA3BAHUE
passwd — catin mapoeii

OIMNCAHUE
/etc/passwd contains one line for each user account, with seven fields delimited by colons («:»). These
fields are:

* M3l M0/Ib30BarTeJIst /151 BX0Ja B CUCTEMY
* Heobs3aTe/bHbBIN 3alK(POBAHHbBIN MMAPO/b

*  UNCJIOBOM WeHTH(HUKATOP TI0/Ib30BaTe s

*  UNCJIOBOM UIeHTU(UKATOP TPYIIIIHI

e ®UO nonb3oBares UM Mojie KOMMEeHTapusi

* [IOMallIHUI KaTajoT 10JIb30BaTers

* HeoOs13aTeNbHBIA MHTEPIIPETATOP KOMaHHOW CTPOKH I0/Tb30BaTe ist

If the password field is a lower—case «x», then the encrypted password is actually stored in the
shadow(5) file instead; there must be a corresponding line in the /etc/shadow file, or else the user
account is invalid.

The encrypted password field may be empty, in which case no password is required to authenticate as
the specified login name. However, some applications which read the /etc/passwd file may decide not to
permit any access at all if the password field is blank.

A password field which starts with an exclamation mark means that the password is locked. The
remaining characters on the line represent the password field before the password was locked.

Refer to crypt(3) for details on how this string is interpreted.

If the password field contains some string that is not a valid result of crypt(3), for instance ! or *, the
user will not be able to use a unix password to log in (but the user may log in the system by other
means).

The comment field, also known as the gecos field, is used by various system utilities, such as finger(1).
The use of an ampersand here will be replaced by the capitalised login name when the field is used or
displayed by such system utilities.

B mosie ZoMaliiHero Karajora XpaHUTCSl HadalbHbIM pabounii Karasor. ITporpamma login ucnone3syer
3Ty MH(OPMAIHIO /11 YCTAaHOBKY 3HaueHust riepeMeHHoM okpyxenus SHOME.

B mosie vHTeprpeTaTopa KOMaHJHOW CTPOKW XPAaHWUTCS Ha3BaHHe WHTepPIpeTaTopa KOMaHJHOW CTPOKH
M0/Ib30BaTe/Is WK TIPOrpaMMbl, KOTopas Oyzer 3amyiieHa nepeoi. [Tporpamma login ucrnonb3yet 3ty
WH(OPMALIUIO /11 YCTAaHOBKY 3HaueHus repeMeHHoi okpykenus $SHELL. Ecu 910 mosie mycroe, To
WCIIO/h3yeTCsl 3HaUeHue 1o ymosuanuto /bin/sh.

DANJIBI
/etc/passwd
COZeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

/etc/shadow
Heobs13aTe/bHbBIHN (ali ¢ 1mruppoBaHHBIMU MAPOJIIMU

/etc/passwd-
pe3epBHast Korusi Qatina /etc/passwd

3ameTuM, 4TO 3TOT (all KCIOb3yeTcss MporpaMMaMy W3 KOMIuiekta yTwidT shadow, Ho He
BCeMU MHCTPYMEHTaM! YIIpaB/ieHHs! T10/Ib30BaTesISIMH U [1apOJIsIMH.

CMOTPUTE TAKXE
crypt(3), getent(1), getpwnam(3), login(1), passwd(1), pwck(8), pwconv(8), pwunconv(8), shadow(5),
su(l), sulogin(8).
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porttime(5) File Formats and Configuration porttime(5)

HA3BAHUE
porttime — caiin c BpemeHamu I0CTyTIa K OPTam

OIINCAHUE

datin porttime cofiep>kUT CIUCOK YCTPOUCTB tty, MMeHa Mojib30BaTesiel U pa3peliéHHoe BpeMst BXO/a.

Kaxgast 3arichk COCTOUT M3 TPEX I10J1eld, pa3fe/IéHHBIX ABOETOYNSIME. B mepBoM rose cofiepKuTcst
CITUCOK yCTPOKCTB tty (mepeunc/ieHHBIX Uepe3 3arsATyr0) WK 3BE304Ka, yKa3bIBaloIlas, uTo BCe
ycTporicTBa tty rmomajaroT mog, MpaBUsIo 3TOU 3armucy. Bo BTOPOM 11ojie COepKUTCS CIIUCOK UMEH
Tosb30Baresiel (TIepeurcIeHHbIX Uepes 3aMsTyi0) WM 3BE3[0UKa, YKa3bIBaoLlasl, 4To BCe MMeHa
TIO/Tb30BaTe el MonajaoT Mo/ MPaBH/I0 STOM 3aMuCH. B TpeTbeM mosie COep>KUTCS CIUCOK (uepe3
3aMATy10) JOMYCTUMOTrO BpEMEHH PabOoThL.

Kaxxaast 3arvch BpeMeHu /I0CTyTa COCTOUT U3 Hy/s uiu bosee fHeli Hefenu, 0003HaueHHBIX Kak Su,
Mo, Tu, We, Th, Fr u Sa, a Takxe BpeMeHeM Hauajia U KOHIa, 3anMcaHHOro yepe3 neduc. CokpaiieHve
WK MOXHO MCI0/TB30BaTh /i/1st 0603HaYeHUs NepHOo/ia C TIOHe/e/IbHUKA M0 TSTHULlY, a Al 06o3Hauaet
Kax[bli ieHsb. Eciiu fieHb He 3a/iaH, To nipenonaraetcs Al B KauecTBe 3HaUeHUSI TI0 YMOTYAHUIO.

IMPMEPBI
Crepyrolijast 3anKch pa3peliaeT JOCTYI nosb3osaresto jfh ¢ moboro mopra no GygasM ¢ 9:00 g0
17:00.

*:jfh:Wk0900-1700

Crepyrolijie 3arMcy pa3peraroT JOCTYIT TOIbKO TI0/ib30BaTesiM Foot u oper ¢ /dev/console B mroboe
BpeMsi. DTO MOKa3bIBaeT, uTo ¢aiii /etc/porttime obpabaTbiBaeTCst B MOPSsi/IKe TMOSIB/IEHUS 3aMUCel B
aiine. JTroboii Apyro Mosb30BaTe b MOMAZAET MO/, TPABU/I0 BTOPOH 3aMUCH, KOTOpasi He pa3peliaer
[IOCTYTI B 1060€ BpeMsl.

console:root,oper:Al0000—-2400
console:*:

Crepytolijast 3anK1ch pa3pelnaeT JOCTYII MOJh30BaTeI0 James ¢ b0ro rmopra B Hepabourie yachl.
*:games:Wk1700-0900,SaSu0000-2400

DANJIBI
/etc/porttime
COZIEPKUT pa3pelléHHoe BpeMsi paboThl Orpe/ie/IEHHBIX TI0/Ib30BaTe/Iel C Onpe/ieIEHHbIX TOPTOB

CMOTPUTE TAKXE
login(1).
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shadow(5) File Formats and Configuration shadow(5)

HA3BAHUE
shadow — ¢atin TeHeBbIX TTApPOJIeit

OIINCAHUE

datin shadow comepxuT b poBaHHbIe APOIN YUETHBIX 3aMUCEH M0Jhb30BaTe/el U HeoOsI3aTebHY0
uH(bopMaLuo 06 ycTapeBaHUH TapOJIs.

1ot daiin fo/mKkeH O6bITh HENOCTYIIEH 0OBIYHOMY M0/Tb30BATEIIO, EC/TH HY)KHO 06eCIeunTh
6€e30MacHOCTb MApoJIei.

Each line of this file contains 9 fields, separated by colons («:»), in the following order:

login name
JomKHO copepKaTh TTpaBUIbHOE UMsT YUETHOM 3aITUCH, KOTOPasi CyIIeCTBYET B CUCTEME.

encrypted password
OT0 1os1e MOXKeT OBITh MyCTBIM, TO €CTh [JIs1 YKA3aHHOHN YUETHO#M 3arvcy He TpebyeTcs
ayTreHTH(UKALUS 10 aposiio. OfiHAKO, HEKOTOPhIe TIPUIOKeHus1, urTtatoiue ¢aiin /etc/shadow,
MOTYT BOODIIIe 0TKa3arh B JOCTYIIE, EC/IH IT0JIe TIapOJist My CTO.

A password field which starts with an exclamation mark means that the password is locked. The
remaining characters on the line represent the password field before the password was locked.

Refer to crypt(3) for details on how this string is interpreted.

If the password field contains some string that is not a valid result of crypt(3), for instance ! or *,
the user will not be able to use a unix password to log in (but the user may log in the system by
other means).

date of last password change
The date of the last password change, expressed as the number of days since Jan 1, 1970 00:00
UTC.

The value 0 has a special meaning, which is that the user should change her password the next
time she will log in the system.

I[Tycroe 3HaueHre 0603HaYaeT, YTO MPOBePKa yCTapeBaHUsl Naposisl BLIK/IFOUeHa.

minimum password age
MuHUMAa/bHBIN CPOK [IeMCTBUSI TIApPOJis B [[HSIX, KOTOPBIE MOJTh30BaTe/b JO/IKEH XK/aTh, UTOObI
TIOMEHSATH 11apOJIb.

An empty field and value 0 mean that there is no minimum password age.

maximum password age
MaxkcumabHbIN CpOK AeﬁCTBHH TapoJ/id B JHAX, ITOC/I€ KOTOPOT'O IMO0JIb30BaTe/ib JO/DKEH U3MEeHUTh
Taposib.

ITo mpolIeCcTBUM 3TOTO KOJTMUECTBA JHel Mapo/ib MOXKET OBbITh ellé e CTBUTe/TbHBIM.
[Tonb30BaTesst Hy>KHO TIONIPOCHTh U3MEHHUTD TIapoJIb TIPU CJIEYIOIIEM BXOJE.

I[TycToe 3HaueHue MoJsl O3HaYaeT, YTO HET MaKCMMa/IbHOTO CPOKa /IeMCTBHS 1aposist, HeT Neproza
TIpeyTpeXXieHusi 0 TIapoJie ¥ HeT Mepro/ia HeaKTUBHOCTH Taposist (CMOTpHTe Jaree).

Ecyin MakcuMasbHBIN CPOK JIeMCTBUS TTapoJist MeHblIle UeM MUHUMAJTBHBIN CPOK JeWCTBUS MapoJIs,
TO TOJIb30BaTeslb He CMOXKeT U3MEHUTh CBOU TapoJib.

password warning period
KonuuecTBo [Hel 10 ycTapeBaHUst 1aposis (CMOTPUTE MAaKCUMAJIbHBIN CPOK JIeMCTBYS TIAPOJIsi) BO
BpeMs. KOTOPBIX I10/Ib30BaTe/IF0 BBIZAETCS MpeAypexaeHue.

I[TycToe 3naueHue nomst 1 0 OTK/TIOYAIOT MepHOZ, MpesyNPeXXIeHus 0 rapore.

password inactivity period
KonuuecTBo [jHell moc/ie ycTapeBaHus napoJist (CMOTpUTe MaKCUMa/IbHBINA CPOK /IeMCTBUSI TIapOosis)
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shadow(5) File Formats and Configuration shadow(5)

BO BpeMsI KOTOPBIX TIApO0Jib BCE elllé MpUHUMAETCs (U MO/Ib30BaTe b A0/DKeH 0OHOBUTH CBOM
TapoJib TIPH CJIeYIOIEM BXOZE).

After expiration of the password and this expiration period is elapsed, no login is possible for the
user. The user should contact her administrator.

HyCTOE‘ 3HaUeHHe I10/1d O3HavyadeT, YTO ITepruo HeaKTUBHOCTH OTCYTCTBYeT.

account expiration date
The date of expiration of the account, expressed as the number of days since Jan 1, 1970 00:00
UTC.

Note that an account expiration differs from a password expiration. In case of an account
expiration, the user shall not be allowed to login. In case of a password expiration, the user is not
allowed to login using her password.

I[Tycroe 3HaueHre 0603HaYaeT, YTO YUETHAsH 3alMCh HAKOT/A He yCTapeBaer.

3Hauenue 0 He JO/DKHO MCIO/IB30BATHCS, TAK KAK 3TO MOXKET PaCCMaTpPUBAaThCS KaK
HeyCTapeBaroIasi yuéTHasi 3arych WIH UTo 3amuch ycrapena 1 suBapst 1970 roga.

reserved field
3To 1o/e 3ape3epBUPOBAHO /I/Is UCTIO/b30BaHMUS B Oy/yIIEM.

DANJIBI
/etc/passwd
COZAeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIX

[etc/shadow—
pe3epBHas Konusi (patina /etc/shadow

3ameTuM, UTO 3TOT (haii/1 UCMOMB3yeTCs MPOrpaMMaMU M3 KOMIUIeKTa yTUiuT Shadow, Ho He
BCeMU MHCTPYMEHTaMH YIIpaB/ieHHs! T10/Ib30BaTesISIMH U [1apOJIsIMH.

CMOTPUTE TAKXE
chage(1), login(1), passwd(1), passwd(5), pwck(8), pwconv(8), pwunconv(8), su(1), sulogin(8).
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suauth(5) File Formats and Configuration suauth(5)

HA3BAHUE
suauth — datin ynpaenenust koman/ob Su

CHHTAKCHC

letc/suauth

OIMNCAHUE
datin /etc/suauth npoBepsieTcst KaXK/[bId pa3 Mpu 3amycke KoMaH bl SU. OH BIUsET Ha MOBe/IeHne
KOMaH/IbI SU, B 3aBUCHMOCTH OT:

1) the user su is targeting

2) mosib30BaTeJisl, 3aIyCTUBIIIET0 KOMaHAY SU (WK TPYIITbI, YIEHOM KOTOPOM OH MOXET ObITh)

®opmMar (haiina ToKa3aH HUKe, CTPOKHM HauMHAIOIIHeCs C # CUUTAI0TCS KOMMEHTapyeM U
WUTHOPHUPYIOTCS;

to—id:from-id:ACTION

['ne »xenaembiii—id MoxeT 6biTh cioBoM ALL, crivckoM UMEH T0/Ib30BaTeeld, Mepeurc/ieHHbIX uepes
3anatyto («,») wiu ¢passt ALL EXCEPT, nocsie KOTOpoii UAET CTIMCOK UMEH MOJIb30BaTe ek
TepeyrC/IeHHBIX Uepes «,».

from—id is formatted the same as to—id except the extra word GROUP is recognized. ALL EXCEPT
GROUP is perfectly valid too. Following GROUP appears one or more group names, delimited by ",".
It is not sufficient to have primary group id of the relevant group, an entry in /etc/group(5) is
necessary.

B none JEVICTBUE MoxeT 6bITh TOBLKO OHO U3 C/Ie[yION[UX 3HAUEHUIA:

DENY
KomaHzia SU ocTaHaB/IMBaeT BhIMOJTHEHHE, [Jayke He CIIpallfBasi apoJib.

NOPASS
KomaHnga su BeInosHsieTcst 6e3 3arpoca rnapornisi.

OWNPASS
YT00BI YCIIELTHO BBIMOHATL KOMaHAY SU, TI0/Ib30BaTesb JO/DKEH BBECTH CBOW COOCTBEHHBIH
T1apoJib.

3amMeTHM, UTO TYT HUCIIOMB3YIOTCS TPH TOJIsA, Pa3feNéHHBIX JBOeToYnsIMU. HrKakux rmpobenos He
[IOMyCKaeTCsl OKOJIO IBoeTouni. Takke 3amMeTHM, UTo (haiii MpoCMaTpUBaeTCs CTPOKA 3a CTPOKOH, U
TiepBoe ToAX0/sLee MPaBU/Io OyeT UCMOMB30BaHO Oe3 MPOBEPKU OCTABLIMXCS MPABUII. DTO MO3BOJISIET
CHCTEMHOMY aZJ]MUHHCTPATOPy OCYILIeCTBISATH T000M KOHTPOIb, KaKOW OH TIOXKeJTaer.

[MPIMEP
# sample /etc/suauth file
#
# A couple of privileged usernames may
# su to root with their own password.
#
root:chris,birddog: OWNPASS
#
# Anyone else may not su to root unless in
# group wheel. This is how BSD does things.
#
root: ALL EXCEPT GROUP wheel:DENY
#
# Perhaps terry and birddog are accounts
# owned by the same person.
# Access can be arranged between them
# with no password.
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#
terry:birddog:NOPASS
birddog:terry:NOPASS
#

DANJIBI
[etc/suauth

OIIINBKUN PEAJTN3AIINNA

File Formats and Configuration

suauth(5)

MoskeT ObITh HECKOJIBKO Yyrpo3. AHanu3arTop ¢aiisia, B YaCTHOCTH, HE MPOILAeT CUHTAKCUYeCKUX
OILIMOOK, OXKU/jasi, UTO He Oy/IeT HeZJoMyCTUMbIX TPO0esoB (KpOMe Kak B Hauajie ¥ KOHIIe CTPOK) U
CIeL[MaIbHBIX C/I0B, Pa3/e/ISIOIUX Pa3/IMYHbIe BEILH.

OVATHOCTUKA

Ownbky npu aHanu3e Qaiina BeiBoAATCs ¢ omorribio Syslogd(8) ¢ yposuem ERR cpenctea AUTH.

CMOTPUTE TAKXE
su(l).
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chgpasswd(8) System Management Commands chgpasswd(8)

HA3BAHUE

chgpasswd — o6HOB/IsIET TIAPOJIH TPYTIM B TTAKETHOM PEXHME

CHHTAKCHC

chgpasswd [options]
OIMNCAHUE

IMTporpamma chgpasswd unTaeT CIMCOK Map «rpyTira Mnapoib» U3 CTaHJapTHOTO BXOJHOTO MOTOKA U
00HOBIsIET MH(OPMALHIO O CYIIeCTBYIOIMX rpyrmax. Kaxzgast cTpoka uMeeT BUJ!

VIMSI_TPYMITbL.IIapOb

IMo ymonuaHuto, TiepejaBaeMblii TapoJib JO/DKEH ObITh B BU/Ie 0OBIUHOTO TEKCTA U IU(pyeTcs
KoMaHzioi chgpasswd.

The default encryption algorithm can be defined for the system with the ENCRYPT_METHOD
variable of /etc/login.defs, and can be overwritten with the —e, —m, or —c options.

[anHas KoMaH/ja ipejHa3HaueHa J/is1 paboThl B KPYITHBIX CUCTEMHBIX Cpefjax, T/e 3a OJWH pa3
3aBOJIUTCS] HECKOJIBKO YUETHBIX 3alMCeit.

ITAPAMETPHI
IMapameTpsl kKomaHzbI chgpasswd:

-c, ——crypt-method
Vicnonb3oBath yKa3aHHBIA MeTo, /1S II(POBaHUS TTaposiei.

The available methods are DES, MD5, SHA256, SHA512 and NONE if your libc supports these
methods.

—e, ——encrypted
I[TepezaBaeMble Maposy 3aJaHbl B IIM(POBaHHOM BHJE.
—-h, ——help
I[Toka3aTb KpaTKyo CIpaBKy ¥ 3aKOHUUTH PaboTy.
-m, ——md5
Vicnonb3oBate anroputm nmdporanus MD5 Bmecto DES, ecyii maponu nepesatorcs He
IM(PPOBAHHBIMHU.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

-s, ——sha-rounds
Vicnionb30Bath yKa3aHHOE KOJTMUYECTBO PayH/I0B IIM(POBAHUS TTapoJie.

You can only use this option with crypt method: SHA256 SHA512

By default, the number of rounds for SHA256 or SHA512 is defined by the
SHA_CRYPT_MIN_ROUNDS and SHA_CRYPT_MAX_ROUNDS variables in /etc/login.defs.

A minimal value of 1000 and a maximal value of 999,999,999 will be enforced for SHA256 and
SHAS512. The default number of rounds is 5000.

ITPEOOCTEPEXXEHUA
He 3abyzabTe ycTaHOBUTH TIpaBa Wik UMask, uTo6bI He TTO3BOIUTE UYTeHHe He IHU(POBAHHBIX (aiiioB
JPYTHMH T10JTb30BaTeJISIMH.

BBI 10/DKHBI IPOBEPUTD, UTO TIAPOJIb U MeToZ, LIM(POBaHHUS COOTBETCTBYET MOJTUTHKE CUCTEMHBIX
TrapoJieit.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:
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DANJIBI
/etc/group
COAep>KUAT MH(GOPMALIUIO O TPYIIaxX

/etc/gshadow
COZIEP>KUT 3allUIIaeMyt0 WH(POPMALUIO O TPYIIIax

/etc/login.defs
COZAIeP>KUT KOH(PUTYPALUIO TIOACUCTEMEI TEHEBBIX MapoJieit

CMOTPUTE TAKXE
gpasswd(1), groupadd(8), login.defs(5).
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chpasswd(8) System Management Commands chpasswd(8)

HA3BAHUE
chpasswd — o6HOB/sIET TAPOJIM B TTAKETHOM PEXKUME

CHHTAKCHC

chpasswd [options]

OIIMCAHUE
IMporpamma chpasswd unTaeT CIUCOK Map «I0Ib30BaTe/lb apoJib» U3 CTaHAAPTHOrO BXOAHOTO TIOTOKA
1 00HOB/IsIeT HH(OPMALIMIO O CYLIeCTBYIOIIMX M0/Ib30BaTesisx. Kaxkzjasi CTpoKa ¥MeeT BUJ!

HMs_TI0/1b30BaTe/Is1:11ap0JIb

ITo ymosuaH¥o, IepeJaBaeMblii [apoJib JOJDKEH ObITh B BU/e 0OBIYHOTO TEKCTA U IU(PYeTCst
komaHzioi chpasswd. Takxxe, eciv eCTb CPOK eHCTBUS MApoJisi, TO OH Oyz1eT 0OGHOBJIEH.

The default encryption algorithm can be defined for the system with the ENCRYPT_METHOD or
MD5_CRYPT_ENAB variables of /etc/login.defs, and can be overwritten with the —e, -m, or —c
options.

chpasswd first updates all the passwords in memory, and then commits all the changes to disk if no
errors occurred for any user.

[anHast KoMaH/ja ipejHa3HaueHa /11 paboThl B KPYITHBIX CUCTEMHBIX Cpefjax, T/e 3a OJWH pa3
3aBOJIUTCS] HECKOJIBKO YUETHBIX 3alMCeit.

ITAPAMETPHI
IMapameTpsl kKomaHzbI chpasswd:

—c, ——crypt-method METHOD
Vcnonb3oBath yKa3aHHBIA MeTo, /1S IIM(POBaHUS TTaposiei.

The available methods are DES, MD5, SHA256, SHA512 and NONE if your libc supports these
methods.

ITo ymomuaHwto (eC/TM He yKa3aH rnapaMeTp—C, —M WK —€), MeTOJ, IIU(pPOBAHUS OTpeJie/IsIeTCsl
nepemenHoit ENCRYPT_METHOD umu MD5_CRYPT_ENAB u3 daiina /etc/login.defs.

—e, ——encrypted
I[TepezaBaeMble Mapoyy 3aJaHbl B IIM(POBaHHOM BHJE.
—-h, ——help
I[Toka3aTb KpaTKylo CIpaBKy ¥ 3aKOHUUTH PaboTy.
-m, ——md5
Vicnonb3oBate anroputm nmdporanus MD5 Bmecto DES, eciii maponu nepesatorcs He
IM(PPOBAHHBIMHU.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT _DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

—P, ——prefix PREFIX_DIR
Apply changes to configuration files under the root filesystem found under the directory
PREFIX_DIR. This option does not chroot and is intended for preparing a cross—compilation
target. Some limitations: NIS and LDAP users/groups are not verified. PAM authentication is
using the host files. No SELINUX support.

-s, ——sha—-rounds ROUNDS
Vicnionb3oBath yKa3aHHOE KOJTMYECTBO PayH/I0B IIM(POBAHUS MTaposie.

You can only use this option with crypt method: SHA256 SHA512

By default, the number of rounds for SHA256 or SHA512 is defined by the
SHA_CRYPT_MIN_ROUNDS and SHA_CRYPT_MAX_ROUNDS variables in /etc/login.defs.

A minimal value of 1000 and a maximal value of 999,999,999 will be enforced for SHA256 and
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SHAS512. The default number of rounds is 5000.
MMPEJOCTEPEXXEHUSA

He 3abyzabTe ycTaHOBUTB TIpaBa Wik UMask, yTo6bI He TTO3BOIUTE UYTeHHe He IHU(POBAHHBIX (aiiioB
JPYTHMH T10JTb30BaTeJISIMH.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAMSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/passwd
COZeP>KUT MH(OPMALIUO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIX

/etc/login.defs
COZIeP>KUT KOH(PUTYPALUIO TIOACUCTEMBI TEHEBBIX MapoJieit

CMOTPUTE TAKXE
passwd(1), newusers(8), login.defs(5), useradd(8).
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HA3BAHUE
faillog — moka3swiBaet 3arucu u3 datina faillog wiu 3agaéT npesen HeyAauHBIX TOMBITOK BX0/A B
cuctemy

CHHTAKCHC

faillog [options]

OIMNCAHUE
Iporpamma faillog mokaseiBaeT cofiep>kumoe XKypHasia HeyJauHbix TOTbITOK ((aiin /var/log/faillog).
Tak)Ke OHa MOXKeT ObITh MCIIO/Ib30BAHA |15 YIIPAB/IEHHSI CUETUNKOM HEYIAUHBIX TTOIBITOK U UX
orpanuuenuemM. [pu 3amycke faillog 6e3 mapamerpos BeiBogsiTCs 3anuc faillog Tonbko Tex
T0/Ib30BaTesIel, Y KOTOPBIX MMEETCsI XOTsi ObI OffHa HeyJauHast MOTIbITKA BXOZa.

ITAPAMETPHI
IMapametpsl komanzw! faillog:

-a, ——all
IMokasats 3anucu faillog ass Bcex nonb3oBareneti u3 6a3wl ganHbix faillog.

CrICOK 110/71b30BaTe/1ell MO)KHO OIPaHHUYUTh C ITOMOIIIbIO TIapaMeTpa —U.

B pekrMe BBIBOZIAa 5TO OTPAHUUMBAET BLIBOJ, CITUCKOM CYII[ECTBYIOIIHX TI0/Ib30BaTeIel, HO TIpH
9TOM [I/Isl HUX BBIBOJATCS ke mycthie 3amucu faillog.

[Mapametpsr —1, =M, —r, —t U3MeHSIOT 3aMUCH TI0JIb30BATeNeH, JaKe eC/Ii OHU He CYIIeCTBYEeT B
crcTeMe. DTO TMOJIe3HO Jjisi cOpoca 3armceld ob3oBaresield, KOTOpbIe ObITH yAaneHbl WK s
TIpeiBapyTeIbHON YCTAaHOBKU TIOJIMTHKY [i1s1 IMara3oHa I10/1b30Baresiel.

—-h, ——help
I[Toka3aTb KpaTKylo CIpaBKy ¥ 3aKOHUUTH PaboTy.

-1, ——lock-secs SEC
bnokupoBath yuéTHyT0 3anvch Ha yka3aHHoe KonmmuecTBo CEKYH/I rocsie HeynauHOM TOTMBITKA
BXOZa.

Inist aToro mapameTpa TpebyeTcst TipaBo Ha 3anuch B /var/log/faillog.

-m, ——maximum MAX
YCTaHOBUTE MaKCHMa/TbHOE KOJTMUeCTBO HeyauHbIX MOMBITOK BXOZA repes O7I0KMPOBKOH YUETHOM
3anvcy paBHbiIM MAKC_YKCJIO.

Ecimu 3rauenre MAKC_UMCJIO paeHo 0, To KOJTMUeCTBO HEYAAUHBIX TTOMBITOK BX0/ja He
OTpaHUYMBAETCS.

[Lnist ipejoTBpalLieH s aTakKy 0TKa3a B 00CTy)KMBaHUHM MaKCUMasIbHOe KOJIMUeCTBO HeyAauHbIX
TIOTIBITOK BX0Za y 00t Beerga A0/mKHO ObITh paBHO 0.

Inist aToro mapameTpa TpebyeTcst ipaBo Ha 3anuch B /var/log/faillog.

-r, ——reset
COpocHTh CUETUMK HeyJauHbIX MOMBITOK BXOJA.

Inist aToro mapameTpa TpebyeTcst ipaBo Ha 3anuch B /var/log/faillog.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

—t, ——time DAYS
IToxasars 3anucu faillog Hosee uem THEIA.

-u, ——user LOGIN|RANGE
IMoka3ats 3amnuck faillog vy u3MeHUTh CUETUMKY HeyIauHbIX TIOTILITOK M OrpaHuueHus (eciu
3a7aH napameTp —l, =M wix —r) TOMBKO /151 yKA3aHHBIX YUETHBIX 3aIUCeH.
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[Tosp30BaTesst MOXKHO YKa3aTh T0 OT/Ae/IbHOMY FIMeHH, YUC/IOBOMY HeHTU(HHUKATOPY WU B BUJE
OUATIA30HA nonb3oBareneii. Takoit [IMMATTIA30H MoKHO 3a/jaBaTh B BU/|e MAKCUMAJTBHOTO U
muHuMasnbHoro 3Hauenui(UID_MUWH-UID_MAKC), makcumanshoro (—UID_MAKC) viu
munumasnbsHoro (UID_MUWH—) 3HaueHws.

Ecym napametpsr =, —m umu —r He 3agansbl, To faillog mokasviBaet 3amucu faillog ykazanubix
TI0/Tb30BaTesiel.

MMPEJOCTEPEXXEHUSA
Iporpamma faillog BEIBoAUT TOMBKO 3aMKCH O TI0/IL30BATEISIX, TIOC/IE/HSS MOMBITKA BX0OJ]A KOTOPBIX
6bu1a HeyauHoi. UTo6bl YBUIETH 3aITiCh O TI0/Ib30BaTele, TI0C/IeHsIs MOTBITKA BXO/A KOTOPOro 6buia
YZAYHOM, BbI JOJDKHBI CIIELIUA/IBHO YKa3aTh UMsi TI0/Ib30BaTeJIsI C MOMOLIBIO TTapamMeTpa —U, Win [jist
T0Ka3a BCEX I0JIb30BaTe/Iel yKa3arh rapaMerp —a.

DAL
/var/log/faillog
JKypHaJ/T HeYAaBIIMXCA ITIOTIBITOK BXOJa B CUCTEMY

CMOTPUTE TAKXE
login(1), faillog(5).

shadow-utils 4.15.0 03/11/2024



groupadd(8) System Management Commands groupadd(8)

HA3BAHUE
groupadd — co37aéT HOBYIO TPyIIY

CHHTAKCHC

groupadd [OPTIONS] NEWGROUP
OIMNCAHUE

IMporpamma groupadd co3maéT HOBYIO TPYIIY COIVIACHO YKa3aHHBIM 3HAYeHWsIM KOMaHJHOU CTPOKU U
CHCTEMHBIM 3Ha4eHHsIM 0 yMouaHuo. HoBast rpymnma Oyzet fo6aB/ieHa B CUCTeMHBIE (aiibl.

Groupnames may contain only lower and upper case letters, digits, underscores, or dashes. They can
end with a dollar sign. Dashes are not allowed at the beginning of the groupname. Fully numeric
groupnames and groupnames . or .. are also disallowed.

Groupnames may only be up to 32 characters long.

ITAPAMETPHI
IMapameTpsl KoMaH b1 groupadd:

—f, ——force
3aBepIIUTh PabOTY M BEPHYTH COCTOSIHYE YCIEIIHOTO BBITIOJTHEHHS, eC/TU TPYTITA YoKe
cyiiectByeT. Eciii uictiosne3yeTcsi BMecCTe € TlapameTpoM —J U ykasaHHbIH GID yske cymjecTsyer,
TO BhIOUpaeTcs pyro (yHukanbHbii) GID (To ecTh mapaMeTp —( UTHOPUPYETCH).

-g, ——gid GID
The numerical value of the group's ID. GID must be unique, unless the —o option is used. The
value must be non—negative. The default is to use the smallest 1D value greater than or equal to
GID_MIN and greater than every other group.

CMmortpure Taxke orucadue —r u GID_MAX.
—-h, ——help

I[Toka3aTb KpaTKylo CIpaBKy ¥ 3aKOHUUTH PaboTy.

-K, ——key KEY=VALUE
W3menuts 3Hauenus no ymonuanuto (GID_MIN, GID_MAX u ipyrue), KOTOpbIe XpaHATCA B
taiine /etc/login.defs. MoxHo yka3aTh Hecko/bko rtapameTpoB —K.

Example: -K GID_MIN=100 -K GID_MAX=499

Note: -K GID_MIN=10,GID_MAX=499 doesn't work yet.

-0, ——non-unique
permits the creation of a group with an already used numerical ID. As a result, for this GID, the
mapping towards group NEWGROUP may not be unique.

-p, ——password PASSWORD
defines an initial password for the group account. PASSWORD is expected to be encrypted, as
returned by crypt (3).

Without this option, the group account will be locked and with no password defined, i.e. a single
exclamation mark in the respective field of ths system account file /etc/group or /etc/gshadow.

3ameuaHue: DTOT ITapaMeTp KCIIO/Ib30BaTh He PeKOMEHYeTCs], TaK KaK MapoJb (MIu He
MPOBaHHBIN T1apo/ib) OyneT BUAUM JPYTHMH I10/Ib30BaTe/IsiM B CTIMCKe TPOLIeCCOB.

BBI 0/DKHBI TIPOBEPUTD, UTO 11apO/Ib COOTBETCTBYET ITOJIMTHKE CUCTEMHBIX Maposieit.

-r, ——system
Co37aTh CUCTEMHYIO IPYIIILY.

YucsoBble HAeHTU(GHUKATOPBI AJIs CHCTEMHBIX TPYII BBIOUPAIOTCS U3 AMana3oHa

SYS_GID_MIN-SYS_GID_MAX, onpenenéunbix B login.defs, a ve u3
GID_MIN-GID_MAX.
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-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

—P, ——prefix PREFIX_DIR
Apply changes to configuration files under the root filesystem found under the directory
PREFIX_DIR. This option does not chroot and is intended for preparing a cross—compilation
target. Some limitations: NIS and LDAP users/groups are not verified. PAM authentication is
using the host files. No SELINUX support.

-U, ——users
A list of usernames to add as members of the group.

[MoBeneHue no ymoauaHuio (eciu He ykasas napametp —¢, —N u —U) onpezensieTcs repeMeHHOM
USERGROUPS_ENAB u3 datina /etc/login.defs.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/group
COZep>KUAT MH(GOPMALIHIO O TPYIIaxX

/etc/gshadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALMIO O TPYIIIax
/etc/login.defs

COZIePKUT KOH(UTypaLIMIO TTOJCHCTeMBbI TeHEeBbIX I1aposiel

ITPEOOCTEPEXXEHUA
Hesnb3s gobaButsk rpymmy NIS nnu LDAP. 3to HeobX0quMo /iesiaTh Ha COOTBETCTBYIOILEM CepBepe.

Eciu umst rpymmbl yxke CyIeCTBYeT BO BHellHel 6a3e AanHbix rpymni, Hanpumep B NIS uiu LDAP, To
groupadd He cTaHeT co3/iaBarh CPYIIIY.

BO3BPALIAEMBIE 3HAYEHUA
The groupadd command exits with the following values:

0

success
2

invalid command syntax
3

invalid argument to option
4

GID is already used (when called without —0)
9

group name is already used
10

can't update group file

CMOTPUTE TAKXE
chfn(1), chsh(1), passwd(1), gpasswd(8), groupdel(8), groupmod(8), login.defs(5), useradd(8),
userdel(8), usermod(8).
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HA3BAHUE
groupdel — ynanset rpymmy

CHHTAKCHC

groupdel [options] GROUP
OIMNCAHUE

Iporpamma groupdel usmensiet cricteMuble (haiiibl YUETHBIX 3aMUCel, yass BCe 3arucH,
otHocsammecs K 'PYIIIIE. ['pymia ¢ TakuM UMeHeM [JOJKHA CyllleCTBOBATh.

ITAPAMETPHI
IMapameTpsl kKomMaHzbI groupdel:

—f, ——force
This option forces the removal of the group, even if there's some user having the group as the
primary one.

—-h, ——help

[Toka3aTb KpaTKylo CIpaBKy ¥ 3aKOHUUTH PaboTy.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

—P, ——prefix PREFIX_DIR
Apply changes in the PREFIX_DIR directory and use the configuration files from the
PREFIX_DIR directory. This option does not chroot and is intended for preparing a
cross—compilation target. Some limitations: NIS and LDAP users/groups are not verified. PAM
authentication is using the host files. No SELINUX support.

ITPEOOCTEPEXXEHUA
BbI He MOXXeTe yzja/IuThb TPYIIITY, CJIM OHA SIB/ISIeTCs] IePBUYHOM /151 CyI|eCTBYIOIero T0/Ib30BaTers.
BbI J0/DKHBI yZja/IuThb TI0/1b30BaTess Iiepes, TeM Kak y[a/IsiTh TPYIITY.

BB 10/DKHBI BDYUHYO TTPOBEPUTE Be (aiiyioBble CUCTeMBI, YTOOBI yOeAUTHCS, UTO He 0CTaIoCh
(aityioB, MpUHAAJIEXKAIIUX VAAIEHHOM IpyTIITe.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAMSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/group
COAeP>KUT MH(OPMALIUIO O TPYIIaxX

/etc/gshadow
COZIEP>KUT 3allUIIaeMyt0 WH(POPMALUIO O TPYIIIax

BO3BPALIAEMBIE 3HAYEHUA
The groupdel command exits with the following values:

0
success
2
invalid command syntax
6
specified group doesn't exist
8
can't remove user's primary group
10
can't update group file
CMOTPUTE TAKKE
chfn(1), chsh(1), passwd(1), gpasswd(8), groupadd(8), groupmod(8), useradd(8), userdel(8),
usermod(8).
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HA3BAHUE

groupmems — yripaBJisieT 4ieHaMy TIepBUYHOM TPYITITBI TIO/Tb30BaTest
CUHTAKCHUC

groupmems —a user_name | —d user_name | [-g group_name] | =1 | —p
OIMNCAHUE

ITporpamma groupmems ro3BoJisieT T0/Ib30BaTe 0 YIIPaB/ISATh CIIMCKOM U/IeHOB CBOEH IPYTIITLI He
vMest IPUBUJIETWI CyTIeprio/ib3oBaresisi. [Iporpamma groupmems paboTaeT B cucTeMax, r7ie B KaueCTBe
nepBHquf/i TPYTIIIBI ITOJ/Ib30BaTe/Id ABIAETCA I'PYIIlda C MMeHEeM COBIIaJarolvM C UMEeHEeM I10/1b30BaTe/id
(To ects, guest / guest).

To/bKO CyTIepIionb30Baresib Kak af/IMAHICTPATOP MOXKET MCIO/IB30BaTh JroUpPmMems, utobbl U3MEeHUTh
CTIMCOK Y/IeHOB He CBOEH I'PYIIIIbI.

ITAPAMETPBI
ITapameTtpsl KOMaHZBI JroupmMems:

—a, ——add user_name
Add a user to the group membership list.

Ecnu cymectyeT ¢aiin /etc/gshadow u 3amucu o rpymre Het B datine /etc/gshadow, To byzer
CO37aHa HOBast 3aITHCh.

—d, ——delete user_name
Y,qanmb TOJ/Ib30Bare/id U3 IpyIIIbL.

Eciu cymectyet daiin /etc/gshadow, To nosb3oBaress OyeT yaanéH U3 CIIMCKa UI€HOB U
aIMUHHCTPATOPOB TPYIIIIBL.

Ecnu cymectyeT ¢aiin /etc/gshadow u 3amucu o rpymre Het B datine /etc/gshadow, To byzer
CO37aHa HOBast 3aITHCh.

—g, ——group group_name
Cyrneprionib30BaTe/lb MOKET yKa3aTb TPYMITy, B KOTOPOM HY>KHO M3MEHHTh CITHCOK U/IeHOB.

—-h, ——help

[Moka3zaTh KpaTKyt0 CIPaBKY U 3aKOHUUThL paboTy.
=1, —=list

[TokasaTb CLIMCOK WIEHOB I'PYIIIIHI.

—p, -—purge

BBIUKCTUTEL BCEX TT0/Ib30BATe/IeH U3 CIIMCKA UJIeHOB TPYMIIbL.

Ecnu cymectyeT ¢aiin /etc/gshadow u 3amucu o rpymre Het B datine /etc/gshadow, To byzer
CO37aHa HOBAast 3aITHCh.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

HACTPOWKA
The groupmems executable should be in mode 2710 as user root and in group groups. The system
administrator can add users to group groups to allow or disallow them using the groupmems utility to
manage their own group membership list.

$ groupadd -r groups

$ chmod 2710 groupmems

$ chown root:groups groupmems
$ groupmems —g groups —a gk4
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HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAMSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/group
COAeP>KUT MH(OPMALIUIO O TPYIIaxX

/etc/gshadow
COZIEP>KUT 3allUIIaeMyt0 WH(POPMALUIO O TPYIIIax

CMOTPUTE TAKXE
chfn(1), chsh(1), passwd(1), groupadd(8), groupdel(8), useradd(8), userdel(8), usermod(8).
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HA3BAHUE

groupmod — u3MeHsieT orpe/ie/ieHH e IPYIIIbI B CUCTEME

CHHTAKCHC

groupmod [options] GROUP

OIIMCAHUE
Komanza groupmod u3meHsieT orpe/iesienue ykazanHoi ['PYTITTbI, u3MeHsis COOTBETCTBYIOIIYIO
3amuch B 6a3e JaHHBIX TPYIIIL.

ITAPAMETPHI
IMapameTpsl KoMaH bl groupmod:
-a, ——append GID
If group members are specified with —U, append them to the existing member list, rather than
replacing it.
-g, ——gid GID
Wwms rpynmel OyzeT usmenero ¢ FPYTITIA Ha GID.

Hecaruunoe 3nauerve GID po/mkHO ObIT HEOTPHULATETBHBIM. DTO 3HAUEHUE I0/DKHO OBbITh
VHUKaJIbHBIM, €C/TU He YKa3aH rmapaMmeTp —O0.

Y mo/1b30BaTesieit, KOTOPBIX 9Ta rPYIIIa SB/SETCs TIEPBUYHOM, GyeT BBIITOHEHO
COOTBETCTBYHOL[ee 0OHOBJIEHHE.

¥ Bcex (atinos, kotopeie uMmetoT |D cTapoii rpyTimbl ¥ JO/KHBI TIPOJO/DKATh TIPUHA/IIeKaTh
GROUP, nyx#HO0 n3menuts ux |D BpyuHyto.

Huxkakux nipoepok o GID_MIN, GID_MAX, SYS_GID_MIN wm SYS_GID_MAX u3
[etc/login.defs e mpousBoaUTCS.
—-h, ——help

I[Toka3aTb KpaTKylo CIpaBKy ¥ 3aKOHUUTH PaboTy.

-n, ——new—-name NEW_GROUP
Wwms rpynmel 6yzneT usmenero ¢ FPYTITIA va HOBASI_TPYTITIA.

-0, ——non-unique
ITpu mcrob30BaHMY C TTapaMeTpoM —( pa3periiaetcst u3meHsTh GID rpymribl He yHHUKa/IEHBIM
3HaUeHueM.

-p, ——password PASSWORD
The encrypted password, as returned by crypt(3).

3ameuaHue: DTOT ITapaMeTp MCIIO/Ib30BaTh He PeKOMEHYeTCs], TaK KaK 1apoJb (MIu He
M POBaHHEIN TTapo/ib) OyneT BUAUM JPYTUMH I10/Ib30BaTe/IsIM B CTIIMCKe TPOLIeCCOB.

BBI 0/DKHBI TIPOBEPUTD, UTO 11apO/Ib COOTBETCTBYET ITOJIMTHKE CUCTEMHBIX MaposIeit.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT _DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

—P, ——prefix PREFIX_DIR
Apply changes in the PREFIX_DIR directory and use the configuration files from the
PREFIX_DIR directory. This option does not chroot and is intended for preparing a
cross—compilation target. Some limitations: NIS and LDAP users/groups are not verified. PAM
authentication is using the host files. No SELINUX support.

-U, ——users
A list of usernames to add as members of the group.

[MoBenenHue no ymoauaHuio (eciu He ykasas napametp —¢, —N u —U) onpezenseTcs riepeMeHHOM
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USERGROUPS_ENAB u3 ¢atina /etc/login.defs.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DAJIBI
/etc/group
COAep>KUT MHGOPMALIUIO O TPYIIaxX

/etc/gshadow

COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TPYIIIax
/etc/login.defs

COZIeP>KUT KOH(PUTYPALIUIO TIOACUCTEMBI TEHEBBIX MapoJieit

/etc/passwd
COZAeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

BO3BPALIAEMBIE 3HAYEHUA
The groupmod command exits with the following values:

0
E_SUCCESS: success
2
E_USAGE: invalid command syntax
3
E_BAD_ARG: invalid argument to option
4
E_GID_IN_USE: group id already in use
6
E_NOTFOUND: specified group doesn't exist
9
E_NAME_IN_USE: group name already in use
10
E_GRP_UPDATE: can't update group file
11
E_CLEANUP_SERVICE: can't setup cleanup service
12
E_PAM_USERNAME: can't determine your username for use with pam
13
E_PAM_ERROR: pam returned an error, see syslog facility id groupmod for the PAM error
message
CMOTPUTE TAKXKE

chfn(1), chsh(1), passwd(1), gpasswd(8), groupadd(8), groupdel(8), login.defs(5), useradd(8),
userdel(8), usermod(8).
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HA3BAHUE
grpck — npoBepsieT KOPPEKTHOCTh (haii/IoB rPyIIT

CHHTAKCHC

grpck [options] [group [ shadow ]

OIMNCAHUE
The grpck command verifies the integrity of the groups information. It checks that all entries in
/etc/group and /etc/gshadow have the proper format and contain valid data. The user is prompted to
delete entries that are improperly formatted or which have other uncorrectable errors.

BrimonHA0TCA Ciefyrone IpoBepKu:
¢ TIpaBU/IbHOE€ KOJ/JIMYeCTBO roJiet
* YHUKaJbHOCTb U KOPPEKTHOCTb UMEHU I'PYIIIbI
 avalid group identifier (/etc/group only)
« avalid list of members and administrators
* COOTBeTCTBHe 3amucH B daiine /etc/gshadow (u /etc/group mpu nposepkax gshadow)

OwmbKY B KOMUUECTBE TM0/Iel ¥ YHUKAIbHOCTH UMEH TPYIII HEBOCCTaHOBUMBI. EC/IH 3ammich cofepyKut
HEBEDHOE UWC/IO TIOJiel, [0/Ib30BATeNsi TIONPOCSAT TIOATBEPAUTH yhAaaeHue Bceil CTpoku. Ecam
T0/Ib30BaTe/b OTBETUT OTPHULIATEBHO, [JajbHeHiiasi TIPOBEPKA BBIMOMHATHCS He Gyzger. Ilpu orubke
MOBTOPEHMsI UMEHU TPYIIIbI TAKXKE BO3HMKAET 3aMpoC Ha yAajeHwe, HO B C/iyyae OTKas3a MpOBepKa
Oyzer mpogo/pkeHa. OG0 Bcex OCTaNbHBIX OIIMOKAX BBIBOAUTCS MPEAYIPEXAEHHE U TI0b30BATeT0
TMpe/I/IaraeTcst 3amyCTUTh KOMaHay groupmod, uTo0Obl UCTIPaBUTh OIIMOKY.

The commands which operate on the /etc/group and /etc/gshadow files are not able to alter corrupted or
duplicated entries. grpck should be used in those circumstances to remove the offending entries.

ITAPAMETPBI

ITapameTpsl —I, =S HE MOTYT UCII0/Ib30BaThCs OFHOBPEMEHHO.
IMapameTpsl KomaH b1 grpck:
—-h, ——help

[Moka3zaTh KpaTKyt0 CIPaBKY U 3aKOHUUThL paboTy.

-r, ——read—-only
3amyckath KOMaHny Qrpck B pexume TONMbKO [ijii uTeHus. [IpM 3TOM Ha BCe BOMPOCHI 00
W3MEeHEeHUsIX yCTaHaB/IMBAETCSA OTBET HEeT U yyaCTHe I10/Ib30BaTe/id He TpE6y€‘TCH.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

-s, ——sort
Sort entries in /etc/group and /etc/gshadow by GID.

-S, ——silence-warnings
Suppress more controversial warnings, in particular warnings about inconsistency between group
members listed in /etc/group and /etc/ghadow.

By default, grpck operates on /etc/group and /etc/gshadow. The user may select alternate files with the
group and shadow parameters.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DAJIBI
/etc/group
COAep>KUT MH(OPMALIUIO O TPYIIaxX

/etc/gshadow
COZIEP>KUT 3allUIIaeMyt0 WH(POPMALUIO O TPYIIIax

/etc/passwd
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CoziepKUT MH(OPMALIMIO O T10JTb30BaTesIsX

BO3BPALIAEMBIE 3HAYEHUA
The grpck command exits with the following values:

0

success
1

invalid command syntax
2

one or more bad group entries
3

can't open group files
4

can't lock group files
5

can't update group files

CMOTPUTE TAKXE
group(5), groupmod(8), gshadow(5), passwd(5), pwck(8), shadow(5).
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HA3BAHUE

lastlog — BEIBOAWT OTUET O MOC/TeAHeH pernuCTpaLiy B CHCTeMe BCeX WM YKa3aHHOTO MOTb30BaTesist

CHHTAKCHC

lastlog [options]

OIMNCAHUE
Iporpamma lastlog yropsimouriBaet v BeIBoAUT cofiep>kumoe (atina /var/log/lastlog, kotopsiit
COJEPXKHUT [JaThI TIOC/IE[HETO BXO/A M0JIb30BaTe/Iell B cicTeMy. BBIBOASTCS MMsI TI0/Ib30BaTeJIst, TIOPT U
[iaTa mocieHero Bxoaa B cucremy. [1o ymosuanuio (Bbi30B €3 mapamMeTpoB) MOKA3bIBAIOTCS 3alicH
¢aiina lastlog, oTcopTrpoBaHHbBIe COrTIACHO PaCIOIOXKEHHIO MT0/Ib30BaTesiel B datine /etc/passwd.

ITAPAMETPHI
IMapameTpsl komanzw! lastlog:

—b, ——before DAYS
Print only lastlog records older than DAYS.

-C, ——clear
Clear lastlog record of a user. This option can be used only together with —u (——user)).
—-h, ——help

I[Toka3aTb KpaTKylo CIpaBKy ¥ 3aKOHUUTH PaboTy.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

=S, ——set
Set lastlog record of a user to the current time. This option can be used only together with —u
(——user)).

—t, ——time DAYS

Print the lastlog records more recent than DAYS.

-u, ——user LOGIN|RANGE
IMokasats 3anuchk lastlog Tonbko i ykazaHHOTO 1o/b30Bareisi(ef).

I[Tosp30BaTesst MOXKHO YKa3aTh T0 OT/Ae/bHOMY MIMeHH, YUC/IOBOMY HeHTU(HHUKATOPY WU B BUZE
OUATIA30HA nonb3oBareneii. Takoit [IMMATTIA30H M0oKHO 3a/jaBaTh B BHU/le MAKCUMAJTBHOTO U
muHuMasnbHoro 3Hauenuii(UID_MUWH-UID_MAKC), makcumanshoro (—UID_MAKC) vu
munumasnbsHoro (UID_MUWH—) 3HaueHwsl.

Ec/u mosb30Baresis HUKOT/A He PerdCTPUPOBAlICs B CUCTeMe, TO OyzieT roKa3aHo coo0LeHre **
Hwukorga He BXOAW/I B CHCTeMy™* BMeCTO Ha3BaHMs 1OPTa U [aThl.

ByznyT nokasaHs!I 3arvcH TOJIBKO [i1s1 TI0JIb30BaTerell, UMeIoIIMX B CHUCTeMe JaHHbII MOMeHT. B
JKypHaJsle MOTYT CyIL|eCTBOBaTb 3alvCH AJIs1 AaAEHHBIX paHee 110JIb30BaTesiei.

3AMEYAHUE
datin lastlog comep>xuT vHpOpPMaLIUIO 0 TTOC/eJHeH PEruCTpaly B CUCTEME KaXK0ro T0/Ib30BaTesl.
Bbl He JO/DKHBI MPUMEHSTh K HEMY POTALIUIO XKYPHAIBHBIX (haiiyioB. ITOT (aiin aBsieTcs
pa3pe>XeHHBIM, TI03TOMY ero pa3Mep Ha JIMCKe ropa3Jo MeHbIlle, UeM TT0Ka3biBaeT koMaHza «Is —1»
(koTOpast MOXKeT MOKAa3bIBaTh, UTO 3TO OUEHb OOJIBILION (aiis, ec/iv 3HAUeHUs! UIeHTU(HUKATOPOB
TIO/Tb30BaTesiell B CUCTeMe JOCTUTAl0T OO/IbIINX 3HaueHui). UToObI yBU/IETh peasbHbBIN pa3Mep
Beegure «ls —s».

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

OAVIIBI
/var/log/lastlog
COJIEPKUT CITUCOK 3aBEPIIEHHBIX CEAHCOB PabOThI C CUCTEMOM

MMPEJOCTEPEXXEHUSA
Bosbiivie POMEXXYTKH B 3HAYEHUSIX UIEHTH(PHUKATOPOB T10/1630BATEIeH PUBOJSAT K TOMY, UTO
MporpaMma HEKOTOPOe BPeMsi HUUEero He BhIBOAWT Ha KpaH (To ecTh, ecyiu B 6a3e maHHbIx lastlog Het
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nojib3oBareJieii ¢ uaeHtrdukaropamu ¢ 170 o 800, To Bo Bpemst o6pabotku UID c 171 mo 799
MpOrpamMMa KaXkKeTcsi MOBUCIIIEH).

Having high UIDs can create problems when handling the <term> /var/log/lastlog</term> with external
tools. Although the actual file is sparse and does not use too much space, certain applications are not
designed to identify sparse files by default and may require a specific option to handle them.
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HA3BAHUE

logoutd — koHTpO/IMPYeT BpeMeHHbIe UHTEpPBa/ibl pab0Thl B CUCTEME

CHHTAKCHC

logoutd
OIMNCAHUE

ITporpamma logoutd KoHTpo/IMpPyeT BpeMeHHbIe OrpaHHueHwst paboThl B CUCTEME U [TOPTHI, 33laHHbIE B
daiine /etc/porttime. TTporpamma logoutd momxHa 3amyckathbest U3 cieHapus /etc/rc. daiin
/var/run/utmp nepuoarYeCKH CKaHUPYETCS U /IS KAKJ0T0 UMEHH T10/1b30BaTe/Isl IPOBEpPSIeTCs,
paspeLeHo Jii JaHHOMY T10/Tb30BaTesI0 paboTaTh B HACTOSIIMY MOMEHT Ha JAHHOM opTy. JIr060#
CeaHC, KOTOPBI HapyIlllaeT OrpaHUueHus], OTMCaHHbIe B (aiiie /etc/porttime, Oyaet 3aBepiiéH.

DANJIBI
/etc/porttime
COZIEPKUT pa3pelléHHoe BpeMsi paboThl OTpe/ie/IEHHBIX T0/Ib30BaTe/Iel C Ornpe/ieIEHHbIX TOPTOB

/var/run/utmp
COJIEPKUT CITUCOK PabOTAIOIUX CEAHCOB B CUCTEME
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HA3BAHUE

Newusers — o6GHOBJISIET U CO3JAéT HOBbIe YUETHBIE 3allMCH MOJb30BaTesiel B TaKeTHOM peXXrume

CHHTAKCHC

newusers [options] [file]

OIMNCAHUE
The newusers command reads a file (or the standard input by default) and uses this information to
update a set of existing users or to create new users. Each line is in the same format as the standard
password file (see passwd(5)) with the exceptions explained below:

pw_name:pw_passwd:pw_uid:pw_gid:pw_gecos:pw_dir:pw_shell

pw_name
Wwms nonb3oBarens.

It can be the name of a new user or the name of an existing user (or a user created before by
newusers). In case of an existing user, the user's information will be changed, otherwise a new
user will be created.

pw_passwd
3710 nose OyzeT 3alMppoBaHO U UCTIOIb30BAHO KAaK HOBOE 3HauUeHue 1I1M(ppPOBAHHOTO MapoJs.

pw_uid
3Jto none ucnonb3yetcs As onpenenenus UID monb3oBarests.

If the field is empty, a new (unused) UID will be defined automatically by newusers.
Ecau B 3TOM MoJ1e yka3aHo YKC/I0, TO OHO OyzieT ucrosib3oBaHo B kauecte UID.

If this field contains the name of an existing user (or the name of a user created before by
newusers), the UID of the specified user will be used.

Ecim m3mensiercss UID cytrectBytotiero mosb3oBaresis, T y (aiinioB, KOTOPEIMU Bilafiel 3TOT
TI0/Tb30BaTe/ib, Hy’KHO BPYYHYIO MepeoripefendThb BaaJebLia.

pw_gid

3JTO0 Tose uCrosb3yeTcs [41st onpefeneHus |D mepBUUHON TPYTITIBI MTO/Tb30BATEIS.

Ecnui B 5TOM T0/1e COZIep>KUTCS UMSL CyILie CTBYIOLLeM TPybI (MK TPYTIBL, CO3LaHHON NEWUSErS
paHee), To B KauecTBe |D mepBuuHOl rpymribl Mosib30BaTess Oyet ucnosb3oBad GID 3Toit
TPYTIIBL

Eciu B 3TOM 11071€ COZIEPXKUTCS UMCII0, TO 3TO YKUC/IO0 Oy/IeT UCTo/b30BaHo Kak |D nepBuuHOi
rpymIis! mosb3oBaresisi. Ecmu ¢ takum GID He cymectsyer, To GyeT co3zaHa HOBasi TPYTIIa C
5tUM GID 1 nmeHem nosb3oBaress.

Ecau 370 mosie mycTo, TO HOBast Tpyrmna OyJeT co3zjaHa ¢ MeHeM Mojib3oBaress, a GID Oyger
orpeiesiEH NEWUSErS aBTOMaTHUeCKH (/151 UCTOMb30BaHus B KauecTBe |D mepBUUHOMN rpyTITIbI
nosib3oBaresis U GID HOBOM TPyMIibI).

Ec/tu 110716 COIep)KUT UMST TPYIITbI, KOTOPOU He CyiecTByeT (1 KOTOpasi He Obula Co3aaHa
Newusers paxee), To OyzIeT Co3/laHa HOBasi IPYIIa € yKa3aHHbIM umeneM, GID Oyzet onpeenéxn
NeWUSErs aBroMaTiuecku ([JIst KCIIo/b30BaHus B KauecTBe |D mepBuYHOM rpymIib Mo/ib30BaTelIst
u GID HOBOI TpyMIbI).

pw_gecos
3Jto none kortupyetcs B rosie GECOS 3amwmicy monb3oBarests.

pw_dir
ITO 11071 HCII0/Ib3yeTC s A OIIpeJesIeHrA JOMAIIHero Karajiora 1oJjb30Bare/is.

If this field does not specify an existing directory, the specified directory is created, with
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ownership set to the user being created or updated and its primary group. Note that newusers does
not create parent directories of the new user's home directory. The newusers command will fail to
create the home directory if the parent directories do not exist, and will send a message to stderr
informing the user of the failure. The newusers command will not halt or return a failure to the
calling shell if it fails to create the home directory, it will continue to process the batch of new
users specified.

Ecnm usmeHsieTcst JOMalIIHUI KaTasior CyIL{eCTBYIOLero Mo/b30Baresisi, TO KoMaHJa NeWUSErs He
TriepeMeriaeT WM KOITUPYeT COAEPKMMOe CTaporo Karaaora B HOBOe MeCTO. DTO HY>KHO
BBINOJIHUTH BPYUHYIO.

pw_shell
B 3TOM mosie 3a/1aéTcst mosib30BaTeibCKast 06010uka. HUKakKux MpoOBepOK T0Jis He /Ie1aeTCsl.

KomaHza NeWUSers cHauasa IbITaeTcsi Co34aTh WK U3MEHUTh BCEX YKa3aHHBIX T10/1b30BaTeIel, a
3aTeM 3arucarh 3TH U3MeHeHust B 6a3bl JaHHbBIX [0/Ib30BaTe el Wiv rpym. Ecii Ipoucxoaut ommbka
(kpome OIIMOOK TIPU MOC/IEAHEH 3anicy B 6a3bl JAHHBIX), TO U3MEHeHUsI B 6a3bl He COXPaHSHOTCS.

[anHast KoMaH/ja ipejHa3HaueHa /11 paboThl B KPYITHBIX CUCTEMHBIX Cpefjax, T/e 3a OJWH pa3
OOHOBJIAIETCS] HECKOTBKO YUETHBIX 3ariCei.

ITAPAMETPBI
ITapameTpbl KOMaHbI NEWUSEFS:

——badname
Allow names that do not conform to standards.

-c, ——crypt—-method
Vcnonb3oBath yKa3aHHBIA MeTo, /1S IIM(POBaHUS TTaposiei.

Bo3mokubie metoel: DES, MD5, NONE n SHA256 nmu SHAS512, ecii 9T1 MeTO/BI
noaep>kuBaetcs libc.
—-h, ——help
[Moka3zaTh KPaTKyt0 CIPaBKY U 3aKOHUUThL paboTy.
-r, ——system
Co3/aTh CUCTEMHYIO YUETHYIO 3aTUCh.

CuctemHbIe TI0/Ib30BaTe/ U CO3/at0Tcs 6e3 uHpopmaruu 06 ycrapeBanuu B /etc/shadow, u ux
UKMC/IOBbIE WAEHTU(UKATOPBI BhIOKMpatoTcs u3 AuanaszoHa SYS_UID_MIN-SYS_UID_MAX,
orpezaenéunoro B login.defs, a ne uz UID_MIN-UID_MAX (370 e kacaetcs u yactui ¢ GID
TIpY CO3/IaHUU TPYTII).

-R, —-root CHROOT_DIR
Apply changes in the CHROOT _DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

-s, ——sha-rounds
Vicnionb3oBath yKa3aHHOE KOJTMYECTBO PayH/I0B IIM(POBAHUS MTaposie.

You can only use this option with crypt method: SHA256 SHA512

By default, the number of rounds for SHA256 or SHA512 is defined by the
SHA_CRYPT_MIN_ROUNDS and SHA_CRYPT_MAX_ROUNDS variables in /etc/login.defs.

A minimal value of 1000 and a maximal value of 999,999,999 will be enforced for SHA256 and
SHAS512. The default is 5000.

ITPEOOCTEPEXXEHUA
@aiin ¢ BXOAHBIMU JJaHHBIMH [JO/DKeH OBbITh 3all{UIIEH, TaK KaK B HEM CoZiepKaTcs He LM(pOBaHHbIe
TIapoJy.

BBI 10/DKHBI TIPOBEPUTD, UTO TIAPOJIb M MeToZ, LIM(POBaHHUS COOTBETCTBYET MONTUTHKE CUCTEMHBIX
rapoJieit.
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HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAMSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/passwd
COZeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIX

/etc/group
COZep>KUT MH(GOPMALIUIO O TPYIIaxX

/etc/gshadow
COZIEP>KUT 3allUIIaeMyt0 WH(POPMALMIO O TPYIIIax
/etc/login.defs

COZIePKUT KOH(UTypaLMIO TTOJCHCTeMBbI TEHEeBbIX I1aposiel

/etc/subgid
Per user subordinate group IDs.

[etc/subuid
Per user subordinate user 1Ds.

CMOTPUTE TAKXE
login.defs(5), passwd(1), subgid(5), subuid(5), useradd(8).

shadow-utils 4.15.0 03/11/2024 3



nologin(8) System Management Commands nologin(8)

HA3BAHUE

nologin — BeXX/TMBO OTKAa3bIBaeT BO BXOJI€ B CUCTEMY
CUHTAKCHUC

nologin
OIMNCAHUE

IMporpamma nologin BeigaéT coobimeHue, uTo yuéTHas 3arKch HEJIOCTYIIHA U 3aBepliaeT paboTy ¢
HEHy/IeBBIM KOZIOM Bo3Bpara. OHa npeAHa3HaueHa fijisi 3aMeHbl 000/I0YKH KOMAHIHOM CTPOKH B T0JIe
060/10uKM y 3a06/I0KUPOBAHHBIX YUETHBIX 3aUCEH.

To disable all logins, investigate nologin(5).
If SSH_ORIGINAL_COMMAND is populated it will be logged.

CMOTPUTE TAKXE
login(1), nologin(5).

NCTOPUA
The nologin command appeared in BSD 4.4.
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HA3BAHUE
pwck — verify the integrity of password files

CHHTAKCHC

pwek [options] [PASSWORDFILE [ SHADOWFILE ]]

OIMNCAHUE
The pwck command verifies the integrity of the users and authentication information. It checks that all
entries in /etc/passwd and /etc/shadow have the proper format and contain valid data. The user is
prompted to delete entries that are improperly formatted or which have other uncorrectable errors.

BBbINosHA0TCS Clefytoliye IpOBepKy:
* TIpaBWIBHOE KOJIMYeCTBO T0Iei
* YHUKa/JbHOCTh U KOPPEKTHOCTb MMEHHU T10/Ib30BaTerIs
* KOPPEKTHOCTb WZeHTH(HKaTopa M0/Ib30BaTest U IPYIIIbI
* KOPPEeKTHOCTb ITePBUYHOM I'PYIIITBI
* KOPPEKTHOCTh /IOMAlIIHero Karasaora
* KOPPEKTHOCTb PErMCTPaLMOHHON 000/I0UKH

Checks for shadowed password information are enabled when the second file parameter SHADOWFILE
is specified or when /etc/shadow exists on the system.

BBbINosHA0TCS Clefytoliye IpOBepKy:

* UTO KaXK/as 3amvch Passwd uMeeT COOTBETCTBYIOLIYHO 3amuch Shadow u Kaxkjas 3amuch
shadow rmeeT COOTBETCTBYIOIIYO 3amuch passwd

* TIapo/y yKa3aHbI B TeHeBOM (haiiie

 3amucu Shadow cofiep>kat KOpPeKTHOE KOJIMUeCTBO MoJiek
 3amucu shadow yHukansHbl B Shadow

* Jara rmocjefHel CMeHbI ApoJIsi He HaXOAUTCS B OyAyIiemM

The checks for correct number of fields and unique user name are fatal. If the entry has the wrong
number of fields, the user will be prompted to delete the entire line. If the user does not answer
affirmatively, all further checks are bypassed. An entry with a duplicated user name is prompted for
deletion, but the remaining checks will still be made. All other errors are warnings and the user is
encouraged to run the usermod command to correct the error.

KomaHgpl, KoTopble pabotaroT ¢ abisiom /etc/passwd, He MOryT U3MeEHsIThb TOBPEXIEHHbIE WU
Jyomupytompecs: 3amucd. Kak pa3 B 3TOM C/lydae W HY)KHO HCIIOJB30BaTb PWCK f7is yzasmeHUs
WICTIOPYEHHOM 3aIThCH.

ITAPAMETPBI
[TapameTpsI —F, —S He MOT'YT UCII0/Ib30BaThCSI OAHOBPEMEHHO.

IMapameTpsl KoMaH/IbI PWCK:

—-badname
Allow names that do not conform to standards.
—-h, ——help
I[Toka3aTb KpaTKylo CIpaBKy ¥ 3aKOHUUTH PaboTy.
—(, ——quiet
Coobuiate TobKo 06 ommmbkax. Ilpeqynpex/eHusi, KOTOpble He TpeOyloT OT Mojb30BaTesis
HUKaKWX [eWCTBUM, TOKa3aHbl He OyayT.
-r, ——read-only
BrimosHATE KOMaHy PWCK B pexkriMe «TOJTBbKO UTeHHe.
-R, ——root CHROOT_DIR

Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

shadow-utils 4.15.0 03/11/2024 1



pwck(8) System Management Commands pwck(8)

-s, ——sort
OTcopTupoBath Bce 3armucu B ¢aiinax /etc/passwd u /etc/shadow o uncioBoMy uzeHTUdUKATOPY
T0JTb30BaTeJIsL.

By default, pwck operates on the files /etc/passwd and /etc/shadow. The user may select alternate files
with the passwd and shadow parameters.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAMSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/group
COZep>KUT MH(GOPMALIUIO O TPYIIaxX

/etc/passwd
COZIeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIX

BO3BPALIAEMBIE 3HAYEHUA
The pwck command exits with the following values:

0

success
1

invalid command syntax
2

one or more bad password entries
3

can't open password files
4

can't lock password files
5

can't update password files
6

can't sort password files

CMOTPUTE TAKXE
group(5), grpck(8), passwd(5), shadow(5), usermod(8).
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HA3BAHUWE
pwconv, pwunconv, grpconv, grpunconv — npeo6pasyeT Mapo/iv MoJib30BaTesiei v rpyr B/us

3aUIEHAYI0 GOpPMY
CHUHTAKCHUC

pwconv [options]
pwunconv [options]
grpconv [options]
grpunconv [options]

OIMNCAHUE
Komanza pwconv coszaaét ¢aitn shadow u3 daitna passwd v Heobs3aTelbHO CyijecTBytolero daiiia
shadow.

KomaHnza pwunconv coszaaér daiin passwd u3s datinos passwd u shadow, a 3arem ypansiet daiin
shadow.

Komanza grpconv co3aaét daiin gshadow u3 datina group u Heobsi3aTesibHO CylecTByoiero datiia
gshadow.

KomaHnza grpunconv coszaaét caiin group us gatinos group u gshadow, a 3arem yznanseT daiin
gshadow.

3OTH yeThIpe MPOrpaMmbl paboTaroT ¢ (haiiyiaMu OOBIYHBIX WA TEHEBBIX MApOJiel Mo/ib30BaTesel u
rpymm: /etc/passwd, /etc/group, /etc/shadow u /etc/gshadow.

Kaxxaast mporpamMMa BhIMOJTHSIET He0oOXoAyMble OJIOKUPOBKY Tepe[ rpeobpa3oBaHusMu. KomMaH b1
pwCOoNV 1 grpCconV BBITIONHSIOT CXOXKUH MOPSAZOK AelicTBUM. CHauasa yaisiioTCs 3aliCH U3 TEHEeBOTO
(haiisia KOTOPBIX HET B I7IaBHOM (patisie. 3aTeM OOHOB/ISIFOTCS 3aIMCH B TeHEBOM (haiisie KOTopbIe He
CoZieprKaT «X» BMECTO TapoJisi B IaBHOM (aiisie. [Taee 00aB/sIOTCS OTCYTCTBYIOLVE TeHEBbIe
3anvcy. HakoHell, aposii B IJIaBHOM (akisie 3aMeHsIFOTCS CUMBOJIOM «X». JJaHHBIe TIPOrpaMMbl MOXKHO
WCII0/Tb30BaTh Kak Jijis IepBOHaua/IbHOTO Tpeobpa3oBaHusl, Tak U [y 0OHOB/IeHHUs TeHeBOro (aiina,
€CJTY TVIaBHBIN (aiis pelakTUPOBAJICS BPYUYHYIO.

Komanza pwconv ucriosne3yeT 3HaueHus nmepemeHHbIXx PASS MIN_DAYS, PASS MAX_DAYS u
PASS_WARN_AGE us3 daiina /etc/login.defs npu qob6aBnenun HoBbix 3amnuceit B daiin /etc/shadow.

ITporpamMmbl PWUNCONV 1 grpunCcoNY TakKe BLITIOJTHSIOT CXOKUM TOPSZIOK fAeticTBuid. [lapomu B
r71aBHOM (haiisie 0OHOB/IAIOTCS U3 TeHEeBOTO (aiiia. 3armucHy, KOTOpbIe CYLECTBYIOT B TVIaBHOM (aiife,
HO He CYIIeCTBYIOT B TeHeBOM (hatisie 0CTaB/SIOTCSA Kak ecTh. 10 OKOHUaHWM, TeHeBOH (aiin
yzaansiercs. IHpopmanusi 06 ycTapeBaHUM Maposisi He yYUTHIBAETCS TPOrPaMMOI PWUNCONV.
KoHBepTUPYeTCsl TONBEKO BO3MOXKHOE.

ITAPAMETPHI
ITapameTpsl, MPUMEHUMBIE K PWCONV, PWUNCONV, grpconv u grpunconv:
—-h, ——help
[Moka3zaTh KPaTKyto CIPaBKy U 3aKOHUUThL paboTy.
-R, —-root CHROOT_DIR

Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

OLINBKU PEAJTN3ALINA
Ownbky B (haiiiax naposieid wiu rpymn (TUna HeBePHBIX WU [IyOIUPYIOIUXCS 3arUCei) MOTyT
3aLUK/TATH TIPOTPAMMY H/IM ITPOM30MAYT KaK1e—To APyrie CTPaHHbie Bely. [lepes KOHBepTaLyek
3anyctute PWcK u grpck, uto6bl KCIIPAaBUTL BO3MOXKHbBIE OLITUOKH.

HACTPOMKA
Crepytotijast mepemeHHasi HacTporiku B /etc/login.defs nsmensier mosegerve grpconv u grpunconv:

Cnepytolijast nepemeHHasi HacTporiku B /etc/login.defs usmensieT noseseHure pweonv:

DAJIBI
/etc/login.defs
COZAIeP>KUT KOH(PUTYPALUIO TIOACUCTEMEI TEHEBBIX MapoJieit
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CMOTPUTE TAKXE
grpck(8), login.defs(5), pwck(8).
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HA3BAHUE
useradd — peructTpupyeT HOBOTO MOJIb30BaTe/Isi M/TA U3MeHsieT MH(GOPMALUIO TI0 YMOTYaHUIO O HOBBIX
T10/Tb30BaTesIsIX

CHUHTAKCHUC

useradd [options] LOGIN
useradd -D
useradd -D [options]

OIMNCAHUE
Ipu 3anycke 6e3 napamerpa —D komanza useradd co3zaéT HOBYIO YUETHYHO 3aMUCh TI0JIL30BaTe s,
HCII0/Tb3ys1 3HAUEHUST M3 KOMAaHJHON CTPOKU U CUCTEMHbIE 3HAUeHwUsI [0 YMOJTYaHHI0. B 3aBrcHMOCTH
OT MapamMeTpOB KOMaH/IHOM CTPOKH, koMaHza useradd o6HOB/IsieT cucTeMHble (haiisibl, a TAK)KE MOXKET
€O31aTh JOMAILIHUI KaTaor HOBOTO M0/Ib30BATE/Is U CKOMMPOBATh Haua/ibHbIe (aii/ibl HACTPOEK.

Mo ymouaHuIo, [/l HOBOTO TI0/IB30BATeIsI TAKXKE CO3LaéTcsi rpymmna (cMoTpute napamerpsl —g, —N,
-U u USERGROUPS_ENAB).

ITAPAMETPHI
IMapameTps! KomaH b Useradd:

——badname
Allow names that do not conform to standards.

-b, ——base—dir BASE_DIR
The default base directory for the system if —-d HOME_DIR is not specified. BASE_DIR is
concatenated with the account name to define the home directory.

Ecau sTOT mapameTp He 3a/iaH, TO KoMaH/a useradd Oyaet ucnonb30BaTh 6a30BbIN KaTasor,
yka3aHHbIi B iepemenHori HOME B datine /etc/default/useradd unaue /home (o ymonuatmutio).

—c, ——comment COMMENT
Any text string. It is generally a short description of the account, and is currently used as the field
for the user's full name.

—-d, ——home-dir HOME_DIR
The new user will be created using HOME_DIR as the value for the user's login directory. The
default is to append the LOGIN name to BASE_DIR and use that as the login directory name. If
the directory HOME_DIR does not exist, then it will be created unless the —M option is specified.

-D, ——defaults
CMotpurte pasee B Tiofpaszene «V3MeHeHVe 3HaUEHUN TI0 YMOTUaHUFO.

—e, ——expiredate EXPIRE_DATE
[Iara, Koryja yuéTHasi 3ar1ch moJib3oBartesis Oyet 3abnokupoBana. [lata 3afaétcs B popmare
I[TTT—MM-/]I.

Ecau sToT mapameTp He 3a/iaH, TO KoMaH/ja useradd OyaeT UCIonb30BaTh AaTy yCTapeBaHuUs 110
yMoOJTUaHuI0, yKa3aHuHyto B epemenHoit EXPIRE B datine /etc/default/useradd, unaue nycrytro
cTpoKy (6e3 ycTapeBaHus1, 10 yMO/TUAHUIO).

—f, ——inactive INACTIVE
defines the number of days after the password exceeded its maximum age where the user is
expected to replace this password. The value is stored in the shadow password file. An input of 0
will disable an expired password with no delay. An input of —1 will blank the respective field in
the shadow password file. See shadow(5)for more information.

Ecau 3TOT mapameTp He 3aziaH, To KoMaH/ja useradd OyeT 1Cronb30BaTh CPOK HEAKTUBHOCTH 110
yMoJuaHuo, ykasaHHbii B miepemerHoii INACTIVE B datine /etc/default/useradd wmu —1 (o
YMOJTUAHHUIO).

—-F, ——add-subids—for-system
Update /etc/subuid and /etc/subgid even when creating a system account with —r option.
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—-g, ——gid GROUP
The name or the number of the user's primary group. The group name must exist. A group humber
must refer to an already existing group.

If not specified, the behavior of useradd will depend on the USERGROUPS_ENAB variable in
[etc/login.defs. If this variable is set to yes (or —U/--user—group is specified on the command
line), a group will be created for the user, with the same name as her loginname. If the variable is
set to no (or —~N/——no-user—group is specified on the command line), useradd will set the
primary group of the new user to the value specified by the GROUP variable in
[etc/default/useradd, or 1000 by default.

—-groups GROUP1[,GROUP2,...[,GROUPN]I]]

A list of supplementary groups which the user is also a member of. Each group is separated from
the next by a comma, with no intervening whitespace. The groups are subject to the same
restrictions as the group given with the —g option. The default is for the user to belong only to the
initial group. In addition to passing in the —G flag, you can add the option GROUPS to the file
[etc/default/useradd which in turn will add all users to those supplementary groups.

—-h, ——help
[Moka3zaTh KpaTKyto CIPaBKy U 3aKOHUUThL paboTy.
-k, ——skel SKEL_DIR

Karasor c 11ab/ioHaMu, KOTOPbIH COZEPKUT (haii/ibl ¥ KaTaory A1Jisi KOTTUPOBAHUS B OMAIITHUN
KaTasior MoJib30BaTeist IPY CO3/jaHHM IOMALIHero Karaaora KoMaHzoi useradd.

I
9

ITOT mapaMeTp MOXKHO KCII0/Ib30BaTh TOJIBKO C MapaMeTpoM —M (uu ——create—home).

Ecau 3TOT mapameTp He 3a/laH, TO Kartasior 11ab/IoHOB onpe/ienseTcs nepemenHol SKEL u3
(aiina /etc/default/useradd, nnu paeen /etc/skel (mo ymonuauuio).

Eciu Bo3MOXxHO, BbINo/iHseTcs korupoBaHre ACL 1 pacinivpeHHbIX aTpubyToB.

-K, ——key KEY=VALUE
Overrides /etc/login.defs defaults (UID_MIN, UID_MAX, UMASK, PASS_MAX_DAYS and
others).

Example: -K PASS_MAX_DAYS =—1 can be used when creating an account to turn off password
aging. Multiple —K options can be specified, e.g.: -K UID_MIN =100 -K UID_MAX=499

-l, ——no-log-init
He no6asnsath mosb3oBaress B 6a3wl ganHbix lastlog u faillog.

By default, the user's entries in the lastlog and faillog databases are reset to avoid reusing the entry
from a previously deleted user.

If this option is not specified, useradd will also consult the variable LOG_INIT in the
[etc/default/useradd if set to no the user will not be added to the lastlog and faillog databases.

—-m, ——create—home
Co3parhb OMallHKUI KaTaior TI0/1b30BaTesisl, eC/IM OH He CyiiecTByeT. Paii/ibl U KaTajory,
cofiepyKalluecs B Karajore 11abjoHOB (KOTOPBIM MOXKHO yKa3aTh C MOMOIIbI0 apameTpa the —K
option), 6yayT CKOMMPOBAHbI B JOMAIIIHUI KaTasIor.

ITo ymomruaHuto, ecsiv 3TOT IapaMeTp He yKa3aH U He 3afaHa epemenHasi CREATE_HOME,
JOMAILHHI KaTasior He CO3/jaéTCsl.

The directory where the user's home directory is created must exist and have proper SELinux
context and permissions. Otherwise the user's home directory cannot be created or accessed.

-M, ——no-create—-home
Do not create the user's home directory, even if the system wide setting from /etc/login.defs
(CREATE_HOME) is set to yes.
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—N, ——no-user—group
He co3paBats rpyrimy € TEM )Ke UMEHEM Kak y TI0/Ib30Baresisi, HO Z06aBUTh M0JIb30BaTe/Is B
rpyIny, 3aJaHHyto napamerpom —( wiu nepemenHoii GROUP u3 datina /etc/default/useradd.

[MoBeneHue no ymMmoauaHuio (eciu He ykasas napametp —¢, —N u —U) omnpezenseTcs riepeMeHHOM
USERGROUPS_ENAB u3 datina /etc/login.defs.

-0, ——non-unique
allows the creation of an account with an already existing UID.

This option is only valid in combination with the —u option. As a user identity serves as key to
map between users on one hand and permissions, file ownerships and other aspects that determine
the system's behavior on the other hand, more than one login name will access the account of the
given UID.

—-p, ——password PASSWORD
defines an initial password for the account. PASSWORD is expected to be encrypted, as returned
by crypt (3). Within a shell script, this option allows to create efficiently batches of users.

Without this option, the new account will be locked and with no password defined, i.e. a single
exclamation mark in the respective field of /etc/shadow. This is a state where the user won't be
able to access the account or to define a password himself.

Note:Avoid this option on the command line because the password (or encrypted password) will
be visible by users listing the processes.

BBI 0/DKHBI TIPOBEPUTD, UTO 11AapO/Ib COOTBETCTBYET ITOJIMTHKE CUCTEMHBIX Maposieit.

-r, ——system
Co37aTh CUCTEMHYIO YUETHYIO 3aIHCh.

CuctemHbIe TI0/Ib30BaTe/ U CO3/1atoTcs 6e3 uHpopmaruu 06 ycrapeBanuu B /etc/shadow, u ux
UKMC/IOBbIE WAEHTU(HUKATOPEI BhIOKpatoTcs u3 AuanaszoHa SYS_UID_MIN-SYS_UID_MAX,
oripezgenénnoro B /etc/login.defs, a ve us UID_MIN-UID_MAX (370 >ke KacaeTcsi ¥ UacTH C
GID nipu co3panuu Tpyri).

Note that useradd will not create a home directory for such a user, regardless of the default setting
in /etc/login.defs (CREATE_HOME). You have to specify the —m options if you want a home
directory for a system account to be created.

Note that this option will not update /etc/subuid and /etc/subgid. You have to specify the —F
options if you want to update the files for a system account to be created.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT _DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

—P, ——prefix PREFIX_DIR
Apply changes to configuration files under the root filesystem found under the directory
PREFIX_DIR. This option does not chroot and is intended for preparing a cross—compilation
target. Some limitations: NIS and LDAP users/groups are not verified. PAM authentication is
using the host files. No SELINUX support.

-s, ——shell SHELL
sets the path to the user's login shell. Without this option, the system will use the SHELL variable
specified in /etc/default/useradd, or, if that is as well not set, the field for the login shell in
[etc/passwd remains empty.

-u, ——uid UID
YucnoBoe 3HaueHue ueHTHUUKaTopa rnosb3oBaressi (ID). OHo [o/mKHO OBITh YHUKATBHBIM, €C/TH
He UCTI0JIB3YeTCs MapaMeTp —0. 3HaueHue JJ0/DKHO ObITh HEOTPULATe/IbHBIM. [10 yMOTUaHKIO

WCTIO/b3yeTCsl HauMmeHbiiiee 3HaueHue |D 6osbiiee umu pasaoe UID_MIN u 6osbiiiee uem y
OCTaJIbHBIX TI0/Ib30BaTeNeH.
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CMmotpurte Takxke ormcadue —r u UID_MAX.

-U, ——user—group
Co3zaTh TpyIIIy € TeM >ke UMeHeM UTO U Y M0/Ib30Batesisi, ¥ 00aBUTh TI0/Ib30BaTess B 3Ty
rpymiy.

IMoBeneHue o ymoauaHuio (eciu He ykasas napametp —¢, —N u —U) onpezensieTcs riepeMeHHOM
USERGROUPS_ENAB u3 datina /etc/login.defs.

—-Z, ——selinux—user SEUSER
defines the SELinux user for the new account. Without this option, SELinux uses the default user.
Note that the shadow system doesn't store the selinux—user, it uses semanage(8) for that.

——selinux-range SERANGE
defines the SELinux MLS range for the new account. Without this option, SELinux uses the
default range. Note that the shadow system doesn't store the selinux-range, it uses semanage(8)
for that.

This option is only valid if the —Z (or ——selinux—user) option is specified.

V3MeHeHve 3HAUEHHH 110 YMOTYAHHIO
ITpu 3arycke IpoOrpaMmebI TOIBKO € Tlapamerpom —D komanga useradd rmokasbiBaeT TeKyLye 3HaueHust
o ymosuanuto. Ecii mporpamma 3aryckaercsi ¢ napamerpom —D BMecTe ¢ Apyrumu rapameTpamu, To
useradd o6HOB/IsIET 3HAUEHUS TIO YMOTUaHUIO 3TUX YKa3aHHBIX MapameTpoB. V3mMeHsieMble
MapameTpai:

-b, ——base—dir BASE_DIR
sets the path prefix for a new user's home directory. The user's name will be affixed to the end of
BASE_DIR to form the new user's home directory name, if the —d option is not used when creating
a new account.

Itot napametp usmensieT nepemennyro HOME B datine /etc/default/useradd.

—e, ——expiredate EXPIRE_DATE
sets the date on which newly created user accounts are disabled.

1ot napametp usmensieT nepemenHyro EXPIRE B daiine /etc/default/useradd.

—f, ——inactive INACTIVE
defines the number of days after the password exceeded its maximum age where the user is
expected to replace this password. See shadow(5)for more information.

1ot napametp usmensieT nepemennyto INACTIVE B daiine /etc/default/useradd.

—-g, ——gid GROUP
sets the default primary group for newly created users, accepting group names or a numerical
group ID. The named group must exist, and the GID must have an existing entry.

1ot napametp usmensieT nepemenHyro GROUP B oaiine /etc/default/useradd.

-s, ——shell SHELL
defines the default login shell for new users.

Stot napametp usmensieT nepemennyo SHELL B daiine /etc/default/useradd.
3AMEUAHUNA

CucTeMHBIN a[MUHUCTPATOP CaM pelliaeT, Kakue (ailibl Hy>KHO MOJIOKUTD B Karasior /etc/skel/ (wmu B
nroboii pyroi Katasior 1mabnoHoB, ykasaHHbI B /etc/default/useradd i B komaHHOM CTpOKeE).

ITPEOOCTEPEXXEHUA
Hesnb3st nobaButh mosb3oBaress B rpynmny NIS wiu LDAP. 31o HeobxoauMo fenaTh Ha
COOTBETCTBYIOLLIEM CepBepe.

Tak>Ke, ecii UMsI TI0JIb30BaTe/Ist yKe CyL[eCTBYeT BO BHellHel 6a3e maHHbix Takoi kak NIS v LDAP,
To useradd He cTaHeT co3/laBaTh YUETHYIO 3aMTUCh T0JIb30BATES.
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Usernames may contain only lower and upper case letters, digits, underscores, or dashes. They can end
with a dollar sign. Dashes are not allowed at the beginning of the username. Fully numeric usernames
and usernames . or .. are also disallowed. It is not recommended to use usernames beginning with .
character as their home directories will be hidden in the Is output.

VmeHa 1o/sib30Baresieil MOryT ObITh /TMHOM He 6osee 32 3HAKOB.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAMSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/passwd
COZeP>KUT MH(OPMALIUO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIX

/etc/group
COAep>KUT MHGOPMALIUIO O TPYIIaxX

/etc/gshadow
COZIEP>KUT 3allUIIaeMyt0 WH(POPMALUIO O TPYIIIax
[etc/default/useradd

3HaueHUs 110 YMOJTYAHHIO JIJIsi CO37IaBaeMOl YUETHOU 3ammcy

/etc/shadow—maint/useradd—pre.d/*, /etc/shadow—maint/useradd—post.d/*
Run—part files to execute during user addition. The environment variable ACTION will be
populated with useradd and SUBJECT with the username. useradd-pre.d will be executed prior
to any user addition. useradd—post.d will execute after user addition. If a script exits non-zero
then execution will terminate.

[etc/skel/
KaraJior, cofiepyKaiui (aiiibl 10 yMOTJaHHIO

/etc/subgid
Per user subordinate group IDs.

[etc/subuid
Per user subordinate user 1Ds.

/etc/login.defs
COZIeP>KUT KOH(PUTYPALUIO TIOACUCTEMBI TEHEBBIX Maposieit

BO3BPALIAEMBIE 3HAYEHUA
The useradd command exits with the following values:

0
success
1
can't update password file
2
invalid command syntax
3
invalid argument to option
4
UID already in use (and no —0)
6
specified group doesn't exist
9
username or group name already in use
10
can't update group file
12
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can't create home directory

14
can't update SELinux user mapping

CMOTPUTE TAKXE
chfn(1), chsh(1), passwd(1), crypt(3), groupadd(8), groupdel(8), groupmod(8), login.defs(5),
newusers(8), subgid(5), subuid(5), userdel(8), usermod(8).
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HA3BAHUE

userdel — ymansier yuéTHyto 3anuch U (aiisibl Moyib30BaTesis

CHHTAKCHC

userdel [options] LOGIN
OIMNCAHUE

Komanga userdel u3mensier cucteMHble (aiiibl YIETHBIX 3aITUCEH, YAassis BCe 3aNUCH, OTHOCSLIAECS K
yKa3aHHOMY MMeHH_I10/1b30Baresisi. 3aZlaHHast y4eTHasl 3aMych JoJDKHA CyIieCTBOBATh.

ITAPAMETPHI
IMapameTps! kKoman bl Userdel:

—f, ——force
C 3TiM rapaMeTpoM YUETHas 3arich OyZeT yznasneHa, iake eCJii T0/Ib30BaTe/ b B STOT MOMEHT
pabotaert B cucteme. OH Takxe 3actassier Userdel yaanute moMaiiiHuii KaTasior nojb30Baresis u
TIOYTOBBIN SILHK, Ja)Ke eC/TH JPYToH M0Ib30BaTe b UCIIOMB3YeT TOT JKe JOMAIllHHUH KaTaaor Wiu
€CJI TIOUTOBBIH AWK He MPUHA/IEXUT JaHHOMY TMOJb30BaTe/r0. Ecyi 3HaueHue
USERGROUPS_ENAB pagHo Yyes B daiise /etc/login.defs u eciu cyiectByeT rpyrma ¢ UMeHeM
yZa/isieMoro To/ib30BaTeJIst, TO 3TO IPyma OyzeT yaasaeHa, JaXke eCld OHa BCE eILE SB/ISeTCS
TIePBUYHO IPYMIION [PYTOTO MOJIb30BaTeIs.

3ameuaHue: DTOT ITapaMeTp OMacHO UCIOJB30BATh; OH MOXKET MPUBECTH CUCTeMY B Hepabouee
COCTOSTHUE.

—-h, ——help

I[Toka3aTb KpaTKylo CIpaBKy ¥ 3aKOHUUTH PaboTy.

-, ——remove
daiisipl B JOMAIIHEM KaTajiore Toyib30BaTess OyayT yzaieHbl BMeCTe C CAMHAM JOMAaLIHUM
KaTaJIoroM M TIOUTOBBIM sIIIUKOM. [Tosib30BaTenbckue aiiiibl, paconoykKeHHbIe B IPYTHX
(haliyIoBBIX CcHCTEMaXx, Hy)KHO UCKaTh U Yja/IsiTh BDyUHYIO.

Wwms ¢aiina moutoBoro siivka 3agaétcs nepemenHoit MAIL_DIR B daiine login.defs.

-R, —-root CHROOT_DIR
Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

—P, ——prefix PREFIX_DIR
Apply changes in the PREFIX_DIR directory and use the configuration files from the
PREFIX_DIR directory. This option does not chroot and is intended for preparing a
cross—compilation target. Some limitations: NIS and LDAP users/groups are not verified. PAM
authentication is using the host files. No SELINUX support.

—-Z, ——selinux-user
Yiansiet Bce Mo/b30BaTeNbCKUe corocTapenus SELINUX fi/ist yuéTHOM 3armucy MoJib30BaTets.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

DANJIBI
/etc/group
COAeP>KUT MH(OPMALIUIO O TPYIIaxX

/etc/login.defs
COZAIeP>KUT KOH(PUTYPALUIO TIOACUCTEMBI TEHEBBIX MapoJieit

/etc/passwd
COZAeP>KUT MH(OPMALIUO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIX

/etc/shadow—maint/userdel-pre.d/*, /etc/shadow—maint/userdel—post.d/*
Run—part files to execute during user deletion. The environment variable ACTION will be
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populated with userdel and SUBJECT with the username. userdel—pre.d will be executed prior
to any user deletion. userdel—post.d will execute after user deletion. If a script exits non—zero then
execution will terminate.

/etc/subgid
Per user subordinate group IDs.

[etc/subuid
Per user subordinate user 1Ds.

BO3BPALIAEMBIE 3HAYEHUA
The userdel command exits with the following values:

0

success
1

can't update password file
2

invalid command syntax
6

specified user doesn't exist
8

user currently logged in
10

can't update group file
12

can't remove home directory

MMPEJOCTEPEXXEHUSA

Komanga userdel He mo3BosT yaanuTh YUETHYIO 3aIHCh, €C/IU eCTh 3aylieHHbIe TTPOLIeCCHl,
TIpYHAaJIeXKalljye JaHHOHM yuéTHOM 3armucy. B 3ToM citydyae BbI MOJKeTe yanuTh 3TH POL{eCChl MK
3ab/I0KMPOBATh MapOoJIb MOIb30BaTe IS MM YYETHYIO 3aIUCh, a 3aTeM yAalIUTh YUETHYIO 3anvch. Ecim
yka3sas niapameTtp —f, To yuéTHas 3amuce OyzeT yaneHa HeCMOTPSI HY Ha UTo.

BB 10/DKHBI BDYUHYO TTPOBEPUTE Be (aiisioBble CUCTeMBI, YTOOBI yOeAUTHCS, UTO He 0CTaIoCh
(haityioB, MpUHAAJIEXKAIIUX 3TOMY TI0/Ib30BaTeHo.

Henb3s yaamute NIS atpubyTel kmuenta NIS. 3to Heobxoaumo caenats Ha NIS cepsepe.

Eciu 3nauenue nepemennoit USERGROUPS_ENAB pagHo Yes B daiine /etc/login.defs, to userdel
YAAIUT TPYIITy C UIMEHEM Kak y T10/1b30Baresisi. Uto6b! n36exkaTh paccornacoBaHHOCTH B 6a3ax AaHHBIX
TpyIIN ¥ Tiaposiei, userdel mpoBepuT, uTO JaHHAs TPYIIA He UCIIO/b3YeTCs B KAUeCTBe MePBUYHOM [Jist
JPYTOTO I0/Ib30BaTeJIst, ¥ BBIAACT MpeAyTpeXxaeHue 6e3 yaanenus, ecyiv Takoe ciayuntcst. [lapamerp —f
MIOMOXKET YA/IMTh TPYIIY B F0O0M Ciiyuae.

CMOTPUTE TAKXE
chfn(1), chsh(1), passwd(1), login.defs(5), gpasswd(8), groupadd(8), groupdel(8), groupmod(8),
subgid(5), subuid(5), useradd(8), usermod(8).
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HA3BAHUE

usermod — r3MeHsieT YUETHYIO 3aIHCh MOJIb30BaTeIs
CHUHTAKCHUC

usermod [options] LOGIN

OIMNCAHUE
The usermod command modifies the system account files.

ITAPAMETPHEI
IMapameTpsl KOMaH/IbI USErmod:
-a, ——append
To6aBuTh M0O/IL30BaTE/IsI B IOTIOIHUTE/bHYO TpyTiny(bl). VICMo/mp30BaTh TOIBKO BMECTE C
rapametpom —G.
—b, ——badname
Allow names that do not conform to standards.

—c, ——comment COMMENT
update the comment field of the user in /etc/passwd, which is normally modified using the chfn(1)
utility.

—-d, =——home HOME_DIR
JoMatiiHuii KaTasior HOBOTO TI0/Tb30BaTerIsl.

If the —m option is given, the contents of the current home directory will be moved to the new
home directory, which is created if it does not already exist. If the current home directory does not
exist the new home directory will not be created.

—e, ——expiredate EXPIRE_DATE
The date on which the user account will be disabled. The date is specified in the format
YYYY—MM-DD. Integers as input are interpreted as days after 1970-01-01.

An input of —1 or an empty string will blank the account expiration field in the shadow password
file. The account will remain available with no date limit.

Inist aToro mapameTpa Tpebyetcst ¢aiin /etc/shadow. IMpu orcyrcrBuu B /etc/shadow cospaérces
HeobxoayMas 3arich.

—f, ——inactive INACTIVE
defines the number of days after the password exceeded its maximum age during which the user
may still login by immediately replacing the password. This grace period before the account
becomes inactive is stored in the shadow password file. An input of 0 will disable an expired
password with no delay. An input of —1 will blank the respective field in the shadow password file.
See shadow(5) for more information.

Inist aToro mapameTpa Tpebyetcst ¢aiin /etc/shadow. IMpu otcyrcrBuu B /etc/shadow cosmaéres
HeobxoayMas 3arich.

—-g, ——gid GROUP
The name or numerical ID of the user's new primary group. The group must exist.

Bce ¢aiisel B foMariHeM Kartasiore M0oIb30BaTesIs, IPUHA/Ie)KaBIlve MpeJbIayIiei TepBUYHOM
TpyTIIie Mob30Baresis, OyayT MpuHaz/e)kaTh HOBOU TpyTIIIe.

I'pynmoBoro BnagenbLia (haitioB BHe JOMaIIHEro KaTaaora Hy>KHO U3MEHHUTh BPYUHYIO.

The change of the group ownership of files inside of the user's home directory is also not done if
the home dir owner uid is different from the current or new user id. This is a safety measure for
special home directories such as /.

-G, ——groups GROUP1[,GROUP2,...[,GROUPN]]]
A list of supplementary groups which the user is also a member of. Each group is separated from
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the next by a comma, with no intervening whitespace. The groups must exist.

Ecmm nonbe3oBatesnb — uiieH IPYNITbI, KOTOPOH B yKa3aHHOM CITHCKe HeT, TO T10/Ib30BaTerb
yAassieTcs U3 3TOM rpymnbl. Takoe 1MoBefieHHe MO>KHO M3MEHUTE C TIOMOLL[BIO [TapamMeTpa —a, Ipy
yKa3aHWHU KOTOPOTO K yyKe MMEeIOIIeMYCsl CITICKY TPYIII T0/Ib30BaTe/Is 100aBseTcs: ClICOK
YKa3aHHbIX JIOTIOHUATE/BHBIX [PYIIL.

-1, =—login NEW_LOGIN

Wwms nonb3oBarens OyaeT usmenero ¢ UM nva HOBOE,_MMS. Bosbiiie HUuero He MeHsiercsi. B
YACTHOCTHU, BEPOSITHO, IO/DKHO OBITh U3MEHEHO MMl [IOMAIIIHero KaTajora U MOoYTOBOTO SIIUKA,
yTOOBI OTPA3UTh U3MEHEHHE UMEHH T0/Tb30BaTe/Is.

-L, ——lock

3ab/10KUpOBaTh MapoJib MOIB30BaTesst. OTO Jle/laeTcs TIOMelleHreM CHMBOJIa «!» B Hagano
IM(POBaHHOTO MapoJIst, YTOOLI IPUBOAUT K OIOKUPOBKe Maposisi. He vicmosnb3yiiTe 3TOT apameTp
BMecTe ¢ —p win —U.

3ameuaHue: eC/ Bbl XOTUTe 3a0/I0KUPOBaTh YUETHYIO 3aMUCh (He TOJIBKO JOCTYII TI0 MapoJIio),
Takke ycraHosute 3Hauenre EXPIRE_DATE B 1.

—m, ——move—home

moves the content of the user's home directory to the new location. If the current home directory
does not exist the new home directory will not be created.

3TOT mapaMeTp MOXKHO KCII0JIh30BaTh TOJBKO ¢ nmapamerpom —d (uim ——home).
Komanzia usermod mbITaeTcst U3MEHUTS BJia/iesiblieB ¢aiiioB u KormpyeT rpasa, ACL u

pacIivpeHHble aTpubyThl, HO MOC/Ie Heé BCEé paBHO MOTYT MOTPeO0BAThCSI HEKOTOPhIE PyUHbIE
JIeHCTBHS.

-0, ——non-unique

allows to change the user ID to a non—-unique value.

This option is only valid in combination with the —u option. As a user identity serves as key to
map between users on one hand and permissions, file ownerships and other aspects that determine
the system's behavior on the other hand, more than one login name will access the account of the
given UID.

-p, ——password PASSWORD

defines a new password for the user. PASSWORD is expected to be encrypted, as returned by
crypt (3).

Note: Avoid this option on the command line because the password (or encrypted password) will
be visible by users listing the processes.

BBI 0/DKHBI TIPOBEPUTD, UTO 11apO/Ib COOTBETCTBYET ITOJIMTHKE CUCTEMHBIX MaposIeit.

-Ir, ——remove

Remove the user from named supplementary group(s). Use only with the —G option.

-R, ——root CHROOT_DIR

Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

—P, ——prefix PREFIX_DIR

Apply changes within the directory tree starting with PREFIX_DIR and use as well the
configuration files located there. This option does not chroot and is intended for preparing a
cross—compilation target. Some limitations: NIS and LDAP users/groups are not verified. PAM
authentication is using the host files. No SELINUX support.

-s, —shell SHELL

changes the user's login shell. An empty string for SHELL blanks the field in /etc/passwd and logs
the user into the system's default shell.

-u, ——uid UID
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The new value of the user's ID.

OHO J0/KHO OBbITh YHUKA/ILHBIM, €C/TH He UCTIONb3YyeTCs apaMeTp —0. 3HaueHHe [JO/DKHO OBbITh
HeOTpULIaTeIbHBIM.

[17151 TouTOBOTO SIIMKA M BCeX (haiiioB, KOTOPBIMU BiIafleeT MoIb30BaTe/b U KOTOPbIe
PAcCIIoJIOKeHbI B ero JOMalllHeM Katasiore, uieHTH(UKaTop Biagensiia daiiia Oyzet uaMeHEH
aBTOMAaTHUeCKH.

st paitos, pacriosioykeHHBIX BHE JOMaIIIHero KaTauora, HeHTU(GHUKATOp Hy)KHO U3MeHSITh
BPYYHYIO.

The change of the user ownership of files inside of the user's home directory is also not done if the
home dir owner uid is different from the current or new user id. This is a safety measure for
special home directories such as /.

Huxkakux nipoepok o UID_MIN, UID_MAX, SYS _UID_MIN wm SYS_UID_MAX u3
[etc/login.defs e mpousBoaUTCS.

-U, ——unlock
Pa36/10KUpOBaTh MApoJib MOJIB30BaTe Ist. OTO BHIMOJHSAETCS yaJleHHeM CUMBoIa «!» U3 Hadana
um@poBaHHOTro maposs. He ncnomnb3yiiTe 3TOT mapameTp BMecTe ¢ —P wam —L.

3ameuaHue: eC/M BbI XOTUTe Pa3bI0KUPOBaTh YUETHYIO 3aMUCh (He TOJIBKO JOCTYII TI0 MapoJiio),
TaKkxke ycraHoBuTe 3HaueHrue EXPIRE_DATE (nanpumep, B t0 99999 miv paBHbIM 3HAUEHUIO
EXPIRE u3 ¢aiina /etc/default/useradd).

-v, ——add-subuids FIRST-LAST
Add a range of subordinate uids to the user's account.

This option may be specified multiple times to add multiple ranges to a user's account.

No checks will be performed with regard to SUB_UID_MIN, SUB_UID_MAX, or
SUB_UID_COUNT from /etc/login.defs.

-V, ——del-subuids FIRST-LAST
Remove a range of subordinate uids from the user's account.

This option may be specified multiple times to remove multiple ranges to a user's account. When
both ——del-subuids and ——add-subuids are specified, the removal of all subordinate uid ranges
happens before any subordinate uid range is added.

No checks will be performed with regard to SUB_UID_MIN, SUB_UID_MAX, or
SUB_UID_COUNT from /etc/login.defs.

—-w, ——add-subgids FIRST-LAST
Add a range of subordinate gids to the user's account.

This option may be specified multiple times to add multiple ranges to a user's account.

No checks will be performed with regard to SUB_GID_MIN, SUB_GID_MAX, or
SUB_GID_COUNT from /etc/login.defs.

-W, ——del-subgids FIRST-LAST
Remove a range of subordinate gids from the user's account.

This option may be specified multiple times to remove multiple ranges to a user's account. When
both ——del-subgids and ——add-subgids are specified, the removal of all subordinate gid ranges
happens before any subordinate gid range is added.

No checks will be performed with regard to SUB_GID_MIN, SUB_GID_MAX, or
SUB_GID_COUNT from /etc/login.defs.
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—-Z, ——selinux—user SEUSER
defines the SELinux user to be mapped with LOGIN. An empty string (") will remove the
respective entry (if any). Note that the shadow system doesn't store the selinux—user, it uses
semanage(8) for that.

——selinux-range SERANGE
defines the SELinux MLS range for the new account. Note that the shadow system doesn't store
the selinux—range, it uses semanage(8) for that.

This option is only valid if the —Z (or ——selinux—user) option is specified.

MMPEJOCTEPEXXEHUSA
You must make certain that the named user is not executing any processes when this command is being
executed if the user's numerical user ID, the user's name, or the user's home directory is being changed.
usermod checks this on Linux. On other operating systems it only uses utmp to check if the user is
logged in.

BbI ZI0/DKHBI BpYUHYHO U3MEHUTD Biafiesiblia Bcex Qaiinos crontab wiu 3amanuii at.
Be1 fomkHb! cenarh Bce n3meHennst NIS Ha cepepe NIS camocTositensHo.

HACTPOMKA
Ha paboTy 3TOro MHCTpyMeHTa BAKSIOT C/Ie/lyOLe TiepeMeHHbIe HacTpotiku u3 /etc/login.defs:

OAVIIBI
/etc/group
Group account information

/etc/gshadow
Secure group account information

/etc/login.defs
Shadow password suite configuration

/etc/passwd
User account information

/etc/shadow
Secure user account information

/etc/subgid
Per user subordinate group IDs

[etc/subuid
Per user subordinate user IDs

CMOTPUTE TAKXE
chfn(1), chsh(1), passwd(1), crypt(3), gpasswd(8), groupadd(8), groupdel(8), groupmod(8),
login.defs(5), subgid(5), subuid(5), useradd(8), userdel(8).
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HA3BAHUE
VipW, Vigr — mo3BOJISIIOT pejakKTUPOBAaTh (haii/ibl apoJield, FPyI, TEHeBbIX MAPOJIel Mojb30BaTesei
WY TPYIII.

CHHTAKCHC

vipw [options]
vigr [options]

OIMNCAHUE
The vipw and vigr commands edit the files /etc/passwd and /etc/group, respectively. With the —s flag,
they will edit the shadow versions of those files, /etc/shadow and /etc/gshadow, respectively. The
programs will set the appropriate locks to prevent file corruption. When looking for an editor, the

programs will first try the environment variable $VISUAL, then the environment variable $EDITOR,
and finally the default editor, vi(1).

ITAPAMETPHI
IMapameTpsl KOMaH/ VipWw u Vigr:

-g, ——group
PezakTipoBath 6a3y JAHHBIX CPYIIL.
—-h, ——help
[Tokasarb KPaTKyO CIIPABKY U 3aKOHUUTH PaboTy.
-p, ——passwd
PenakTrpoBath 6a3y JaHHbIX Passwd.
—(, ——quiet
He BoIBOUTE COOOIIIEHUI TIPU paboTe.
-R, —-root CHROOT_DIR

Apply changes in the CHROOT_DIR directory and use the configuration files from the
CHROOT_DIR directory. Only absolute paths are supported.

-s, ——shadow
PenaktupoBath 06a3y fgaHHbix shadow wmu gshadow.

OKPY)XXEHUE
VISUAL
PefakTop, KOTOpGIH OyJeT BbI3BaH.

EDITOR
PenjakTop, KOTOpbIH Oy/ieT BbI3BaH, ec/iv He 3ajiaHa repemenHast VISUAL.

DANJIBI
/etc/group
COAep>KUT MHGOPMALIUIO O TPYIIaxX

/etc/gshadow
COZIEP>KUT 3allUIIaeMyt0 WH(POPMALUIO O TPYIIIax

/etc/passwd
COZAeP>KUT MH(OPMALIUIO O TT0JTh30BaTesIsIX

/etc/shadow
COZIEP>KUT 3allHIIaeMyt0 WH(POPMALUIO O TI0/Tb30BaTeIsIX

CMOTPUTE TAKXE
vi(1), group(5), gshadow(5) , passwd(5), , shadow(5).
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