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Abstract

This document defines a capability-based extension to the Network
Configuration Protocol (NETCONF) that allows time-triggered
configuration and management operations. This extension allows
NETCONF clients to invoke configuration updates according to
scheduled times, and allows NETCONF servers to attach timestamps to
the data they send to NETCONF clients.

Status of this Memo

This Internet-Draft 1s submitted to IETF in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups may also distribute working documents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://www.ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://www.ietf.org/shadow.html.

Ml 2
i e

Interpet—Draft—wild prre—onNoevember—This Internet-Draft will
expire on January 27,2645+

2016.

mber—Mizrahi, Moses Expires January 27,
ge— 2016 [Page 1]




Internet-Draft Time Capability in NETCONF July 2015

Copyright Notice

Copyright (c) 2015 IETF Trust and the persons identified as the
document authors. All rights reserved.

This document is subject to BCP 78 and the IETF Trust’s Legal
Provisions Relating to IETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted from this document must
include Simplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Simplified BSD License.

Table of Contents

| Tt v dra 2~ 3
LT e T TT T 1T OTrCr C I UUTT o e ¢ © ¢ ¢ © © o o o o o o o o o o © o o o o o o o © o o © o o © o o o o © o o o o o o o o o o o o o
2 OComszant a1 armea 2o 20 g o A~ o 4
. IV ITCT T OUTOS @ ) oL J S CIT 1O A\ Awy It TT T e e o ¢ @ © o o o o o o o o o o o o o o o o o o o o o o o o
2 1 KAasrgarda 4
e L e S _YVV\JJ.\AU. @ © © o o o o o o © o © o o © o o o o © o o © o © ° o © o o © o © © o © o o © o o © o o o o ° * o
2 2 AN N T N | nea 4
. . AR NN g VITOTTCTITUTITIOS e o © ¢ ¢ ¢ ¢ o o o o o o o o o o o o o o o o o o © o o o o o o o o o o o o o o o o o o o
2 2 MTearma A~ oz 5
* J o s J_lll_LJ.l\J_L\J\j_Y @ © © o o o o o o o o o o o © o o © o © o o © o o © o o © o © o o © o o © o o © o ° o o o o o
2 TTatmer Mo 1 NETOAONE 5
. \JL)_LJ.J.\j L TTIT J S NI T 1T TV LT e @ o © © o © o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
2 1 T M Ot Ty b o Nt e n ] 5
— e L e LTI L TTIT ur/uU_L_L_L L_,_Y J S (& R\ S S i LT "¢ e o © o o o o o o o o o o o o o o o o o o o o o
22 Nt fFfaaat2~ma oA oo ATl ]l b0 A MaAacaa~~a 7
e . N O T 11T 1T A CITUTTHO T aTT T T OOC1TOUTT T uuu\j D e e © o e o o o o o o o o o o o o o o
2 2 QT TN AN NE IS i BN N A Wt~ e 9
e T e u_YJ.l J A N S N/ R R AT} @ N WP SN B L_Ak)r/ T 0 @ o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
2 A QP SN EET| A Mmoo Format 10
e T e J T A\ AW i =y oL T TTTT T UTIIMTTI T e ¢ o o o © © o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
2B QI NN EE T I N s P | r o~ 10
e T e J T M\A_L_Ll.lv [ N T OTT @ ®© © o o o o o o o o o o o © o o © o o o o o o o o o o © o o ° o o o o o
2 & Nesr Tlhad4a-0 QI NN P B RN e ENEVSEL TR~ T I Q ~ Al 3 e 11
e U e Y @ R [ S U R WS W i J T M\A_L_Ll.lv [y [l S @ g [ S U R WS W i J T M\A_L_Ll.lvo * o o o o o o o
2 7 M Tt szl T+ 12
— e | e L 1TTIT LT - [ g T OUTTIIMTI T e 6 ¢ ¢ o © o o © o o o o o o o o o o o o o o o o o o o o o o o o o o o o
Vil M AN NEN NE I TS 13
T e T TTTT ut/uLJ_L_L_L L.,_Y @ © © o o o o o o o o o o o © o o © o o o o © o o © o o © o © o o © o o © o o © o o o o o o o
47 Osrorsza T 13
"I e L e - - VW e @ @ o @ o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
42 Nernandarn ~ = o 13
T e . 7 t/ AW N T - "D e e © e e o o e o o o o o o o © o o © o o o o o o o © o © o o © o o © o © © o o o o o o o
4 2 O~ T 27 T A A+ 2 £ r 13
T e J e ut/uLJ_L_L_LL.,_Y [ESAw [ N WIS S 1T- e e e o o e o o o o o o o o o o o o o o o o o o o o o © o o o o o o o o
4 A Nenr Ornerat a1 ~r o 13
T e T e Y AU t/ T TICITUTLIDS e ¢ ¢ ¢ ¢ ¢ ¢ © o o © o o © o o o o o o o o o o © o o o o o o o o o o o o o o o o o o
4 B Modd F£3 a2~ + Bsead ad 2y Mo~ 0~ o 14
I e J e [ N\ R S S A CITCUTTHO o 1T = Sy L.,_Ll.lv t/ T TICITTUTLI D o ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ o o o o o o o o o o o o
4 & Tt st g A g+ O+rheor Ol ] 24+ o o 15
"I e J e [ S i Wy 1 Cr CTTUTThO W I CTT CTIT - ut/uJ\J_L_L_L T D e e o o e o o o o o o o o o o o o ° o o o
[ sz~ o 15
e 1T ulllt/_L "D e e © © e o o e o o o o o o o © o © © o © ° o © o o © o © © o © o o © o © © o © © o © o o © o o o o ° o o o
5 1 ac~rh A1 A+ 1 sz~ 15
e L e =] T A\ AW i =y oL CTITT ) ulllt/_L @ ®© o o o o o o o o o o o o © o o o o o o o o o o o o © o o o o o
5 2 PPANE I S IR Eseaman 16
e . 3 C CTITT ) ulllt/_L * o o o o o o o @ © o o o o o o o o o o o o o o o o o o o o © o ° © o o o o
g 2 Trranyr Tz 17
T e T e [ S N R N 1T ulllt/_L @ © © o o o o o o o o © o o © o o © o o o o © o o © o © o o o o o © o o © o o o o o o o
& QNPT IR SR TR AN NI BN DNE SN Si RN ENy 18
U e J \AJ__LL.,_Y UTThO 1ITC0 T TICTCITTUTLIDS @ ¢ ¢ ¢ ¢ ¢ ¢ o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o
& 1 Conar QNP I T A DN NI BN NE N S nea 18
U L e T T [ Sy @ g J |0 N S UTThOo 1ITC0 TTICTCITUTLIIDS e ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ o o o o o o o o o o o o o o o o o
a2 ANC Maodaa] QNPT I R TR AN NP BN DoNE SN S RN ENy 18
U e . LTI ITNT RS AP AW B & J \AJ__LL.,_Y A S By W TTTCITUTLIIS e ¢ ¢ ¢ ¢ ¢ ¢ o o o o o o o o o o o o o o o
M=ol o Mo caaa Dot e Neaszoamhe o
J.J_LL.J_LA.J.L_L, T'TONOS [=J g t/_I_J_ [=J NS T 1

Mizrahi, Moses Expires January 27,—2645 Page— 2016
[Page 2]




Internet-Draft Time Capability in NETCONF July 2015

F—IANA—Ceoastiderations— 19
—Fekrevwtedagrents 20
0—Referenees T 20
S Jd-—Nermative Referepeces—— s 20
O Z2—TFnfermative References 20
Lpeendist—PA—¥YANG Meduteforthe Tirwe Capabitity—— 21
R ol Yo 1 K e A o St 3
2. Conventions used in this document.........c.uiiiieeeeeeenneeenn. 4
R T (Yo ol @ = . 4
2.2 . ADreviationsS . @ v ittt ettt et e e e e e e e e e e e e e 4
2.3, TermMINOlOgy e v v v v et e e e e e e e e e e ae e e me e e oneesoneeseneeeeneas 5
3. Using Time in NETCONE . . . ittt ettt et e e te e e eeeeoneeeeneeseneess 5
3.1. The Time Capability in a Nutshell..............ccciuiuiuiunn... 5
3.2. Notifications and Cancellation MesSSagesS. . ....eeeeeeeneneenn. 7
3.3. Synchronization ASPeCT S . . i vt i ettt eeeeneeeeeeeeeeneeeans 9
3.4. Scheduled Time FOTMat . v v et eueeeenneeeenneeeeneeeeneeens 10
3.5. Scheduling TOleranCe . v v v e et e e e eneeeeneeseneeeeneeens 10
3.6. Near Future Scheduling vs. Far Future Scheduling......... 11
3.7. Time Interval Format. .. ... .uuu e et eneeeeneeeeneeeeneeens 12
4. Time Capabi ity . v e vt i et ettt e et e e e e e e e e e e e e aeeeeeneesanees 13
N O O T v s 13
4.2 . DePENAENCI e S e v vttt ettt e e e et e et e e e e e e 13
4.3. Capability Identifier. . v .t ie ettt et eeeeeeneeeeneeens 13
4.4, NeWw OpPerationS . @ e e e e e e e eeeeneeeeneeeeneeeeneeeeneeens 13
4.5. Modifications to Existing OperationsS..........coeeeeuuenen.. 14
4.6. Interactions with Other Capabilities..............ciuee... 15
R 15 €= 1101 o B L 15
5.1. <scheduled-time> ExXampPle . ... vt e et eeenneeeneeeenneeens 15
5.2, <get—-time> ExXamMP e . . v v ittt e ettt e et eneeeeneeeeneeeeneees 16
5.3. Error ExXamPl e . @ vt i it it e e e oo e aeeeeeesassnssesseseeeeseas 17
6. Security ConsiderationsS . @ e e e e et e et eeeeeeeeeeeneeeeeneeeenns 18
6.1. General Security Considerations. ......ueeeeeeeeeenneeeennns 18
6.2. YANG Module Security Considerations............eeeeeennn. 18
7. TANA CONSI1derationS . v et e et eoeeeeneeeeneeeeneeeaneesaneas 19
8. ACKNOWLlEdgmMEN TS . v v v vt vt i vt o v oo e oo e oo e e aesossossossesseeessesss 20
D . RE LTINS . v v i et e et e e o e e o e e o e oo e e o e s aa s oo s oesossesseesesaseans 20
9.1. Normative RefereNCeS . .. it ittt ittt et e e eneeeeneeeeneas 20
9.2. Informative RefereNCES . v v vt ittt it ettt ne e e eneeeeneeeeneas 20
Appendix A. YANG Module for the Time Capability.................. 21
1. Introduction
The Network Configuration Protocol (NETCONF) defined in [RFC6241]
provides mechanisms to install, manipulate, and delete the
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configuration of network devices. NETCONF allows clients to configure
and monitor NETCONF servers using remote procedure calls (RPC).

NETCONF, as defined in [RFC6241], is asynchronous; when a client
invokes an RPC, it has no control over the time at which the RPC is
executed, nor does it have any feedback from the server about the
execution time.

Time-based configuration ([HotSDN], [TimeTR]) can be a useful tool
that enables an entire class of coordinated and scheduled
configuration procedures. Time-triggered configuration allows
coordinated network updates in multiple devices; a client can invoke
a coordinated configuration change by sending RPCs to multiple
servers with the same scheduled execution time. A client can also
invoke a time-based sequence of updates by sending n RPCs with n
different update times, T1, T2, ..., Tn, determining the order in
which the RPCs are executed.

This memo defines the time capability in NETCONF. This extension
allows clients to determine the scheduled execution time of RPCs they
send. It also allows a server that receives an RPC to report its
actual execution time to the client.

The NETCONF time capability is intended for scheduling RPCs that
should be performed in the near future, allowing to coordinate
simultaneous configuration changes, or to specify an order of
configuration updates. Time-of-day-based policies and far-future
scheduling, e.g., [Cond], are outside the scope of this memo.

2. Conventions used in this document

2.1. Keywords
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2199].

2.2. Abbreviations

NETCONF Network Configuration Protocol

RPC Remote Procedure Call
Mozl o M o o sz - o N zoml~ .
J_LLAJ_(_A.J.J._L, T'TONOS [=J g t/_LJ_ [=J TN T 1
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2.3. Terminology

o Capability [RFC6142]: A functionality that supplements the base
NETCONF specification.

o Client [RFC6142]: Invokes protocol operations on a server. In
addition, a client can subscribe to receive notifications from a
server.

o Execution time: The execution time of an RPC is defined as the
time at which a server completes the execution of an RPC.

o Scheduled time: The scheduled time of an RPC is the time at which
the RPC should be invoked. The scheduled time is determined by the
client, and enforced by the server.

o Server [RFC6142]: Executes protocol operations invoked by a
client. In addition, a server can send notifications to a client.

3. Using Time in NETCONF
3.1. The Time Capability in a Nutshell
The :time capability provides two main functions:

o Scheduling:
When a client sends an RPC to a server, the RPC message MAY
include a scheduled time, Ts (see Figure 1). The server then
executes the RPC at the scheduled time Ts, and once completed the
server can respond with an RPC reply message.

o Reporting:
When a client sends an RPC to a server, the RPC message MAY
include a get-time element (see Figure 2), requesting the server
to return the execution time of the RPC. In this case, after the
server performs the RPC it responds with an RPC reply that
includes the execution time, Te.

Ma =zl o Moo o IR ENE o N zoamin r
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RPC
executed \
\/
Ts
server ——————————————-— f——_—_ - - ————> time
/\ \
rpc / \ rpc-reply
(Ts) / \
/ \/

client —————

Figure 1 Scheduled RPC

RPC
executed \
\/
Te
server ———————————— P s time
/\ \
rpc / \ rpc-reply
(get-time) / \ (Te)
/ \/

client ————————————————

Figure 2 Reporting the Execution Time of an RPC

The two scenarios discussed above imply that a third scenario can
also be supported (Figure 3), where the client invokes an RPC that
includes a scheduled time, Ts, as well as the get-time element. This
allows the client to receive feedback about the actual execution
time, Te. Ideally, Ts=Te. However, the server may execute the RPC at
a slightly different time than Ts, for example if the server is tied
up with other tasks at Ts.
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RPC
executed \
\/
Ts Te
server ————————————-— e e -——-> time
/\ \
rpc / \ rpc-reply
(Ts + get-time)/ \ (Te)
/ \/

client -------- - - ----- - - - - - - - - - - - -~ —-

Figure 3 Scheduling and Reporting
3.2. Notifications and Cancellation Messages
Notifications

As illustrated in Figure 1, after a scheduled RPC is executed the
server sends an rpc-reply. The rpc-reply may arrive a long period of
time after the RPC was sent by the client, leaving the client without
a clear indication of whether the RPC was received.

This document defines a new notification, the netconf-scheduled-
message notification, which provides an immediate acknowledgement of
the scheduled RPC.

The <netconf-scheduled-message> is sent to the client if it is
subscribed to the NETCONF notifications [RFC6470]; as illustrated in
Figure 4, when the server receives a scheduled RPC it sends a
notification to the client.

The <netconf-scheduled-message> notification includes a <schedule-id>
element. The <schedule-id> is a unique identifier that the server
assigns to every scheduled RPC it receives. Thus, a client can keep
track of all the pending scheduled RPCs; a client can uniquely
identify a scheduled RPC by the tuple {server, schedule-id}.
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RPC
executed \
\/
Ts
server ——————————————————— tm——————— -——-> time
/N N\ \
rpc / \notifi- \ rpc-reply
(Ts)/ \cation \
/ \/ \/

client -------- - - ----- - - - - - - - - - - - -~ —-

Figure 4 Scheduled RPC with Notification

Cancellation Messages

A client can cancel a scheduled RPC by sending a <cancel-schedule>
RPC. The <cancel-schedule> RPC includes the <schedule-id> of the
scheduled RPC that needs to be cancelled.

The <cancel-schedule> RPC, defined in this document, can be used to
perform a coordinated all-or-none procedure, where either all the
servers perform the operation on schedule, or the operation is
aborted.

Example. The client sends scheduled RPC messages to server 1 and
server 2, both scheduled to Ts. Server 1 sends a notification that
indicates it has successfully seheddedscheduled the RPC, while server
2 replies with an unknown-element error [RFC6241] that indicates that
it does not support the time capability. The client sends a <cancel-
schedule> RPC to server 1, and receives an rpc-reply. The message
exchange between the client and server 1 in this example is
illustrated in Figure 5.
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RPC not
executed \
\/
Ts
Server —————————— e — +-—- ---=-> time
/\ N\ /\ \
rpc / \notifi- /cancel- \ rpc-reply
(Ts)/ \cation /schedule \
/ \/ / \/

clienpt ------------------- - - - - - - - - - - - - -~ —~—~——

Figure 5 Cancellation Message

A cancel-schedule message MUST NOT include the scheduled-time
parameter. A server that receives a cancel-schedule should try to
cancel the schedule as soon as possible. If the server is unable to
cancel the scheduled RPC, for example because it has already been
executed, it should respond with an rpc-error [RFC6241], in which the
error-type is 'protocol', and the error-tag is 'operation-failed'.

3.3. Synchronization Aspects

The time capability defined in this document requires clients and
servers to maintain clocks. It is assumed that clocks are
synchronized by a method that is outside the scope of this document,
e.g., [NTP] or [IEEE1588].

This document does not define any requirements pertaining to the
degree of accuracy of performing scheduled RPCs. Note that two
factors affect how accurately the server can perform a scheduled RPC;
one factor is the accuracy of the clock synchronization method used
to synchronize the clients and servers, and the second factor is the
server’s ability to execute real-time configuration changes, which
greatly depends on how it is implemented. Typical networking devices
are implemented by a combination of hardware and software. While the
execution time of a hardware module can typically be predicted with a
high level of accuracy, the execution time of a software module may
be variable and hard to predict. A configuration update would
typically require the server’s software to be involved, thus
affecting how accurately the RPC can be scheduled.
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Another important aspect of synchronization, is monitoring; a client
should be able to check whether a server is synchronized to a
reference time source. Typical synchronization protocols, such as the
Network Time Protocol ([NTP], [RFC5907]) provide the means to verify
that a clock is synchronized to a time reference by querying its
Management Information Base (MIB). The get-time feature defined in
this document (see Figure 2) allows a client to obtain a rough
estimate of the time offset between the client’s clock and the
server’s clock.

Since servers do not perform configuration changes instantaneously,
the processing time of an RPC should not be overlooked. The scheduled
time always refers to the start time of the RPC, and the execution
time always refers to its completion time.

3.4. Scheduled Time Format

The scheduled time and execution time fields in RPC messages use a
common time format field.

The time format used in this document is the date-and-time format,
that is defined in Section 5.6 of [RFC3339] and in Section 3 of
[RFC6021].

leaf scheduled-time {
type yang:date-and-time;
description
"The time at which the RPC is scheduled to be performed.";

leaf execution-time {
type yvang:date-and-time;
description
"The time at which the RPC was executed.";

}

3.5. Scheduling Tolerance
When a client sends an RPC that is scheduled to Ts, the server MUST

verify that the value Ts is not too far in the past or in the future.
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As illustrated in Figure 6, the server verifies that Ts is within the
scheduling tolerance range.

RPC
received \
\/
Ts
————— +------—-t--—--+t--——————————+-———---> time
R D >

sched-max-past sched-max-future

scheduling tolerance

Figure 6 Scheduling Tolerance

The scheduling tolerance is determined by two parameters,
sched-max-future and sched-max-past. These two parameters use the
time-interval format (Section 3.7. ), and their default value is 15
seconds.

If the scheduled time, Ts is within the scheduling tolerance range,
the scheduled RPC is performed; if Ts occurs in the past and within
the scheduling tolerance, the server performs the RPC as soon as
possible, whereas if Ts is a future time, the server performs the RPC
at Ts.

If Ts is not within the scheduling tolerance range, the scheduled RPC
is discarded, and the server responds with an error message [RPC6241]
with a bad-element error-tag. An example is provided in Section 5.3.

3.6. Near Future Scheduling vs. Far Future Scheduling

The scheduling bound defined by sched-max-future guarantees that
every scheduled RRPEsRPC is restricted to a near future scheduling
time.

The scheduling mechanism defined in this document is intended for
near future scheduling, on the order of seconds. Far future
scheduling is outside the scope of this document.
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A typical example of using near-future scheduling is a coordinated

commit;

a client needs to trigger a commit at n servers,

so that the

n servers perform the commit as close

as possible to simultaneously.

Without the time capability,

the client sends a sequence of n commit

messages,

and thus each server performs the commit at a different

time. By using the time capability,

the client can send commit

messages that are scheduled to take place at time Ts,

which 1is 5

seconds in the future,

causing the servers to invoke the commit as

close as possible to time Ts.

The challenge in far future scheduling is that during the long period
between the time at which the RPC is sent and the time at which it is

scheduled to be executed various external events may occur,

client may fail or reboot,

changed. In these cases if the server

e.g., the

or the client access permissions may be

performs the scheduled

operation it may perform an action that is inconsistent with the

current network policy,
clients.

or inconsistent with the currently active

Near future scheduling guarantees that external events such as the

examples above have a low probability
max-future period, and even when they
is limited to sched-max-future, which

The default value of sched-max-future

of occurring during the sched-
do, the period of inconsistency
is a short period of time.

is defined to be 15 seconds.

This duration is long enough to allow

the scheduled RPC to be sent by

the client,

potentially to multiple servers,

and in some cases to

send a cancellation message,

as described in Section 3.2.

On the

other hand,

the 15 second duration yields a very low probability of a

reboot or a permission change.

3.7. Time Interval Format

The time-interval format is used for representing the length of a

time interval,
the previous section.
While the date-and-time type uniquely

time,
the length of a time interval without

and is based on the date-and-time format.
for representing the scheduling tolerance parameters,

It is used
as described in

represents a specific point in

the time-interval type defined below can be used to represent

specifying a specific date.

The time-interval type is defined as follows:
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typedef time-interval {
type string {
pattern '\d{2}:\d{2}:\d{2} (\.\d+)?"';
}

}
4, Time Capability

The structure of this section is as defined in Appendix D of
[RFC6241].

4.1. Overview

A server that supports the time capability can perform time-triggered
operations as defined in this document.

A server implementing the :time capability:

o MUST support the ability to receive <rpc> messages that include a
time element, and perform a time-triggered operation accordingly.

o MUST support the ability to include a time element in the <rpc-
reply> messages that it transmits.

4.2. Dependencies

With-defaults Capability
The time capability YANG module (Appendix A.) uses default values,
and thus it is assumed that the with-defaults capability [RFC6243] is
supported.

4.3. Capability Identifier

The :time capability is identified by the following capability string
(to be assigned by IANA - see Section 0):

urn:ietf:params:netconf:capability:time:1.0
4.4. New Operations

<cancel-schedule>
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The cancel-schedule RPC is used for cancelling an RPC that was

previously scheduled.

A cancel-schedule RPC MUST include the <cancelled-message-id>

element,
needs to be cancelled.

which specifies the message ID of the scheduled RPC that

A cancel-schedule RPC MAY include the <get-time> element. In this
case the rpc-reply includes the <execution-time> element, specifying
the time at which the scheduled RPC was cancelled.
4.5. Modifications to Existing Operations
Three new elements are added to all existing operations:
o <scheduled-time>
This element is added to the input of each operation, indicating
the time at which the server is scheduled to invoke the operation.
Every <rpc> message MAY include the <scheduled-time> element. A
server that supports the :time capability and receives an <rpc>
message with a <scheduled-time> element MUST perform the operation
as close as possible to the scheduled time.
The <scheduled-time> element uses the date-and-time format
(Section 3.4. ).
o <get-time>
This element is added to the input of each operation. An <rpc>
message MAY include a <get-time> element, indicating that the
server MUST include an <execution-time> in its corresponding <rpc-
reply>.
o <execution-time>
This element is added to the output of each operation, indicating
the time at which the server completed the operation. An <rpc-
reply> MAY include the <execution-time> element. A server that
supports the :time capability and receives an operation with the
<get-time> element MUST include the execution time in its
response.
The execution-time element uses the date-and-time format
(Section 3.4. ).
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4.6. Interactions with Other Capabilities
Confirmed Commit Capability

The confirmed commit capability is defined in Section 8.4 of
[RFC6241]. According to [RFC6241], a confirmed <commit> operation
MUST be reverted if a confirming commit is not issued within the
timeout period (which by default is 600 seconds).

When the time capability is supported, and a confirmed <commit>
operation is used with the <scheduled-time> element, the confirmation
timeout MUST be counted from the scheduled time, i.e., the client
begins the timeout measurement starting at the scheduled time.

5. Examples
5.1. <scheduled-time> Example

The following example extends the example presented in Section 7.2 of
[RFC6241] by adding the time capability. In this example, the
<scheduled-time> element is used to specify the scheduled execution
time of the configuration update (as shown in Figure 1).

<rpc message-1id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<scheduled-time
xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-time">
2015-10-21T04:29:00.235%7
</scheduled-time>
<config>
<top xmlns="http://example.com/schema/1l.2/config">
<interface>
<name>Ethernet0/0</name>
<mtu>1500</mtu>
</interface>
</top>
</config>

Ma =zl o M Tlsern g >~ N zomlin A
I ZTrrorrty T LEay e e o LV oo TT

o o
OotTo

o)
8}
K

Mizrahi, Moses Expires January 27,—26+5 f -~ 2016

[Page 15]




Internet-Draft Time Capability in NETCONF July 2015

</edit-config>
</rpc>

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

5.2. <get-time> Example

The following example is similar to the one presented in Section 5.1.

, except that in this example the client includes a <get-time>

element in its RPC, and the server consequently responds with an

<execution-time> element (as shown in Figure 2).

<rpc message-id="101"

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<edit-config>
<target>

<running/>

</target>
<get-time
xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-time">
</get-time>

<config>
<top xmlns="http://example.com/schema/1l.2/config">
<interface>
<name>Ethernet(0/0</name>
<mtu>1500</mtu>
</interface>
</top>
</config>
</edit-config>
</rpc>

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
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<execution-time>
2015-10-21T04:29:00.235%
</execution-time>
</rpc-reply>

5.3. Error Example

The following example presents a scenario in which the scheduled-time
is not within the scheduling tolerance, i.e., it is too far in the
past, and therefore an rpc-error is returned.

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<scheduled-time
xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-time">
2010-10-21T04:29:00.235%7
</scheduled-time>

<config>
<top xmlns="http://example.com/schema/1l.2/config">
<interface>
<name>Ethernet(0/0</name>
<mtu>1500</mtu>
</interface>
</top>
</config>
</edit-config>
</rpc>

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error>
<error-type>application</error-type>
<error-tag>bad-element</error-tag>
<error-severity>error</error-severity>
<error-info>
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<bad-element>scheduled-time</bad-element>
</error—-info>
</rpc-error>
</rpc-reply>

6. Security Considerations
6.1. General Security Considerations

The security considerations of the NETCONF protocol in general are
discussed in [RFCo6241].

The usage of the time capability defined in this document can assist
an attacker in gathering information about the system, such as the
exact time of future configuration changes. Moreover, the time
elements can potentially allow an attacker to learn information about
the system’s performance. Furthermore, an attacker that sends
malicious RPC messages can use the time capability to amplify her
attack; for example, by sending multiple RPC messages with the same
scheduled time. It is important to note that the security measures
described in [RFC6241] can prevent these vulnerabilities.

The time capability relies on an underlying time synchronization
protocol. Thus, an attack against the time protocol can potentially
compromise NETCONF when using the time capability. A detailed
discussion about the threats against time protocols and how to
mitigate them is presented in [TimeSec].

6.2. YANG Module Security Considerations
This memo defines a new YANG module, as specified in Appendix A.

The YANG module defined in this memo is designed to be accessed via
the NETCONF protocol [RFC6241]. The lowest NETCONF layer is the
secure transport layer and the mandatory to implement secure
transport is SSH [RFC6242]. The NETCONF access control model
[REFC6536] provides the means to restrict access for particular
NETCONF users to a pre-configured subset of all available NETCONF
protocol operations and content.

This YANG module defines <sched-max-future> and <sched-max-past>,
which are writable/creatable/deletable. These data nodes may be
considered sensitive or vulnerable in some network environments. Fex
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astanee;—anAn attacker may attempt to mallc1ously configure these
parameters to a smaltltlow value, thereby causing all scheduled RPCs to
be discarded. For instance, if a client expects <sched-max-future> to
be 15 seconds, but in practice it is maliciously configured to 1
second, then a legitimate scheduled RPC that is scheduled to be
performed 5 seconds in the future will be discarded by the server.

This YANG module defines the <cancel-schedule> RPC. This RPC may be
considered sensitive or vulnerable in some network environments;—it.
Since the value of the <schedule-id> is known to all the clients that
are subscribed to notifications from the server, the <cancel-
schedule> RPC may be used maliciously to attack servers by canceling
their pending RPCs. Ft—ds—thus—important—teoecontrol acecess—teo—+this
operationss—the autheorisatienThis attack is addressed in two layers:
(i) security at the transport layer, limiting the attack only to
clients that have successfully initiated a secure session with the
server, and (ii) the authorization level required to cancel an RPC
should be the same as the level required to schedule it.

7. IANA Considerations
This document proposes to register the following capability
identifier URN in the 'Network Configuration Protocol (NETCONF)
Capability URNs' registry:

urn:ietf:params:netconf:capability:time:1.0

This document proposes to register the following XML namespace URN
in the '"IETF XML registry', following the format defined in
[RFC3688] :

URI: urn:ietf:params:xml:ns:yang:ietf-netconf-time

This document proposes to register a module name in the 'YANG Module
Names' registry, defined in [RFC6020].

name: ietf-netconf-time
prefix: nct
namespace: urn:ietf:params:xml:ns:yang:ietf-netconf-time

RFC: TBD
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Appendix A. YANG Module for the Time Capability
This section is normative.
<CODE BEGINS> file "ietf-netconf-time@2015-05-07.yang"

module ietf-netconf-time {
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namespace "urn:ietf:params:xml:ns:yang:ietf-netconf-time";
prefix nct;

import ietf-netconf { prefix nc; }

import ietf-yang-types { prefix yang; }

import ietf-netconf-monitoring { prefix ncm; }

organization
" IETF",’

contact
"Editor: Tal Mizrahi
<dew@tx.technion.ac.il>
Editor: Yoram Moses
<moses@ee.technion.ac.il>";

description
"This module defines a capability-based extension to the
Network Configuration Protocol (NETCONF) that allows
time-triggered configuration and management operations.
This extension allows NETCONF clients to invoke configuration
updates according to scheduled times, and allows NETCONF
servers to attach timestamps to the data they send to NETCONF
clients.

Copyright (c) 2015 IETF Trust and the persons identified as
the document authors. All rights reserved.

Redistribution and use in source and binary forms, with or
without modification, is permitted pursuant to, and subject
to the license terms contained in, the Simplified BSD License
set forth in Section 4.c of the IETF Trust's Legal Provisions
Relating to IETF Documents
(http://trustee.ietf.org/license-info) .";

revision 2015-05-07 {
description
"Initial version.";
reference
"draft-mm-netconf-time-capability:
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Time Capability in NETCONE";

typedef time-interval {
type string {
pattern '\d{2}:\d{2}:\d{2} (\.\d+)?"';
}
description
"Defines a time interval, up to 24 hours.";

grouping scheduling-tolerance-parameters {
leaf sched-max-future {
type time-interval;
default 00:00:15.0;
description

"When the scheduled time is in the future, i.e., greater

than the present time, this leaf defines the maximal
difference between the scheduled time

and the present time that the server is willing to
accept. If the difference exceeds this number, the
server responds with an error.";

leaf sched-max-past {

type time-interval;

default 00:00:15.0;

description
"When the scheduled time is in the past, i.e., less
than the present time, this leaf defines the maximal
difference between the present time
and the scheduled time that the server is willing to
accept. If the difference exceeds this number, the
server responds with an error.";
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description
"Contains the parameters of the scheduling tolerance.";

// extending the get-config operation
augment /nc:get-config/nc:input {
leaf scheduled-time {
type yang:date-and-time;
description
"The time at which the RPC is scheduled to be performed.";

leaf get-time {
type empty;
description
"Indicates that the rpc-reply should include the

execution-time.";

description
"Adds the time element to <get-config>.";

}

augment /nc:get-config/nc:output {
leaf execution-time {
type yvang:date-and-time;
description
"The time at which the RPC was executed.";

description
"Adds the time element to <get-config>.";

augment /nc:get/nc:input {
leaf scheduled-time {
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type yvang:date-and-time;
description
"The time at which the RPC is scheduled to be performed.";

}

leaf get-time {
type empty;

description
"Indicates that the rpc-reply should include the

execution-time.";

}

description
"Adds the time element to <get>.";

}

augment /nc:get/nc:output {
leaf execution-time {
type yvang:date-and-time;
description
"The time at which the RPC was executed.";

}

description
"Adds the time element to <get>.";

}

augment /nc:copy-config/nc:input {
leaf scheduled-time {
type yvang:date-and-time;
description

"The time at which the RPC is scheduled to be performed.";

}

leaf get-time {
type empty;
description

"Indicates that the rpc-reply should include the
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execution-time.";

description
"Adds the time element to <copy-config>.";
}

augment /nc:copy-config/nc:output {
leaf execution-time {
type yvang:date-and-time;
description
"The time at which the RPC was executed.";

description
"Adds the time element to <copy-config>.";

}

augment /nc:edit-config/nc:input {
leaf scheduled-time {
type yvang:date-and-time;
description
"The time at which the RPC is scheduled to be performed.";

leaf get-time {
type empty;
description
"Indicates that the rpc-reply should include the
execution-time.";

description
"Adds the time element to <edit-config>.";

}

augment /nc:edit-config/nc:output ({
leaf execution-time {
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type yvang:date-and-time;
description
"The time at which the RPC was executed.";

description
"Adds the time element to <edit-config>.";

}

augment /nc:delete-config/nc:input {
leaf scheduled-time {
type yang:date-and-time;
description
"The time at which the RPC is scheduled to be performed.";

leaf get-time {
type empty;
description
"Indicates that the rpc-reply should include the

execution-time.";

description
"Adds the time element to <delete-config>.";

}

augment /nc:delete-config/nc:output
leaf execution-time {
type yvang:date-and-time;
description
"The time at which the RPC was executed.";

}

description
"Adds the time element to <delete-config>.";

}

augment /nc:lock/nc:input {
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leaf scheduled-time {
type yvang:date-and-time;
description
"The time at which the RPC is scheduled to be performed.";
}

leaf get-time {
type empty;

description
"Indicates that the rpc-reply should include the

execution-time.";

}

description
"Adds the time element to <lock>.";

}

augment /nc:lock/nc:output {
leaf execution-time {
type yang:date-and-time;

description
"The time at which the RPC was executed.";

}

description
"Adds the time element to <lock>.";

}

augment /nc:unlock/nc:input {
leaf scheduled-time {
type yvang:date-and-time;
description
"The time at which the RPC is scheduled to be performed.
}

leaf get-time {
type empty;
description

Tlsern g >~ N zomlin A
LEay e e o LV oo TT

Ma =zl o Moo o
T ZTtarrr; t1ooto

@D
X

Expires January 27,—26+5

Mizrahi, Moses
[Page 28]

2016



Internet-Draft Time Capability in NETCONF July 2015

"Indicates that the rpc-reply should include the
execution-time.";

description
"Adds the time element to <unlock>.";

}

augment /nc:unlock/nc:output {
leaf execution-time {
type yvang:date-and-time;
description
"The time at which the RPC was executed.";

description
"Adds the time element to <unlock>.";

}

augment /nc:close-session/nc:input {
leaf scheduled-time {
type vang:date-and-time;
description
"The time at which the RPC is scheduled to be performed.";

leaf get-time {
type empty;
description
"Indicates that the rpc-reply should include the
execution-time.";

description
"Adds the time element to <close-session>.";

}

augment /nc:close-session/nc:output {
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leaf execution-time {
type yvang:date-and-time;
description
"The time at which the RPC was executed.";

description
"Adds the time element to <close-session>.";

}

augment /nc:kill-session/nc:input ({
leaf scheduled-time {
type yvang:date-and-time;
description
"The time at which the RPC is scheduled to be performed.";

leaf get-time {
type empty;
description
"Indicates that the rpc-reply should include the
execution-time.";

description
"Adds the time element to <kill-session>.";

}

augment /nc:kill-session/nc:output ({
leaf execution-time {
type yvang:date-and-time;
description
"The time at which the RPC was executed.";

description
"Adds the time element to <kill-session>.";

Ma =zl o Moo o IR ENE o N zoamin r
T ZTtarrr; t1ooto TP TTECS YO THoCT

o
@D
X

Mizrahi, Moses Expires January 27,—26+5 f
[Page 30]

2016




Internet-Draft Time Capability in NETCONF July 2015

augment /nc:commit/nc:input {
leaf scheduled-time {
type yvang:date-and-time;
description
"The time at which the RPC is scheduled to be performed.";

leaf get-time {
type empty;
description
"Indicates that the rpc-reply should include the

execution-time.";

description
"Adds the time element to <commit>.";

}

augment /nc:commit/nc:output {
leaf execution-time {
type vang:date-and-time;
description
"The time at which the RPC was executed.";

description
"Adds the time element to <commit>.";

}

augment /ncm:netconf-state {
container scheduling-tolerance {
uses scheduling-tolerance-parameters;
description
"The scheduling tolerance when the time capability

is enabled.";

}

description
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"The scheduling tolerance of the server.";

rpc cancel-schedule {
description
"Cancels a scheduled message.";
reference
"draft-mm-netconf-time-capability:
Time Capability in NETCONE";

input {
leaf cancelled-message-id {
type string;
description
"The ID of the message to be cancelled.";
}
leaf get-time {
type empty;
description
"Indicates that the rpc-reply should include
the execution-time.";

}
output {
leaf execution-time {
type yang:date-and-time;
description
"The time at which the RPC was executed.";

notification netconf-scheduled-message {
leaf schedule-id {
type string;
description
"The ID of the scheduled message.";
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leaf scheduled-time {
type yang:date-and-time;
description

July 2015

"The time at which the RPC is scheduled to be performed.";

description

"Indicates that a scheduled message was received.";

reference
"draft-mm-netconf-time-capability:
Time Capability in NETCONE";

}
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