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Abstract

The File Transfer Protocol, as defined in RFC 959 [ RFC0959], does not
provide a way for FTP clients and servers to differentiate between
mul ti ple DNS nanmes that are registered for a single I P address. This
docunent defines a new FTP command that provides a nechanismfor FTP
clients and servers to identify individual virtual hosts on an FTP
server.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 31, 2011
Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
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1

I nt roducti on

It is common on the Internet for many DNS nanes to resolve to a
single I P address. This practice has introduced the concept of a
"virtual host", where a host appears to exist as an independent
entity, but in reality shares its physical resources with one or nore
simlar hosts.

Such an arrangenent presents sone problens for FTP servers, as an FTP
server distinguishes incom ng FTP connections by their |IP addresses,
not their DNS nanes, because hosts are uniquely identified by their
address rather than name. That is, all DNS nanes that share an IP
address are handl ed by the sanme FTP server and share the sanme Network
Virtual File System (NVFS)

This means that different virtual hosts cannot offer different
virtual file systens to clients, nor can they offer different

aut hentication systenms. Any schene to overcone this issue needs to
i ndi cate not only the destination |IP address, but also the virtual
host nane that is associated wth the desired virtual FTP server
Typi cal user-FTP processes currently use hostnames to perform
hostname to | P address resolution and then ignore hostnanes for the
rest of the FTP session, therefore any nmechanismto overcone this

i ssue would require nodifications to the user-Pl and server-Pl

It should be noted that this sane problemexisted for HITP/ 1.0 as
defined in [ RFC1945], and was resolved in HTTP/ 1.1 as defined in

[ RFC2616] through the addition of the Host request header. The goal
of this docunent is to bring a simlar level of feature parity to FTP
by introducing a new HOST command that all ows user-FTP processes to
speci fy which virtual host to connect to for a server-FTP process
that is handling requests for nmultiple virtual hosts on a single IP
addr ess.

Docunent Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

In exanples, "C" and "S>" indicate lines sent by the client and
server, respectively.

Thi s docunent al so uses notation defined in [RFC0959] and [ RFC1123].

In particular, the terns "reply", "user", "NVFS', "NvT", "file",
"pat hnane", "FTP conmands", "DTP", "user-FTP process", "user-Pl",
"user-DTP", "server-FTP process", "server-Pl", "server-DIP", "node",
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"type", "control connection", "data connection”, and "ASCII", are al
used here as defined there.

Syntax required is defined using the Augnented BNF defined in

[ RFC5234] . Sone general ABNF definitions are required throughout the
docunent; those will be defined later in this section. At first
reading, it may be wise to sinply recall that these definitions exist
here, and skip to the next section.

2. 1. Basi ¢ Tokens

Thi s docunent inports the core definitions given in Appendi x B of

[ RFC5234]. There definitions will be found for basic ABNF el enents
like ALPHA, DIA@ T, SP, etc. To that, the following termis added for
use in this docunent.

TCHAR = VCHAR / SP / HTAB ; visible plus white space

The VCHAR (from [ RFC5234]) and TCHAR rul es give basic character types
fromvarying sub-sets of the ASCI| character set for use in various
commands and responses.

Note that in ABNF, string literals are case insensitive. That
convention is preserved in this docunent, and inplies that FTP
commands and paraneters that are added by this specification have
val ues that can be represented in any case. That is, "HOST" is the
same as "host", "Host", "HoSt", etc., and "ftp.exanple.com is the
same as "Ftp. Exanpl e. Conf, "fTp.eXanple.cOn, etc.

2.2. Server Replies
Section 4.2 of [RFC0959] defines the format and neani ng of replies by
the server-Pl to FTP conmands fromthe user-Pl. Those reply
conventions are used here w thout change.

error-code SP *TCHAR CRLF
("4" [/ "5") 2DAT

error-response
error-code

| npl emrenters should note that the ABNF syntax (which was not used in
[ RFC0959]) used in this docunment, and other FTP rel ated docunents,
soneti mes shows replies using the one line format. Unless otherw se

explicitly stated, that is not intended to inply that multi-Iline
responses are not permtted. |Inplenmenters should assune that, unless
stated to the contrary, any reply to any FTP conmmand (i ncluding QU T)
can be of the nulti-line format described in [ RFC0959].

Throughout this docunent, replies will be identified by the three

digit code that is their first elenment. Thus the term"500 reply"
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means a reply fromthe server-Pl using the three digit code "500".

3. The HOST conmand

A new conmmand "HOST" is added to the FTP conmmand set to allow the
server-FTP process to determ ne to which of possibly many virtual
hosts the client wishes to connect. This command SHOULD be i ssued
before the user is authenticated, allow ng the authentication schene,
and set of |egal users, to be dependent upon the virtual host chosen.

Server-FTP processes MJST treat a situation where the HOST command is
i ssued nore than once before the user has been authenticated as

t hough a REIN command was sent before each HOST conmmand, and then
reset the user-Pl to the state that existed after the TCP connection
was first established and return the appropriate reply for the HOST
command.

Server-FTP processes MJST treat a situation where the HOST command is
i ssued after the user has been authenticated by using one of the
foll owi ng two behavi ors:

a. Treat the |late HOST command as an erroneous sequence of comrands
and return a 503 reply.

b. Treat the |ate HOST command as though a REIN conmand was sent
bef ore the HOST conmmand and reset the user-Pl to the state that
exi sted after the TCP connection was first established and before
the initial user authentication and then return the appropriate
reply for the HOST command.

Servers shoul d note that the response to the HOST command is a
sensible time to send their "wel cone"” nessage. This allows the
nessage to be personalized for any virtual hosts that are supported,
and also allows the client to determ ne the supported | anguages, or
representations, for the nessage, and other nessages, via the FEAT
response, and select an appropriate one via the LANG conmand. See

[ RFC2640] for nore information

3.1. Syntax of the HOST conmand

The HOST command is defined as foll ows.
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host - conmand "HOST" SP host nane CRLF

host nane domain / IP-literal

domai n = sub-domain *("." sub-donain)

sub- domai n = let-dig [l dh-str]

let-dig = ALPHA / DIGT

| dh-str =*( ALPHA/ DT/ "-" ) let-dig

IP-literal = ( "[" IPvbaddress "]" ) [/ |Pv4address

| Pv6addr ess = 6( hle ":" ) [s32
/ “::" 5( hle ":" ) 1s32
/| hie6 ] "::" 4( h16 ":" ) 1s32
/[ *1( hi6 ":" ) hi6 ] "::" 3( hle ":" ) 1s32
/[ *2( h16 ":" ) hi6 ] "::" 2( hl6 ":" ) 1s32
/[ *3( hi6 ":" ) hl6 ] "::" hi6 ":" | s32
/ [ *4( hl16 ":" ) hle ] "::" | s32
/[ [ *5( hi6 ":" ) hle ] "::" h16
/ [ *6( hi6 ":" ) hle ] "::"

| s32 = ( hle ":" h1l6 ) / |Pv4address
; least-significant 32 bits of address

h16 = 1*4HEXD G
; 16 bits of address represented in hexadeci na

| Pv4addr ess = dec-octet "." dec-octet "." dec-octet "." dec-octet

dec- oct et =DAT ; 0-9
| %31-39 DA T ; 10-99
[ "1" 2DIAT ; 100-199
/ "2" %&30-34 DIAT ; 200-249
/ "25" 9%30- 35 ; 250- 255

host -response = host-ok / error-response
host - ok = "220" [ SP *TCHAR ] CRLF

As with all FTP commands, the "HOST" conmand word is case
i ndependent, and MAY be specified in any character case desired.

The "hostnane" (given as a paraneter) specifies the virtual host to
whi ch access is desired. This SHOULD be the sane host nane that was
used to obtain the I P address to which the FTP control connection was
made, after any client conversions have been conpl eted that convert
an abbreviated or local alias to a conplete (fully qualified) domain
name, but before resolving a DNS alias (owner of a CNAME resource
record) to its canonical nane.
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Internationalization of domain nanes is only supported through the
use of Punycode as described in [ RFC3492].

If the user was given an IPv4 or IPv6 literal address, and
consequently was not required to derive the literal address froma
host nane, the client MAY send the HOST command with the 1 Pv4 or |Pv6
literal address as specified toit. Wiile it my seem counter-
intuitive to specify a literal address by using the HOST comand
after the client has already connected to the server using a literal
address, this should be expected behavi or because a user-FTP process
shoul d not be required to differentiate between a fully qualified
domai n name and an I Pv4 or IPv6 network literal address. That being
said, if the IPv4d or IPv6 literal address specified by the client
does not match the literal address for the server, the server MJST
respond with a 504 reply to indicate that the IPv4 or IPv6 literal
address is not valid.

When t he hostnane paraneter contains a |literal address, square
brackets are expected to disanbiguate | Pv6 address syntax from port
nunbers syntax. Therefore, if the literal address is an |IPv6
address, the I Pv6 address is required to be enclosed in square
brackets (after elimnating any syntax that m ght also - but is not
required to - be enclosed in brackets, and fromwhich the server
deduced that a literal address had been specified.) For exanple, the
foll ow ng exanpl es MAY be sent if the client had been instructed to
respectively connect to "192.0.2.1", "FE80::c000: 0201", or
"192.0.2.1" and IPv6 syntax is preferred:

HOST 192.0.2.1
HOST [ FE8O0: : c000: 0201]
HOST [::192.0. 2. 1]

The client MJUST NOT send the port nunmber as part of the HOST conmand,
even when the client has been instructed to connect to a non-standard
port. The reason for this requirenent is that the user-Pl will have
est abl i shed a connection to the server-Pl before the HOST conmand is
sent, therefore specifying a different port wth the HOST command has
no meani ng. For exanple, the server-Pl MJST respond with a 501 reply
if the client sends a HOST command with syntax |ike either of the
fol | ow ng exanpl es:

HOST 192.0. 2. 1: 2112
HOST [ FE80: : c000: 0201] : 2112

The hostnane paraneter is otherwise to be treated as a fully
qual i fied domain name or relative nane as those terns are defined in
section 3.1 of [RFC1034]. This inplies that the nane is to be
treated as a case-independent string, neaning that uppercase ASCl |
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characters are to be treated as equivalent to their correspondi ng

| owercase ASCI| characters, but otherw se preserved as given. It
also inplies sonme Iimts on the length of the paraneter and of the
conponents that create its internal structure. Those limts are not
altered in any way here.

Nei t her [ RFC1034] nor [ RFCL035] inpose any other restrictions upon
what ki nds of names can be stored in the DNS. This specification,

however, only allows the use of nanes that can be inferred fromthe
ABNF grammar gi ven for the "hostnane".

3. 2. HOST command semanti cs

Upon receiving the HOST conmand, before authenticating the user-Pl, a
server-FTP process SHOULD val i date that the hostnane given represents
a valid virtual host for that server, and, if it is valid, establish
the appropriate environnent for that virtual host. The resultant
actions needed to create that environnment are not specified here, and
may range fromdoing nothing at all, to performng a sinple change of
wor ki ng directory, changing authenticati on schenes and/ or usernane
and password lists, or nmaking nmuch nore el aborate state changes -
such as creating isolated environnments for each FTP session.

The "220" reply code for the HOST command is the sanme as the code
that is used in the initial "welconme" nmessage that is sent after the
connection is established.

If the hostnane specified would normally be acceptable, but for any
reason is tenporarily unavail able, the server-FTP process SHOULD
reply to the HOST conmand with a 421 reply and cl ose the connecti on.
In this particular situation, the server-FTP process MAY choose to
keep the connection open in order to allow the user-Pl an opportunity
to choose another virtual host with a subsequent HOST conmand.

I f the hostnanme specified is unknown at the server, or if the server
is otherwse unwilling to treat the particular connection as a
connection to the hostnanme specified, the server SHOULD respond wth
a 504 reply.

3.2.1. REI N conmand semanti cs

As specified in [RFC0959], the REIN command returns the state of the
connection to what it was immediately after the transport connection
was opened. This specification nakes no changes to that behavior.
The effect of a HOST command MUST be reset if a REIN conmand is
performed, and a new HOST command MJUST be issued in order to connect
to a virtual host.
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3.2.2. User-Pl usage of HOST

A user-Pl that conforns to this specification MUST send the HOST
command after opening the transport connection, or after any REIN
command, before attenpting to authenticate the user with the USER
command. The followi ng exanple illustrates what a typical |ogin
sequence m ght | ook |ike when the HOST conmand is used:

C> HOST ftp. exanpl e. com
S> 220 Host accepted

C USER foo

S> 331 Password required
C PASS bar

S> 230 User |ogged in

If a user-Pl sends an additional HOST command before attenpting to
aut henticate the user, a server-FTP process that conforns to this
specification MIST treat the additional HOST command as though a REIN
command was sent, and reset the user-Pl to the state that existed
after the TCP connection was first established. For exanple, if a
user specifies the wong virtual host by m stake, sending a
subsequent HOST conmand will rectify the error. The follow ng
exanple illustrates what the | ogin sequence m ght | ook |Iike when the
HOST command is sent tw ce before a user has been authenti cat ed:

C HOST foo. exanpl e. com
S> 220 Host accepted

C> HOST bar. exanpl e. com
S> 220 Host accepted

C USER f oo

S> 331 Password required
C PASS bar

S> 230 User |ogged in

The HOST conmand can be used in conbination with the ACCT command to
differentiate between a user’s various accounts on a specific virtual
host. In this scenario, the user-Pl sends a HOST command whi ch the
server-Pl uses to route activity to the correct virtual host; the
user-Pl sends credentials using the USER and PASS commands whi ch t he
server-Pl validates; then, the user-Pl sends an ACCT command to
specify any additional account information for the server-Pl

i npl ementation. The follow ng exanple illustrates a sequenti al
series of client commands that specify both a HOST and ACCT, with the
server responses omtted for brevity:
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3.

2.

C HOST ftp. exanpl e. com
C USER f oo

C PASS bar

C> ACCT projectl

This is also true when the HOST conmand is used with the AUTH and
ADAT commands that are discussed in [RFC2228] and [RFC4217]. In this
scenario, the user-Pl sends a HOST command whi ch the server-Pl uses
to route activity to the correct virtual host, then the user-Pl uses
t he AUTH and ADAT comands to negotiate the security mechani sm and
rel evant authentication token(s) with the server-Pl, then the user-Pl
sends user credentials using the USER and PASS commands whi ch the
server-Pl validates. After which the user-Pl MAY send an ACCT
command to specify any additional account information for the
server-Pl inplenentation. The following exanple illustrates a
sequential series of client commands that specify both a HOST and
ACCT when used in conjunction with the security commands that are

di scussed in [ RFC2228] and [ RFC4217], with the server responses
omtted for brevity:

HOST ftp. exanpl e. com
AUTH <mechani sm nane>
ADAT <base6b4dat a>
USER f oo

PASS bar

ACCT projectl

VAVAVAVATAY;

3. State Diagrans

The state diagrans in this section illustrate typical sequences for
command and reply interchange between the user-Pl and server-Pl
These di agrans are nodel ed on the simlar diagrans in section 6 of
[ RFC0959] .

In each diagram the (B) "begin" state is assuned to occur after the
transport connection has opened, or after a REIN command has
succeeded. O her conmands (such as FEAT [ RFC2389]) that require no
aut henti cati on may have i ntervened.

Additionally, a three-digit reply indicates a precise server reply
code. A single digit on a reply path indicates any server reply that
begins with that digit, except where a precise server reply code is
defined on another path. For exanple, a single digit "5" will apply
to "500", "501", "502", etc., when those reply codes are not
expressly defined in the diagram For each command there are three
possi bl e out cones: success (S), failure (F), and error (E). 1In the
state diagrans bel ow we use the synbol B for "begin", and the synbol
Wfor "wait for reply".
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In each of these diagranms, a REIN command will return the diagramto
the (B) "begin" state.

The state diagramin Figure 1 shows a typical sequence of flow of
control when HOST is used with USER and PASS to log into a
particular FTP virtual host.

+---+  HOST +---+1,3,5

| B|---------- S| W -------mmmmeam - -
+---+ +---+ |
I
2,500,502 | | 4,501, 503, 504 |
_________________________ |
I I \Y
\Y 1 | +-- -+
+---+ USER R R > E |
I [---------- > W[ 2 I +o- -t
+-- -+ R | N
| | | I
31 ] 45 | I
------------------- | I
I R I
| e eeeeeieaaeaan
I 1] [
V | | ------ >4-- -+
+---+ PASS +---+ 2 | | | S
| [---------- S| W -------------- >S4-- -+
+---+ +---+ | |
I I I
|4,5 | I
| | - >t - -+
I R > F |
---------------- S>4-- -+

Figure 1. Typical |ogin sequence with HOST conmand
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The state diagramin Figure 2 shows the flow of control when a HOST
command is sent after a user has already successfully logged into a
virtual host with USER and PASS.

I
I
\Y I
+---+  HOST +---+1,3,5 |
| Bl---------- > W ----ommmmmaeeo - I
+---+ +---+ | |
I I
2,500,502 | | 4,501, 503, 504 | |
------------------------- | |
I I \Y I
V 1 | +---+ |
+---+ USER R > E | |
I [---------- > W[ 2 I +-- -t I
+---+ B U | N |
| | || I I
31 | 45 | | I I
-------------------- || I I
I I I I
I I
I 1] [ I
V | | ------ >+---+ HOST |
+---+ PASS +---+ 2 | | | S|--------
| [---------- S| W -------mmmm-- >4---+
+---+ +---+ | |
I I I
|4,5 | I
| | S
[ > F |
---------------- >4--- +

Figure 2: Login sequence wth repeated HOST conmand
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HOST +---+1,3,5

---------- S| W --------------
+---+

2,500,502 | | 4,501, 503, 504
I
1 I
USER Homm oo
---------- > W 2 SR
T Sy | ---
| | ||| |
311 45 | |||
----------------- ||| |
||| | |
I
---------- | |
1] | | | |
I [
PASS +---+ 2 | -
---------- S| W --------------
Foem e e me oo o-
[ 1| | |
31 14,5 | | |
____________________ | -
|| | |

T

1, 3| | | |

I 2l |
ACCT S
---------- > W| 4,5 ---------
S

Logi n sequence with HOST and
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When the HOST command is used in conbination with the FTP security
extensions that were introduced in [RFC2228], it SHOULD precede the
security handshake. This allows both user-Pl and server-FTP
processes to map an FTP HOST to security data appropriately. The
state diagramin Figure 4 shows a typical sequence of flow of control

when HOST is used with the AUTH and ADAT conmmands that are di scussed
in [ RFC2228] .
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FTP HOST Conmand for Virtual Hosts
+---+  HOST +---+1,3,5
| B|---------- S| W -------mmmmmama oo -
+---+ +---+ |
I
2,500,502 | | 4,501, 503, 504 |
___________________________ |
I I I
\Y I I
+---+  AUTH +---+ 4,5 | |
e > W|---ooeeees > |
+-- -+ +-- -+ | |
2 -
I 234 | I I
v 4,5 I I
+---+ | ADAT S >| |
R > W] 335 | |
+---+ | e | |
~o | | .
I I I I I I
----------------------- I I
I I I I
- 235 | | |
| e I I
| | I \Y
vV V 1 | +---+
+---+ USER LI R > E |
I |---------- > Wl 2 I +-- -
+-- -+ R | N
| | I I I
31 ] 45 I I I
-------------------- I I I
I || I I
| oo
I 1] | | I
V | | ------- >4-- -+
+---+ PASS +---+ 2 | | | S
| [---------- S| W --------------- >+---+
+---+ +---+ | |
I I I
| 4,5 I I
| | - >t- - -+
I > F |
----------------- S>S4+-- -+

June 2011

Figure 4. Login sequence with HOST and AUTH ADAT conmands

Het hnon & McMurray

Expi res Decenber 31, 2011

[ Page 15]



| nt er net - Draf t

FTP HOST Conmmand for Virtua

Host s

June 2011

After a user has logged in with the security conmands that are

di scussed i
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an addi ti onal

account

may be required by the
by usi ng ACCT conmand.
sequence of flow of control

The state
when

HOST is used with the AUTH and ADAT commands to log in to an FTP

virtual host
+---+ HOST
R
+- - -+
2, 500,
e e e e e - - -
I
V
+---+ AUTH
N
+-- -+
I
| -
v
+---+ | ADAT
I
+---+|
N
|
I
| - -
| |
V'V
+---+ USER
I
+-- -+
I
I
I
V
+---+ PASS
I
+-- -+

Het hnon & McMurray

+---+1,3,5
__>|
+---+
502 | |
+---+ 4,5
__>| Wl ______
+---+
334 | |
fes |
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R
-->| W| 335
F---t-----
|
|
235|
1
+--- - - -
--> W] 2
F--- - - - -
| |
31 1 45
1|
|
+---+ 2
__>| Wl ______
+---+ ---

4,501, 503, 504
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3| 145 | I I

I b I

| e |

I 1,3 . I

v 20 v
+---+  ACCT e I S>4-- -+
I > W| 4,5 --oo-oo-- > F |
+-- -t Hom oo S4-- -+

Figure 5. Login sequence with HOST and AUTH ADAT/ ACCT commands
3.3. HOST command errors

The server-Pl SHOULD reply with a 500 or 502 reply if the HOST
command i s unrecogni zed or uni npl enent ed.

As di scussed in section 3 of this docunment, if a HOST command i s sent
after a user has been authenticated the server SHOULD do one of the
f ol | owi ng:

a. Send a 503 reply for an invalid sequence of comands.

b. Treat the HOST command as though a REIN command was sent and
reset the user-Pl to the state that existed after the previous
HOST command was sent and before the user had been authenti cat ed,
and then return the appropriate reply for the HOST comand.

A 501 reply SHOULD be sent if the hostnane given is syntactically
invalid, and a 504 reply SHOULD be sent if a syntactically valid
hostnanme is not a valid virtual host nane for the server. In al
such cases, the server-FTP process MJST do one of the follow ng:

a. lgnore the HOST command and act as if a HOST conmmand had not been
sent. A user-FTP process MAY then send a subsequent HOST command
with a different hostnane.

b. C ose the connecti on.

A user-Pl receiving a 500 or 502 reply to a HOST comand SHOULD
assune that the server-Pl does not inplenent virtual servers by using
t he HOST command. The user-Pl MAY then proceed to login as if the
HOST command had not been sent.

A user-Pl receiving an error reply that is different fromthe errors

t hat have been descri bed here SHOULD assune that the virtual HOST is
unavai l abl e, and term nate communi cati ons.

Het hnon & McMurray Expi res Decenber 31, 2011 [ Page 17]



| nt er net - Draf t FTP HOST Conmmand for Virtual Hosts June 2011

A server-Pl that receives a USER conmand to begin the authentication
sequence w t hout having received a HOST command SHOULD NOT reject the
USER command. Cients conformng to earlier FTP specifications do
not send HOST commands. In this case the server MAY act as if sone
default virtual host had been explicitly selected, or MAY enter an
environnent that is different fromthat of any supported virtual
hosts, perhaps one in which a union of all avail able accounts exists
and which presents an NVFS that appears to contain subdirectories
that contain the NVFS for all supported virtual hosts.

3.4. FEAT response for HOST conmand

When replying to the FEAT command [ RFC2389], a server-FTP process

t hat supports the HOST command MJUST include a |line containing the
single word "HOST". This word is case insensitive, and MAY be sent
in any m xture of upper or |ower case, however it SHOULD be sent in
upper case. That is, the response SHOULD be:

C FEAT
S> 211- <any descriptive text>
5>
S> HOST
5>
S> 211 End
The ellipses indicate place hol ders where other features may be

i ncluded, and are not required. The one-space indentation of the
feature lines is mandatory [ RFC2389].

4. Security Considerations

As discussed in section 3 of this docunent, a server inplenentation
MUST treat a HOST command that was sent before a user has been

aut henticated as though a REIN command was sent, and a server

i npl enmentation MAY treat a HOST command that was sent after a user
has been authenticated as though a REIN conmand was sent. 1In either
of these scenarios, the server inplenentation MJST reset the

aut henti cati on environnment, as that would all ow for segregation

bet ween the security environnments for each virtual host on an FTP
server. The inplenentation details for security environnents nmay
vary greatly based on the requirenents of each server inplenentation
and operating system and those details are outside the scope of the
protocol itself. For exanple, a virtual host "foo.exanple.cont on an
FTP server m ght use a specific usernanme and password list, while the
virtual host "bar.exanple.cont on the same FTP server m ght use a

di fferent usernane and password list. In such a scenario, resetting
the security environnment is necessary for the virtual servers to
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6.

6.

1

appear to behave independently froma client perspective, while the
actual server inplenentation details are irrelevant at the protocol
| evel .

Section 15.1.1 of [RFC4217] discusses the use of X 509 certificates
for server authentication. Taking the information fromthat docunent
into account, when securing FTP sessions with the security mechani sns
that are defined in [RFC4217], client inplenentations SHOULD verify
that the hostnane they specify in the paranmeter for the HOST conmand
mat ches the identity that is specified in the server’s X 509
certificate in order to prevent man-in-the-m ddl e attacks.

A general discussion of issues related to the security of FTP can be
found in [ RFC2577].
| ANA Consi derati ons

I ANA is requested to register the follow ng FTP extension according
to the procedure established by [ RFC5797]:

B R o e B B o +
| cmd | FEAT | description | type | conf | RFC#s/ References and

| | Code | | | | Notes |
TRy S S RS TRy TRy U +
| HOST | HOST | Host nane | a | o | TBD

R S o e - R R o +

NOTE TO RFC EDI TOR: Pl ease update TBD in the above table with the
nunmber of this docunment.
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Appendi x A.  Unwor kabl e Alternatives

Due to the I evel of scope for adding a new conmand to FTP, a bri ef

di scussi on of suggested alternatives to a HOST command and their
respective limtations is warranted. The suggested alternatives that
are discussed in this appendi x have been proposed in the past, but
each of these ideas was deened insufficient for the reasons that are
listed within each section of the appendi x.
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A.1. Overloading the CAD conmand

One suggested nethod to enulate a formof virtual hosts would be for
the client to sinply send a "CWD' conmand after connecting, using the
virtual host nane as the argunent to the CAD conmand. This woul d
all ow the server-FTP process to inplenent the file stores of the
virtual hosts as sub-directories in its NVFS. This suggestion is
sinple in concept, and nost server-FTP inplenmentations support this
wi t hout requiring any code changes. Wile this nethod is sinple to
describe, and to inplenment, it suffers from several drawbacks:

a. The "CAD' conmand is available only after the user-Pl has
authenticated itself to the server-FTP process. Thus, al
virtual hosts would be required to share a common aut henti cation
schene if they used this nethod.

b. To make the virtual host truly transparent, either the server-FTP

process needs to be nodified to include information that shows

t he special nature of this first CAD command (negati ng nost of

t he advantage of this schene), or all users nust see the sane

i dentical NVFS view upon connecting (they nust connect in the
same initial directory), or the NVFS nust inplenent the full set
of virtual host directories at each possible initial directory
for any possible user.

c. Unless the server is specially nodified, a user connecting this
way to a virtual host would be able to easily nove to any ot her
virtual host supported at the sane server-FTP process, exposing
the nature of the virtual host.

A. 2. Overloading the ACCT command

Anot her suggested nmet hod would be to sinply overload the "ACCT" for
FTP virtual hosts, but this proposal is unacceptable for several
reasons with regard to when the ACCT command is sent during the
request flow Sections 5.4 and 6 of [RFC0959] docunent the request
flow for a | ogin sequence as USER -> PASS -> ACCT. This flow of
commands may be acceptabl e when you are considering a single user
having nultiple accounts on an FTP server, but fails to differentiate
bet ween virtual hosts when you consider the follow ng two issues:

a. The first problemw th overl oading the ACCT command is
certificate negotiation when using the FTP security extensions
that are docunented in [ RFC2228] and [ RFC4217]. 1In order to
saf eguard user credentials, security nechanismand certificate
negoti ati on nmust occur before login credentials are sent by the
client. The problemw th using the ACCT conmand in this scenario
is that there is no way of ensuring that the certificate matches
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A 3.

the correct virtual host before the user credentials are sent.

The second problemw th overl oadi ng the ACCT command i s how user
credentials are inplenented for FTP virtual hosts. FTP server

i npl emrentations may allow the use of custom user credentials on a
per-virtual -host basis. For exanple, in one particular

i npl ementation the virtual host negotiation occurs, and then the
user credentials are | ooked up using the account nechani smt hat
is specific to that virtual host. So once again the virtual host
negoti ati on nmust take place before the user credentials are sent.

Overl oadi ng the USER comrmand

An addi tional suggestion would be to overload well-known syntax
t hrough the existing USER command, as illustrated in the foll ow ng
exanpl e:

C USER foo@xanpl e. com
S> 331 Password required
C PASS bar

S> 230 User |ogged in

In this exanple, the user "foo" mght be attenpting to log on to the
virtual host "exanple.coni on an FTP server. This suggestion nay
seem pl ausi ble at first, but introduces several inplenentation

probl enms. For exanpl e:

a.

Some network environnments al ready use the "usernane@ost nane"
syntax for network credentials, where the "hostnane" portion
refers to the location of the user’s credentials within the
network hierarchy. Using the "foo@xanple.cont syntax it becones
difficult to differentiate between the user "foo" logging into a
virtual host naned "exanpl e.cont on an FTP server versus the user
"foo@xanpl e.com’ logging into an FTP server with no specified
virtual host.

When using the FTP security extensions that are docunented in

[ RFC2228] and [ RFC4217], security mechanismand certificate
negoti ati on nmust occur before login credentials are sent by the
client. More specifically, the AUTH ADAT commands nust be sent
before the USER command in order to safeguard user credentials.
If you overload the USER conmand, there is no way of ensuring
that the certificate matches the correct virtual host before the
user credentials are sent by the client.
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A. 4. Concl usi on

The concl usion fromthe exam nation of the existing possibilities
seens to be that in order to obtain an adequate enul ation of "real"
FTP servers, client and server nodifications to support virtual hosts
are necessary. Therefore a new FTP conmand seens the nost |ikely
solution to provide the required | evel of support.
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